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More info about the network and products

This document gives a brief description of how to configure an Anybus Scanner product for EtherNet/IP. For
further information about the products, please consult the HMS homepage, www.anybus.com. The latest
manuals, EDS-files etcetera can be downloaded from that location.

For more information concerning the EtherNet/IP network the Open EtherNet/IP Vendor Organization has a
homepage. Please visit, www.odva.org, for more information about EtherNet/IP.
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1. Solution overview

This application note describes how to configure an Anybus EtherNet/IP Scanner module and how to set up
the EtherNet/IP network using RSNetWorx. Below you can find an overview of the system described in this
document. Other nodes may be attached to the network, but are not necessary.

The configuration is described in two steps.
1. Atfirst the Anybus Scanner module configuration is explained.
2. Secondly the configuration of the EtherNet/IP network is described.

Note: This document is valid for all Anybus EtherNet/IP Scanner products, however sections written in
italics describe the configuration of a specific product.

The contents describe step by step how a configuration is done. This document assumes the reader is familiar
with industrial communication, EtherNet/IP networks and HMS PCl-card and X-gateway.

Anybus Communicator
EtherNet/IP Adapter

PC
Client

Anybus Communicator PC
= EtherNet/IP Adapter Client

EtherNet/IP

EtherNet/IP

EtherNet/IP

EtherNet/IP Scanner
Scanner

Anybus X-gateway

Fs

Other network
i.e. Modbus-TCP1

Modbus-TCP

PC
ModScan

Figure 1 Hardware connection overview.
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2. Applicable Anybus products

The following table specifies the relevant Anybus products for this document.

Description Name / Type
Anybus X-gateway Scanner EtherNet/IP
Anybus PCI Scanner EtherNet/IP
Anybus-M Scanner EtherNet/IP

3. Requirements

The following equipment is needed to setup a successful configuration. Note that RSNetWorx for
EtherNet/IP is licensed Rockwell Automation software.

Description Name / Type Version

Microsoft Windows terminal software HyperTerminal 5.1

X-gateway Interface Addendum Anybus X-gateway EtherNet/IP 1.00
Scanner Interface Addendum

X-gateway User Manual X-gateway User Manual 1.11

Anybus-M Fieldbus Appendix Fieldbus Appendix Anybus-M 1.02
EtherNet/IP

EtherNet/IP network configuration software | RSNetWorx for EtherNet/IP 8.00.00 (CPR 7)

EtherNet/IP driver configuration software RSLinx Classic Lite 2.51.00.21

(CPRT7)
Ethernet monitoring software Wireshark 0.99.6a

(Optional software for monitoring)

Power supply 24VDC n.a. n.a

Configuration cables n.a. n.a.
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4. Anybus configuration

The first step is to configure the Anybus Scanner module. The configuration of the IP-settings is described in
the following chapter. In the two following chapters the configuration of the Anybus-M, Anybus PClI-card
and X-gateway are explained.

4.1. IP settings

Make sure each node on the network has a unique IP address. The IP settings of the Anybus EtherNet/IP
modules can be configured in various ways. In many industrial applications DHCP with a fixed MACID
table is used. For the Anybus Ethernet modules DHCP is activated by default.

In other cases it is recommended to use the Anybus IPconfig tool for configuring the IP-settings. The
Anybus IPconfig tool can be used to configure the IP settings of all Anybus EtherNet/IP modules. The
program can be downloaded at HMS website®. Start the program and the main window will be opened.

r¢] Anybus IPconfig

P =X [ Gw | DHCP [ vers.. [ Type MAC
101012120 255265255 101012264 On 1400 AnybusX 00-30-11-FA-0D-..
101012140 255255255 101072264 On 1311 ABSEP 00-30-11-02-10-.
101012201 255255255, 0.0.00 Of 1400 AnybusX 00-30-11-FB-00-..
101012231 255255255 1010921  Of 1131  0x0083 00-30-11-02-00-..
101012237 255255255 101012264 Of 1301 ABSEP 00-30-11-02-2F-
192168.01 755265255 0.0.00 Of 2011 ABCPRT 00-30-11-02-5C-.

= o ‘

Figure 2 The Anybus IPconfig tool.

The program scans the network for Anybus Ethernet modules. The settings can be configured manually or
the DHCP function can be used. To change the settings manually, double click on the module of interest and
enter the desired IP-settings.

[1¢) Configure: 00-30-11-FA-00-04

Ethetnet configuration
IP address: | 10 10 2 1m DHCP
srenese [ BB om Using DHCP disables the manual IP-settings
' ot In this case make sure the DIP-switches are
Diefault gateway: | 10 10 12 54 set in zero pOSitiOﬂ.
Primary DNE: | 10 10 12 k3
Secondary DME: | 10 10 12 12
Hosthame: |(nu||)
Password | [ Change password
MNew password: |
g ol |

Figure 3 Configuring the IP settings.

! www.anybus.com
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As mentioned before there are other ways to configure the IP settings. The IP settings can also be configured
by gleaning or using the web interface in the module. See the notes below for additional product specific
information.

Note for the Anybus-M Scanner:

DIP switches 1-8 set the last part of the IP address, 192.168.0.xxx. The switches will be found next to the
indication LEDs. The modules can also be configured by mailbox commands or by the ethcfg.cfg
configuration file.

Note for the X-gateway:
The X-gateway can also be configured by the DIP switches as described above or by the ethcfg.cfg
configuration file.

Note for the Anybus PCI card:
The PClI-card can also be configured by mailbox commands or by the ethcfg.cfg configuration file.

For further instructions see the respective manual or appendix.

4.2. Anybus-M and Anybus PCIl-card configuration

The Anybus-M and the Anybus PCI card are configured via the host application interface using the mailbox
interface. Refer to the Anybus-M Fieldbus Appendix and the Anybus API reference manual for details.
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4.3. Anybus X-gateway configuration

Use the HyperTerminal on a PC to configure the X-gateway. Connect a serial cable between the PC and the
config port on the X-gateway. Start the HyperTerminal and open the “File”” menu and click on new, choose
the desired COM port and then click on OK. The following window will appear.

COM1 Properties E‘B|

Port Settings
Bits per second: | 57600 v
Diata bits: |8 hd
Parity: |None hd
Stop hits: |1 A4
Elow control: v
Biestore Defaults
[ Ok I [ Cancel ] [ Apply ]

Figure 4 Configuring the connection in the HyperTerminal.

Make sure the settings are identical to those shown in the window above. Alternatively download a
HyperTerminal session file from the HMS website?, double click on it and select COM port.

Connect and press ESC and the following menu will appear.

“# USB - HyperTerminal

Bl Edit Wew Cal Transfer Help

1 - Show gateway system information

2 — Show fieldbus system information

3 - Show gateway system configuration
&4 - Show fieldbus system configuration
5 - Operating status information

6 — Change configuration

1 - Configuration upload/download

8 - Restart Gateway

9 - Change operation mode

A - Administration mode

Figure 5 Anybus X-gateway Main menu.

Press 6 and enter the desired configuration.

2 www.anybus.com
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The figure below shows an example; in this case an EtherNet/IP Scanner to EtherNet/IP Adapter X-gateway
is used and 20 bytes of 1/O data is configured.

“# USB - HyperTerminal

Ble Edt ¥ew Cal Transfer Help
D @& D05

Fieldbus svstem configuration

EtherNet/IP Scanner (Upper)

Input I/0 data size (bytes): 20
OQutput I/0 data size (bytes): 20
0ffline option: Clear
Control word / Status word: Disabled
Statistics list: Disabled
Ethernet IP + MBTCP + WEB Slave (Lower)

Input I/0 data size (bytes): 20
OQutput I/0 data size (bytes): 20
0ffline option: Clear
Control word / Status word: Disabled
Modbus Address Mode: Enabled
Press ESC to continue

Figure 6 The X-gateway configuration.
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5. EtherNet/IP configuration

To configure the EtherNet/IP network the tools RSNetWorx for EtherNet/IP and RSLinx are used. Firstly the
Ethernet Driver needs to be configured in RSLinx and secondly the EtherNet/IP network is configured by
RSNetWorx.

5.1. Configuring the Ethernet driver
Start the RSLinx software from Rockwell. Open the Communications menu and select Configure Drivers.

%% RSLinx Classic Lite - RSWho - 1
File View Eeslfi¥yl=negs8 Staton DOEOPC  Security  Window  Help
il =|E Rowho

Configura Drivers...

Configure Shortouts...

Configure Client Applicatians... Mot Browsing

Configure CIP Options... fﬁ fﬁ EIEE

Driver Diagnostics.., Lnx  ABM EtherMet  TCP-1
Gatewa... Ethernet Ethernet

[# kg TCP-1, Ethermet

Figure 7 Opening the Configure Drivers menu.

In the following window select Ethernet/IP Driver and then click on Add New@.
Configure Drivers

—Awailable Driver Types:
Close I
thernet!IP Drive Acdd Mew. . |
\ Help |

— Configured Drivers: \®

Mame and Description | Status
ABR_EtherMet A-B Ethemet BLIMNMNING Funning Configure. .
TCP-1to on1010.21.46 BURNMNING Running

Startup...

Start

Stop

Delete

ddidd]

Figure 8 Adding a new Ethernet device.
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Select a name for the driver and press OK.

X

Add New RSLinx Classic Driver

oK

Choose a name for the new driver.
(15 characters maximum)

Cancel

|EtherNet_IP

Figure 9 Naming the new Ethernet device.

In the next dialogue window the EtherNet/IP settings are configured. In this case the local subnet is browsed.
If it is desired a remote subnet can be browsed. The subnet chosen is the subnet your EtherNet/IP devices are

connected to.

Configure driver: AB_ETHIP-2

EthernetIP Settings l

i~ Browse Remote Subnet

IF Addrass: |

Subnet Mask:

0K | Cancel Help

Figure 10 Configuring the driver settings.
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5.2. EtherNet/IP network configuration
To configure the EtherNet/IP network, start RSNetWorx for EtherNet/IP and follow the steps below.

1. Setting the Scanner in idle mode

First of all, to be able to download the Scanlist the operation mode of the Scanner has to be idle mode. If the
Scanner is in run mode, the operation mode has to be hanged to idle mode. Otherwise proceed to
step 2. Installing the EDS-file.

The procedure for changing operational mode is depending on what kind of products is used. See the notes
below depending of what product is of interest.

Note for the X-gateway:

For the X-gateway the operation mode has to be changed from the gateway configuration interface. This can
be done by connecting with the HyperTerminal and select the menu option 8, Change operational mode. For
further instructions on how to connect to the X-gateway terminal interface, please see chapter 4.3, Anybus X-
gateway configuration.

“# USB - HyperTerminal
Fle Edit Vew Cal Transfer Help
O = E O W

EtherNet/IP Scanner (Upper)
Operation mode (+/-): Idle

Press ESC to continue

Figure 11 Changing the operation mode of the X-gateway .
Note for the Anybus PCl-card and the Anybus-M module:

The operation mode is changed using the web interface or by setting the attribute Scanner mode. The
operation mode is also changed by sending a mailbox command from the application. For more details
please see the Anybus-M EtherNet/IP fieldbus Appendix.

2. Installing the EDS-file

The first step is to make sure the correct the EDS-file has been installed in RSNetWorx. Open the Tools
menu and select the EDS wizard.
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Click on next in the first window and then select Register an EDS file as seen below.

Rockwell Software's EDS Wizard §|

Options ‘
What task do youwant to complete? s |

® Register an EDS file(s).
This option will add a device(s) to our database

(" Unregister a device.

This option will remove a device that has been registered by an EDS file from our
database.

% (" Change a device's graphicimage.
This option allows you to replace the graphic image (icon file) associated with a
device.

~

&
.

< Back | et > | Cancel |

Figure 12 Registering the EDS file.
Follow the steps and browse to the location of the EDS file(s) and follow the instructions.

3. Selecting the Ethernet interface

When the correct EDS-file has been installed the Ethernet interface in the PC is to be selected. Open the
Network menu and select Properties.

&' EtherNet.enet - RSNetWorx for EtherNet/IP

Fle Edit View  Network Device Diagnostics Tools Help

E=
alle 4
X = Orline [T —
b [~ Edits Eng
- Enable Edits Cur
8
=
8 Upload from Network,
Download to Metwork,
Hardware Download Mnimum to MNetwork... o
=) Etheret/  Scanner Signature Stats.., et/IP
S Categd  Enable Auto IP Addressing

=) Human Machine Interface ‘ ] 1010 I‘|2 119

SR M e ST P e

Figure 13 Opening the Network properties dialogue.
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Then click on Set Online Path® as shown below.
_default j&|

General I

&3

Hame:

Description:

Online Path:

Set Online Path..

oK Cancel | | Help

Figure 14 Viewing the network properties.

Choose the Online path you wish to use and press OK.

Browse for Network

Select a communications path to the desired netwark.

[v Autohrowse l:l

= g WWorkstation, PRO001

=+ EIEIE Linx Gateways, Ethernet

+ E?E TCP-1, Ethernet

QK Cancel Help

Figure 15 Browsing the available network.
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4. Browsing the EtherNet/IP network

The network now can be scanned for devices. Begin with setting the program in “Online mode®. The
program will now scan the network and find the nodes connected to the network. In this test network, an
Anybus X-gateway with a Scanner module and an Anybus Communicator has been set up.

%% EtherNet.enet - RSNetWorx for, EtherNet/IP.

Fls Edt view Metwok Devics Diagnostis ook Help EFl
B =-H S k7
@l % =5 A || 38
v

?, Worst Case Device Usages
I EgpsERabled Address Cunent Address Cument Cunent
Minirurn CPU: Connection Devices notincluded: 0
e awirnurn CPL. Corsume:
S Produce;
[=]
Hardware = Anybus-C Anybus-X j
= ) Ethertist/IP Etharet/|P Etherhlet/|P
) category Scanner
+ Communication Adapter
+ DsI to EtherMet/IP
+ Human Machine Interface
e 10.10.12.119 10.10.12.134
[ Programmable Logic Contraller
[ Rockwell Automation miscellaneous
0 SCANport Drives on Etherket TP
) vendor
+ HMS Fieldbus Systems A8 (Hasshier Micro
v () Rockwell Automation - Alen-Bradiey
+ Rockwell Automation - Refiance Electric
6 Rockwell Automation, Inc.
+ Rockwell Automation/Entek Ird Intl,
S 21| |1| 4| b | M} Graph {Somadthest § Diagnostics [ “ v
=
ol | Message Code Date | Description
o
2
F
@
= |2 >

E
i
@
2

e

Offline

Figure 16 Scanning the network in Online mode.
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5. Configuring the Scanlist

Now right click on the Scanner module and select Scanlist Configuration as seen below.

Fle Edit ¥iew Metwork Device Diagnostics Tools Help

glE-H 8 ¥Banw

Qe &5 A B3
o Wi
- orst Case Device Usages
| 7 Edis Enabled Address Currert Address Cument
S Minirurn CPU: Connection: Devices not included
& M aximurm CPL! Cansume:
& Produce;
[=1
Hardware x Anybus-C:
= @ Etherhst/IF Etheret/IP
=) Category
* Communication Adapter
+ DSI to EtherMet/TP
+ Human Machine Interface
#[F] Modular DPI Devices 101012.113 cu i+
[ Pragrammable Lagic Controller Copy Ctr+C
+ Rockwell Automation miscellansous
-] SCAMpart Drives on Etharhlet (TP . o
= vendar =
w HM3 Figldbus Systems AB (Hassbier Microl Upload from Device
| Rockwell Automatian - Allen-Bradley Download to Device
& Rackwell Automation - Reliance Electric -
] Rackwell Automation, Inc. i nfiguration
] Rackwell Automation/Enkek. Ird Intl.

Change Device Type...

Re-registsr Device. .

Export 10 Detais. .

Properties...

Figure 17 Opening the Scanlist Configuration.

The Scanlist Configuration Tool will now appear as indicated below. In this case an Anybus Communicator
is used as an adapter module on the EtherNet/IP network. The Scanlist configuration will look different

depending on how the EtherNet/IP network looks. In other words it depends on what Adapters there are in
the network.

Y/ Address 10.10.12. 134, Anybus-X EtherNet/IP Scanner - Scanlist Configuration F|E|R|

File Edit Wiew Metwork Device Connection Help =R}
Ho tts ENE-a

=l

j=I} [ Edits Enahled Current Current

e

g Entries Used: 0 of64 Data Input File Usage: 0.00%

bt i -,

= Data Cutput File Usage:  0.00%

:

v [4] »]yNode Memory Usage / ||| | v

Address | Soue | Parameters | Entry... | Davice Mame | Connection MName | RPI{ms) | Ir ﬂ
| -

Anybus Communicator Adapter
Anybus X-gateway Scanner

Figure 18 Viewing the Scanlist Configuration.

Double click on the Anybus Communicator to configure the 1/0 sizes for the Adapter module.
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In the next dialogue window it is possible to configure the 1/O sizes® and the Address offset®. The Address
offset indicates the offset in the memory of the Scanner. It is also possible to adjust the Requested Packet
Interval®. The RPI sets the update time on the EtherNet/IP network.

Connection Properties

Connection I Electronic Kaying ] Details ]
Target Information

ToAddress | LOSNINFERREE Device MName |Anybus—c Etherlet/IP
Connection ¥ e
To Slot o |ABC-EIP 0 Connection v |
Communication Parameters
Marne | Value /3\ |

Beguested Packet Interval (ms) 20 i‘

Addressing Parameters

Input Size 10 * | Wards |pput Address 0
Output Size 10 * [ WWords  Output Address 0

Configuration Size Wards

Auto Address Preferences... |

OF. | Cancel ‘ ‘ Help

Figure 19 Configuring the scanning properties.

Then press OK. The configured 1/0 sizes can now be seen in the Scanlist Configuration as seen below.

Y.\ Address 10.10.12.119, Anybus-X EtherNet/IP Scanner - Scanlist Configuration

File Edit View Mebwork Device Cormnection Help

llo it ENE A 4
=
= [+ Edits Enabled Current Pending Current  Pending
=
2 Entries Used 1 of 64 1 of 64 Data Input File Usage: 3.90% 3.90%
= - . o
g Diata Qutput File Usage:  3.90% 3.90%
@
o 4] r \No(le Memory Usnge/ | 4 ‘
Address | S \ Farameters | Entry... | Cevice Name | Connection Mame | RPI(ms) |Input ad... | output siz,
| ABCEIP 0 Conrection 20 0 10

Figure 20 The Scanlist configuration when the 1/O sizes are set.
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6. Downloading the Scanlist

The Next step is to download the Scanlist to the Scanner. Right click on the Scanner module and select
Download to Device as seen below.

£ EtherNet.enet - RSNetWorx for EtherNet#IP

File Edit Wiew Metwork Device Disgnostics Tools Help
E= & % ke
QlE E[€ &/ B &

‘wiorst Case Device Usages

Address Cument Address Cunent Cu
Minimum CPU: Connection:

[ Edits Enabled

Devices not included: 0
Maximum CPU: Cansume:

Device Lsage I

Produce:

Hardware k| Anybus-C

=) Ethernet/TF EtherMet/P
= Categary

Communication Adapter
DS to EtherMetiTP
Human Machine Interface
Modular DPI Devices

10.10.12.119 & a Curbbt
Pragrammable Logic Cantraller

E;
Rockwell Automation miscellaneous Copy ctrdC
SCAMpart Drives on EtherMet /TP

Wendar Delete Del
HMS Figldbus Systems AB (Hassbier Micro
Rockwell Automation - Allen-Bradley Uplaad from Device
Rockwell Automation - Reliance Electric
Rockwell Automation, Inc. ) ) )
Rockwell Automation/Entek Ird Intl. ScatlELCeNiatation

‘
g i Y i )

Change Device Type...

Re-register Device. ..

Export I/0 Details. ..

Properties,..

Figure 21 Opening the Scanner configuration menu.

Click on Yes in the next dialogue window to download the Scanlist.

RSNetWorx for EtherNet/IP X

Dowrloading scanmer configuration.
Do you want to proceed with the dowrload?

Figure 22 Accepting the download of the Scanlist.

7. Setting the Scanner in run mode

The next step is to set the Scanner in run mode. This will make the network go online and start
communicating. To set the Scanner in run mode please see section 1. Setting the Scanner in idle mode.
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6. Testing

Now it is possible to access the data exchanged by the Anybus Scanner module and the Adapter modules on
the network. Using the PCIl-card and the Anybus-M, please see the section 6.2 Monitoring the EtherNet/IP
network below. Using the X-gateway please also read the following chapter.

6.1. X-gateway

To be able to monitor the communication between the Scanner and Adapter modules on the EtherNet/IP
network using an X-gateway, the other network of the X-gateway has to be online and running. In this test
the other network is Modbus-TCP. Thus the Modbus-TCP module of the X-gateway has to be
sending/receiving data.

To do this the tool Modscan32 can be used. Using the Modscan32 software, connect to the Modbus-TCP
module on the X-gateway and write some values to the holding registers as seen below.

=~ ModScan32 - ModScal

fle Connecton  Setup  Wiew  Window  Help

DE =& BEE 2 2

== ModSca1 E”E@
Device Id: 1
Address: eviee Number of Polls: 3557

MODBUS Point Type valid Slave Responses: 3551

(HEX)
Length: 03: HOLDING REGISTER |3 Reset Ctrs |

: <DD34H> 0009H: <0000H>
: <0000H> 0002H: <0000H>
: <D093H>
: <0000H>
1 <0000H:
: <0000H»
: <0000H»
: <0000H»

Figure 23 Writing data to the holding register.
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6.2. Monitoring the EtherNet/IP network

In this case the Anybus Ethernet/IP Communicator with a loop dongle at the serial port is used as an Adapter
test node on the network. A model of the network can be found in Figure 1, Hardware connection overview.

To be able to monitor the communication on the EtherNet/IP network the Wireshark® software can be used.
Download the software and run the installation file.

To be able to monitor all traffic on the network using the Wireshark, you have to use a hub as it forwards all
the traffic on the EtherNet/IP network to all nodes including the PC used for monitoring.

L1 (Untitled) - Wireshark D@@

File Edit ¥iew Go Caphure Analyze Statistics Help
B yee odx “«8/R«»o»F 2 |EE Q&aan @ x|
E\Iter:b 10.10.12.1191p matches 10.10.12.134 + gypression.. Clear apply

Mo, Time Source Destination Protacol Tnfo
DY ). 932000 ERT b e ENLF CUMIELL LU, LUSURACHZLUCL, SEYSUUUUUHLDIY
b 2 ( A 92 = Connection: IO ) 5
5.912889 Sk Ab L ENIP Connectiol I1D0=0xAC421081, SEQ=0000041656
iz Qrlsl? g 92 ENIP Connection: IO 5
5.892908 AR ENIF i ID=0xAC421081, SEQ=0000041655
52 4 L SIS ENIF = 10 3 4
5.872938 SaEl Al 5 5 ENIP i ID=0xAC421081,
B 5.859230 AR 2 39 ENIP @ T I10=0 DAC
ENIP
ENIP
ENIP
ENIP
ENIF
ENIP
ENIP
ENIF
ENIP
ENIP
ENIP

e O

® Ethernet IT, Src: HmsField_02:5a:bd (00:30:11:02:5a:bd), Dst: HmsField_0Z:1d:5d (00:30:11:02:1d:5d) A
® Internet Protocol, Src: 10.10.12.134 (10.10.12.134), Dst: 10.10.12.119 (10.10.12.119)
= User Datagram Protocol, Src Port: 2222 (2222), Dst Port: 2222 (2222)
Source port: 2222 (22232)
Destination port: 2222 (2222)
Length: 52
= Checksum: Ox7272 [correct]
[Good Checksum: True]
[Bad Checksum: False]
= EtherWet/IP (Industrial Protocol)
= Item Count: 2
® Type ID: Sequenced Address Item (OxB002)
= Type ID: Connected Data Ttem (Ox00b1)
Length: 26
Data: 01000100000000340000009300000000. ..
0000 00 30 11 02 1d 5d 00 30 11 0Z 5a bd OB 00 45 00
0010 00 48 a3 13 00 00 1e 11 cc 81 Oa 0a Oc 86 0Oa Oa

0020 0C 77 OB ae OB ae Q0 34 72 72 02 00 02 BO Q8 00
81 10 42 ac b0 a2 00 00 bl 00 la DO [EAN 1 00

Figure 24 Monitoring the I/O data using Wireshark.

The figure above shows an example of how the monitoring looks. In this case the window indicates 1/0O data
send from the Scanner module to the Adapter module. For more info on how to use the Wireshark please see
the Wireshark Users Manual.

® Can be downloaded at http://www.wireshark.org.
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