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MINIMUM SYSTEM REQUIREMENTS

e PC with Windows XP 32 bit, (Service Pack 2 or higher), Windows 7 (32 and 64 bit).
e Intel Core 2 Duo 2.2 GHz Processor or Higher

e RAM Requirements: 1 GB minimum, 2 GB recommended

e 50 MB free Hard Disk Space

e One USB 2.0 High Speed enabled port
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PURPOSE OF THIS QUICK START GUIDE

This Quick Start Guide contains setup information for using Frontline’s Ethernet ComProbe (Figure 1).
The Ethernet ComProbe works with Frontline’s Ethertest™ software and NetDecoder™ software.

Figure 1

@ FTE.COM
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Ethernet ComProbe

In order to use the Ethernet ComProbe with either the Netdecoder or Ethertest software, you need to
follow these steps;

1. Install the Ethertest or NetDecoder software
2. Install WinPcap

3. Install the drivers for the Ethernet ComProbe
4. Configure the Ethernet ComProbe

This Quick Start Guide contains information on these four steps.
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INTRODUCTION

Welcome to Frontline Test Equipment’s Ethernet ComProbe. The Ethernet ComProbe is an Ethernet tap
device that can passively capture Ethernet data without the need for managed switches and/or making
complex changes to network configuration (Figure 2).

Figure 2
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As shown in Figure2 above, the Ethernet ComProbe, aggregates bi-directional traffic on the Ethernet
wire and sends the packets to the analysis PC via USB. The Ethernet ComProbe can be used with either

Ethertest or NetDecoder software analyzer.
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INSTALLATION INSTRUCTIONS

Software Installation (Ethertest or NetDecoder)

The Ethernet ComProbe can be used with either Ethertest or NetDecoder.

1.

o v A~ W

N

Insert the "Product CD" or run the installer from fte.com.

From the Launch dialog select “Install [Product]”. Be patient, the software takes a few moments
to load.

Select “OK” on the first dialog.
Select "Live Product" and “Install”.
On the next dialog, select "Next" to continue.

On the Licensing Agreement dialog, select “l accept the terms of the license agreement” and
click “Next”.

On the Choose Destination Location dialog, click “Next” to install to the default location.
On the Ready to Install the Program dialog, click “Install”.

On the final dialog, click “Finish” to complete the installation.

WinPcap Installation

After you install the Ethernet ComProbe, you must install WinPcap. The Ethernet ComProbe will not
work without WinPcap installed. If you have WinPcap already installed, you must verify that it is version
4.1.1 or newer.

1.

Select "Install WinPcap" from the [NetDecoder or Ethertest] Setup folder (Figure 3).

Figure 3

E Frontline NetDecoder
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The Welcome dialog appears (Figure 4).

Figure 4
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2. Select "Next" to continue.
The first setup dialog appears (Figure 5).
3. Select "Next" to continue.
Figure 5
B winFcop 4.1.1 Setup =10 x|
Welcome to the WinPeap 4.1.1
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4. One the License Agreement dialog (Figure 6), select "l agree" to continue.

Figure 6

iz
u 3 P License Agrecment
n MP Plasse review the learnse termes before rszaling WinPeap 4.1.1.

Press Page Dovn to Fee the rest of the agreement,

L opyright () 1999 - 2005 NetGroup, Politecrico i Torina (Ttaly).
P opyricht (c) 2005 - 2005 CACE Technologies, Davis (Calfornia).
fad righits reserved.

Fiedstribution and use in sowrce and binary forms, with o without modification, ane
ppermitted provided that the Following conditions are met:

1. Redstributions of source code must retan the sbove copyright notice, ths kst of
poonditions and the folloveing disclaimer.

2. Redstributions nbinary Form must reproduce the sbave copyright notice, this st of
peonditions and the Following desclaimer in the document stion andfor other materials

I you sccepk the berms of the agreement, dick 1 Agree bo continue. You must accept the
agresment bo install WinPeap 4.1.1.

< Badk. 1Agres Cancel
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The Installation Options dialog appears (Figure 7).

5. Make sure that the "Automatically start the WinPcap driver at boot time" is selected.
6. Select "Install".
Figure 7
| WinPcap 4.1.1 Setup N o [o1 b5
\‘U, P Installation options
N ch Pleass review the Folowing options befors nstaling WirFcap
4.1.1

I Aukomatically start the WinPcap driver at boot time

Systerm Information

Oparating system detected on registry: Windows XP - <85
True opersting system (kernel di): Windows XP - x86

npptooks. dll present on the system:  true b
mebnm.inf present on the system:  true
nwnt.sys presant on the system: trus

<Back Tristal ] Cancel

The installation continues.

7. When the installation is done, select "Finish" to close the dialog and complete the process
(Figure 8).

Figure 8

Completing the WinPcap 4.1.1
Setup Wizard

Wine'cap 4.1.1 has besn instaled on your computer,

Click Finish to close this vizard.
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Ethernet ComProbe Driver Installation (NetDecoder or Ethertest already
installed)

When first connecting the Ethernet ComProbe to your PC, you will be directed to install the required
Frontline interface driver.

1. Connect the USB cable into the back of the Ethernet ComProbe .
2. Connect the other end to a USB port on the computer with NetDecoder installed.

The Found New Hardware Wizard dialog box appears (Figure 9) which may ask you if you want to
connect to Windows Update to search for software.

3. Choose "No, not this time" and click "Next" (Figure 9).

Figure 9

Found Mew Hardware Wizard
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4. Choose "Install from a list or specific location" and click "Next" (Figure 10).

Figure 10

Thes wizard heslps you install solbware for
AxER178
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Clck Next to continus
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Now you have to locate the Ethernet ComProbe driver.

5. Make sure the "Search for the best driver in these locations" and the "Include this location in
the search" checkbox is selected, then click the "Browse" button (Figure 11).

Figure 11

Pleaze choose your search and installation oplions.

= Search for the best ditves in these locations.

Use the check bowes below o lrt o expand the defauk seaich, which inchades local
paths and removable media. The best diver found wil be installed.

[T Sesch removabls media (Aoppy. CDROM. )
[¥  Inchade this lscstion in the sesrch:
| C\Pregy s Fizs\Fietie Test Systern I\Frontine Bl 7| Brovme I

" Dont seaich | will choose the drives 1o install

Choose this option 1o select the dervica driver from a st Windows does not guarantee that
the driver you choose vl be the best mafich for your hardveare.

<Bock | MNew> | Concel |

6. Locate the directory (Figure 12) where you installed NetDecoder. The default is C:\Program
Files\Frontline Test System lI\Frontline NetDecoder [version #]\Drivers\Ethernet ComProbe)

Figure 12
21

Sadect the folder that contains drivers for your hardware,

& ) Docudesk B
& ) FieZily FTP Chent
= [ Frentine Test System 11
= 3 Frontine betDecoder 9.11.3.0 J
* L App Dats
= |20 Asynchronmus Driver Suppert
= I Driveds

=] |2 Ethemet ComProbe
£ vista F2bit
) Vista £4bit

To view any subfolders, dick a plus sign above,

7. Select the directory among Vista 32bit, Vista 64bit, WinXP 32bit, or WinXP64bit and click "OK".
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8. Click the "Next" button to finish the installation (Figure 13).
Figure 13

Please choese your search and installation oplions,

& Search for the best driver in these locaions.

Use the chack bames balow b i of dapand the defaul sesich, which nchades locsl
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™ Seach removable meda (foppy. CO-ROM...)
¥ Inchuds this locshon in the sasich
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" Dont sasich | vl chodse the diver o install

Chooes thiz option to sslect the device dirver from a kt. ‘Windows does not guaranies that
the ditves wou choose will be: the best maich for your hasdware.
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9. Ifyou get a dialog box like the one below (Figure 14)., don’t worry—click Continue Anyway.

Figure 14

Hardware Inskallation

‘E The softwane pou s Fuksling lor the handware:

Fromne Test Equiomant LS8 ComProbs I

Your computer will now install the Ethernet ComProbe driver from the directory you selected.

Figure 15

Please wait whils the wizard installz the software...

ﬂ ASD A1 T8 USE 20 bo Gigabit Ethernet Adapher

..--""'r -r'"j
&80 78 4
To CAWINDOWS systemIADRIVERS
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You’ll get a dialog box saying that the installation is finished (Figure 16).

Figure 16

Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

The vazard has finished instaling the software for

.ﬂ AS[4 288178 USB2.0 to Gigaba Erhesrest Adaper

Chek Firich lo cloze the wizard

10. Click the Finish button to close the wizard (Figure 16).

11. Since the Ethernet ComProbe installs as a NIC card on your PC with a new MAC address, we
recommend that you restart the PC for the ComProbe to work correctly.

The installation of the Ethernet ComProbe driver is now complete.
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Configure Ethernet ComProbe

After you install the driver for the Ethernet ComProbe, you have to configure the IP address and Subnet
Mask for the Ethernet ComProbe.

1. Select "Network Connections" from the Control Panel (Figure 17).

Figure 17
— — o L - 1=
Dake and Time  Desplay  Folder Options Fonks Game lrurnet
Cortrobers
- w; [
1 \
= @ O _! b %
Keyboard Mad Moge Phone and  Power Cpbi
ke h'l-ﬂdnh

2. Right click on the Local Area Connection (LAC) for the Ethernet ComProbe and select"
Properties" (Figure 18).

Figure 18
LAM or High-Spesd !*t-emtl
L 1354 Connection LAN cr High-Speed Internet Conrected 1354 Net Adapber
k. Local Aras Corfuchion LA o High-Speed Inkernet Conracted Broadeom MNatidreme ST Gigabit Controler
BN, cal frea Connectiopl samecimeh coped Internet  Limdedorno connectiviy  ASD AXES1TBUISEZ,0 to Gigsbd Ethernet Adapber

Disabls

3. The LAC Properties dialog appears (Figure 19).

Figure 19
2 xi|

Geneedl | Advanced |
Connact using:

I HS ASIXAXER178 USB20 to Gigabit Et

This connection uses the following fems:

o (oS Packet Scheduler i =
L]

- Descption
Aloves youl COmpUer 10 SCCESS fesOuces on & Miciosolt
retyvark.

™ Shew icon in nolificalion aea when connected
[% Moty me when this o has mded of no

& |_Coed |
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4. Scroll down and select "Internet Protocol (TCP/IP)" and select "Properties" (Figure 20).

Figure 20

Thes connection wses the follovang dems:

¥ JB)Fi and Printes Sharng for Mcsozoit Metwerks B
o 5005 Packet Sehaduler

The Properties dialog appears (Figure 21).

Figure 21

Internet Protocol (TCP/IP) Propertics 21¥%
General lmfnfpxum |

You ean get IF milings aragred automatically i pour netwerk: supports
thiz capabdity. Otherwze, pou need to azk yous rebworn: admnsstratos for
the appropriste IP attings.

@ Obtan an IP address autoenaticaly
" Use the following IF sddess:
—

" Dbtain DNS serves addiess sutomaticaly
% Use the folowang DNS seiver addresses:

Prefesied DNS server - -
Absmate DHS sarver .
[T

5. Select the "Use the following IP address" radio button (Figure 22).

6. Enter 192.168.0.1 for the IP address.
7. Enter 255.0.0.0 in the Subnet mask.
Figure 22

~ Oblain an P address automaticaly
— (¥ za the following IP addess -

IF address: | . ,
Subnat mazk: | . .
Default gateway | . .

8. Select OK to close the Properties dialog.

9. Select OK again to close the LAC Properties dialog and complete the process.

Note: The IP address and Subnet mask entered here are NOT visible on the network. This address
and the Ethernet ComProbe itself is visible only to the applications running on the analysis PC.
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Win 7 Installation
The procedure for installing the Ethernet ComProbe driver is different for Win7 than it is for XP. Follow
the steps below.

1. Plugthe ComProbe into a USB port. The Found New Hardware Wizard dialogue box appears,

then disappears.
l M 1nstalling device driver software % *
Click here for status.

Then a message similar to this one appears/disappears indicating that the driver software has not been
installed.

*|'L Device driver software was not successfully installed * *
Click here for details.

When the dialog disappears,

2. Go to the Control Panel and open the "Device Manager".

Figure 24

L. Fie. - Action — View - Help

e 2@ BE

& Computer Management [Local | « g3 FTE-PC Actions
a [fi Systern Tools @ Batteries M
(T) Task Scheduler & Cornputer Lol 2,
] Event Viewer e Dk dlrives Mare Actions L
s Shared Folders K Display adapters
& Local Users and Groups =L} DVDVCD-ROM drives
'\3 Perdormance g IDE ATA/ATAPI controllers
4 Device Manager = Keyboards
4 1% Storage A Mice and ather pointing devices
&f Disk Management e Modems
iy Services and Applications K Maonitors

&F Netwark sdepters
# 5 Other devices
i Es17E
L@y PCI Dt Acquisition and Signal Processing Contraller
Ui Unknown device
L Unicnown device
] PCMCLA adapters
B Processorns
Bl 5D host adapters
U Security Devices
& Sound, video and game controllers
M Symtem devices
1+~ @ Universal Serial Bus controllers
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3. Right click on "AX88178" under Other Devices and select "Update Driver Software" (Figure 25).

Figure 25

Fie  Action View Help

oo 2O HE & %S

& Computer Management (Loca! [ « 2 FTE-PC

# | System Tools B Batteries

[(B) Task Scheduler /M Computer
8 Event Viewer £ Disk dhrives
gil Shared Folders K Display adapters
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=4 Device Manager = Keyhoards
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= Disk Management 5] Modems
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1 45 A8l
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45 Uk
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H stT:;:um Scan for hardware changes

B 50 host s Praperties

i Security Dreviees

% Sound, video and game controliers
{8 Systern devices

¥ Universal Serial Bus contrellers

‘ m b

Launches the Update Drives Softwane Wizard for the selected device.

The next step is to choose the driver location.
4. Select "Browse my computer for driver software" (Figure 26).

Figure 26
n e g

wmmm AxEEITE

- i =

o o vomu weartt to search for drover software?

# Search automatic ,I.lllrr wr updated driver sofwane

Lanoel
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5. On the next dialog, select the "Browse" button (Figure 27).
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Figure 27
- ==
Q Upﬂ!: nm.- Software - AX3E178
o
Browse for driver software on your computer
Search for diver software in this locations
IC i Users!\ FTE Docurments] - Broesz,
¥ Inchude subfolders
% Let me pick from a list of device drivers on my computer
This st will show installed driver softwane comipatible with the deice, and all driver
software in the same category & the device.
[_tiea | Cancel |

Now you have to drill down to find the folder that contains the driver. The driver is located at: Program
Files[X86]\Frontline Test System II\Frontline [Application Name and #]\Drivers\Ethernet ComProbe\Vista

64bit.

6. Select the "Ethernet ComProbe" folder and "OK" (Figure 28).
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The Browse for driver software on your computer dialog reappears (Figure 29).
7. Select "Next".

Figure 29

—
@ Updu!ebmSunure AXBENTE

A i -

Browse for driver software on your computer

Search for driver software in this location

= | Browse.

#|Include subfolders

4 Let me pick from a list of device drivers on my computer
This list will show installed drver software compatible with the device, and all driver
software in the same category as the device

[ Cancel |

Once the driver starts to load (Figure 30),

Figure 30

(o) 1 UpddeD.r:vﬁ.ﬂME-iﬂEH!

Installing driver software...
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you may get a Windows Security warning (Figure 31).

Figure 31

@ Windows Security @

@] Windows can’t verify the publisher of this driver software

< Don'tinstall this driver software

You should check your manufacturer's website for updated driver software
for your device,

2 Install this driver software anyway
Only install driver software cbtained from your manufacturer's website or

disc. Unsigned seftware from other scurces may harm your computer or steal
information,

(v) See details

8. You can ignore this warning by selecting Install this driver software anyway.

Your computer will now install the ComProbe driver from the directory you selected; you will get a
dialog box saying that the installation is finished (Figure 32).

Figure 32
- [

) o Update Drver Software - ASDY AXBEITE USB2.0 to Gigabit Ethernet Adapter

Windows has successfully updated your driver software
Windows has finsshed |n':ta!||ng the drrver software for thas device:

L‘. ASTE AXBEITE USBLA to Gigabit Ethernet Adapter

[ Close |

L=

9. Click the Close button to close the wizard.
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When you close this dialog you will see that the correct driver is displayed in the Device Manager under
Network adapters (Figure 33).

Figure 33

Lomputer Managemen
File Action View Help
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& Computer Management {Locall| & o= FTE-PC
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[E) Task Scheduler B Computer
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g Shared Folders K Display adapters
*_: Local Users snd Ernups: o] DVD/CD-ROM drives
(%) Performance g IDE ATASATAP] controliers
a Dﬂl:ﬂ”n?ﬂf = Keyboards

s B2 Storsge .|j, Mice and other painting devices
= Disk Management 5] Moderms

:'_-. Serices and Applcations K Monitors

4 &F Network adapters

F ASD{ AXEH1TE USB24 to Gigabit Ethernet Adagter

A" Intel(R) Wirelezs WiFi Link 406546

&F Marvell Yikon S3EBNSS PCI-E Gigabit Ethemet Controller
- F Other desaces

i Pl Data Acquisition and Segnal Processing Contredler

L oaneinas ool a s
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The installation of your NetDecoder or Ethertest product creates a folder on your desktop.

Using NetDecoder software with the Ethernet ComProbe

The installation of your NetDecoder product creates a folder on your desktop.

1. Open the desktop folder and double-click the shortcut labeled Frontline NetDecoder.
2. NetDecoder displays the Choose Protocol to Analyze dialog that contains a list of the available
protocols.
3. Expand the folder “Ethernet Analyzer” and select “Ethernet” (Figure 34).
Figure 34
Choose Protocol to Analyze.... g|

{73 EBristol Babcock Use MetDecoder to capture and analyze generic Ethernet traffic. vou

7 CCLink may uge any of theze options to capture data:

(3 Controller Area Network [CAN] 1. Use your PC's Ethernet NIC card.

(27 Distributed Network Protocal [DNP3)

=77 Ethemnet Analyzer 2. Use the Ethernet ComProbe [connects to your PC via USE].

o Ethermet

{7 Generic Asynchronous Serial Protocols

[ Generic Synchronous Serial Protocols

[ Intemnational Electrotechnical Commission [EC)

3 Modbus

[ 0D%aA [ContralMet, DeviceNet, EtherNet/IP)

(23 PROFINET

{27 Rockwell Allen Bradley

[ata Capture Method

(O Ethemet Card

Select "Run' to analyze Ethernet via Ethemet ComProbe.
[ Fiun ] [ Cancel ] [ Help ] [] Create Shortcut 'when Run
4. Inthe Data Capture Method selection pane below the list window, select the “Ethernet
ComProbe” option.

5. Check the Create Shortcut When Run checkbox if you like and click the Run button (if you choose

to create a shortcut, the system creates one and places it in the desktop folder).

Alternatively, you can access the Choose Protocol to Analyze dialog from your Windows operating
system by clicking Start | Programs | NetDecoder [version#] | Frontline NetDecoder. Then select the
protocol from the displayed list. Consult the online Help for additional information on choosing

protocols.
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You can view the Ethernet ComProbe configuration information in the Hardware Settings dialog by
choosing Options | Hardware Settings from the Control window.

You can set Capture Filters in the 1/0 Settings dialog by choosing Options | I/0 Settings from the Control
window.

Using Ethertest software with the Ethernet ComProbe

The installation of your Ethertest product creates a folder on your desktop.

1. Open the desktop folder and double-click the shortcut labeled Ethertest with Ethernet
ComProbe.

Alternatively, you can access the Ethertest with Ethernet ComProbe short cut from your Windows
operating system by clicking Start | Programs [Ethertest [version#] | Ethertest with Ethernet ComProbe.

You can view the Ethernet ComProbe configuration information in the Hardware Settings dialog by
choosing Options | Hardware Settings from the Control window.

You can set Capture Filters in the 1/0 Settings dialog by choosing Options | I/0 Settings from the Control
window.

That's all you need to do. You are now ready to begin capturing data.
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TECHNICAL SUPPORT

Technical support is available in several ways. The online help system provides answers to many user
related questions. Frontline’s website has documentation on common problems, as well as software
upgrades and utilities to use with our products.

Web: http://www.fte.com, click Support

Email: tech support@fte.com

If you need to talk to a technical support representative, support is available between 9am and 5pm,
U.S. Eastern time, Monday through Friday. Technical support is not available on U.S. national holidays.

Phone: +1 (434) 984-4500
Fax: +1 (434) 984-4505
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