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1 Solution Overview 

This application note describes the SCL files needed to run an IEC 61850 server and an IEC 61850 
client on Anybus SG-gateways. The SCL files (a server file and a client file) are included in the .ZIP file 
together with this application note. 

Six use cases are described in this application note: 

1. Retrieve self-description. 
2. IEC 61850 server sending reports. 
3. IEC 61850 client receiving reports. 
4. IEC 61850 server receiving a command. 
5. IEC 61850 server publishing GOOSE. 
6. IEC 61850 client subscribing to GOOSE. 
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2 Anybus SG-gateway as IEC 61850 server 

In order to operate an Anybus SG-gateway as an IEC 61850 server, an SCL file describing the server’s 
data model must be created and uploaded to the SG-gateway. The SCL file is an XML device 
description file holding the information that the gateway exposes to an IEC61850 client.  

 

The SCL file is composed by three sections: Communication, IED and DataTypeTemplates. 

2.1 Communication section 

The communication section holds the network settings (IP address, subnet mask, MAC address, etc…) 
for the device. Please enter your device settings in the corresponding fields!  

 

The element GSE (Generic Substation Events) holds the information related to GOOSE messages, 
which provides a fast and reliable mechanism of transferring time-critical event data over the entire 
local area network using multicast or broadcast services. In this example we have configured a GOOSE 
message for the logical device circuit breaker (LDCB) to be sent from the Anybus SG gateway.  

2.2 IED section 

The IED section is divided in the first level in the Services element and in the AccessPoint element. 
The services subsection configures all services offered by the Anybus SG-gateway, e.g. a maximum of 2 
GOOSE messages, 5 configuration report controls and 10 configuration datasets. The access point 
represents the interface to the network, and includes the IEC61850 server itself. In our example the 
server physical device (i.e. the Anybus SG-gateway) includes two logical devices:  

1. Logical device power quality LDPQ 
2. Logical device circuit breaker LDCB 
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2.2.1 Logical Device Power Quality  

The logical device power quality is composed of three logical nodes: Logical node zero LN0, logical 
node physical device LPHD and logical node measurements MMXU. 

 

2.2.1.1 Logical node MMXU 

For a better understanding we will start explaining the logical node MMXU. For our example we will 
assume that a Modbus device providing data about voltage, current, power and frequency is 
connected to the Anybus SG-gateway. In this case we have to navigate through the IEC61850 
specification to find the logical nodes that best match this information types. The MMXU logical node 
contains the data objects PhV (phase voltage), A (phase current), TotW (total active power) and Hz 
(frequency). Therefore the MMXU logical node will be used to model this information. 
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This structure is then replicated in the SCL file instantiating (inst=”1”) the MMXU_0 logical node type 
belonging to the class MMXU. The type MMXU_0 is a derived version from class MMXU holding in 
this case just the optional data objects PhV, A, TotW and Hz. 

 

Having a closer look to the data object TotW belonging to common data class MV (measured values), 
this element includes the data attributes units, magnitude mag, quality q and timestamp t. The last three 
attributes are mandatory in the MV class definition, while the units attribute is optional.   
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The magnitude mag data attribute has the datatype AnalogueValue, which is defined either as a 32 bit 
integer or a 32 bit floating point value. In our SCL file we are using the floating point version. 

 

The other data objects PhV, A and Hz have a similar internal structure.  

2.2.1.2 Logical node zero 

The logical node zero is a virtual node defining the communication mechanisms used by the logical 
device. IEC 61850 follows a client-server architecture, therefore a client can request data from the 
server at any time and poll the server periodically. In order to optimize bandwidth usage, more 
sophisticated communication mechanisms are available in IEC 61850. 

 

Multiple data signals can be grouped in a DataSet, which will be sent out under certain circumstances 
defined in the ReportControl associated to it. In our sample SCL file, the dataset PQMeas includes the 
data objects voltage PhV, current A, power TotW and Hz. The associated report control PQM_RCB 
(report control is linked to the dataset through the attribute datSet=”PQMeas”) defines the trigger 
option periodic for this dataset (TrgOps period=”true”), i.e. it will be sent out every 5 seconds 
(intgPd=”5000”). 

2.2.1.3 Logical node physical device 

The logical node physical device holds some information related to the hardware such as vendor name 
and serial number. 
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2.2.2 Logical Device Circuit Breaker 

The logical device circuit breaker LDCB is composed of three logical nodes: Logical node zero LN0, 
logical node physical device LPHD and logical node measurements XCBR. 

 

2.2.2.1 Logical node XCBR 

The logical node XCBR is the virtual representation of a circuit breaker. The main conceptual 
difference to the MMXU class is that it can be operated, i.e. the circuit can be opened or closed. 

 

The class XCBR has been defined in the specification as: 
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In our example we are only using the position data object, which is defined as DPC (double point 
control) class with the mandatory data attributes status value (stVal), quality and timestamp. Since the 
position can be operated, the data attribute control model (ctlModel) is also present. 

 

2.2.2.2 Logical node zero 

Event-driven communication can be accomplished in IEC 61850 with a dataset triggered on data 
change, or using GOOSE messages. In our SCL sample file we provide both examples for the 
activation of a circuit breaker. 

The DataSet CBStatus includes the data objects position status Pos.stVal, quality q and timestamp t. 
The associated ReportControl CB_RCB (report control is linked to the dataset through the attribute 
datSet=”CBStatus”) defines the trigger option data change for this dataset (TrgOps dchg=”true”). 

A GSEControl element must be defied in order to send out an event-driven GOOSE message. The 
dataset included in the GOOSE message is defined by the attribute datSet=”CBStatus”. Additional 
configuration is done in the GSE element within the Communication section.  
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2.2.2.3 Logical node physical device 

The logical node physical device holds some information related to the hardware such as vendor name 
and serial number. 

2.3 Datatype template section 

The datatype template section includes all the type definitions used in the SCL file. 

 
 
The logical nodes type definitions include all data objects used by each node, the data object definitions 
include all data attributes, and the data attributes type definitions are broken down until only basic well-
known datatypes (e.g. boolean, integer or string) remain.  



Application Note: IEC 61850 

    SCM-1300-013 

Rev 1.00 

Saved: 2016-05-10 
HMS Industrial Networks AB 

  

Page 11 (22) 

 

3 Anybus SG-gateway as IEC 61850 client 

In order to operate an Anybus SG-gateway as an IEC 61850 client, an SCL file describing the client 
itself and all servers connected to it the must be created and uploaded to the SG-gateway.  

 

The main difference to the server file is the fact that we have multiple IED elements, one for the client 
itself and one for each server connected to it.  

3.1 Communication section 

The communication section holds the network settings (IP address, subnet mask, MAC address, etc…) 
for the device. Please enter your device settings in the corresponding fields!  

 

In addition to the network setting of the client itself, there are additional ConnectedAP elements for 
each IED connected to the client as IEC 61850 servers. Please note that we have exact the same 
content inside the ConnectedAP element as in the server SCL file. 

3.2 IED section for the client 

The IED section for the client includes only an AccessPoint element with the logical node IHMI. This 
class represents a human-machine interface that can be used to model a client. 



Application Note: IEC 61850 

    SCM-1300-013 

Rev 1.00 

Saved: 2016-05-10 
HMS Industrial Networks AB 

  

Page 12 (22) 

 

 

3.3 IED section for the shadow server 
This IED section is an exact copy of the IED section from the server file. It’s used by the client to 
parse and understand the data coming from the server.  

3.4 Datatype template section 

The datatype template section includes all the type definitions used in the SCL file.  
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4 Use cases 

4.1 Retrieve self-description 

First we upload the server SCL file into the Anybus SG gateway. In order to do that, go to the IEC 
61850 tab in the settings area and select the server communication role for the Anybus SG gateway. 
Then click on the “Upload server SCL file” link and upload the server SCL file. 

 

Once the file is loaded, you will see the folder tree with the server information model. Select the signals 
that are going to be used in the application. 

 

As you select the data objects for your application, they appear on the top under the logical devices 
section. 

 

When you are finished, click the OK button to save your settings and reboot the device. 
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We will use the PC tool IEDScout as the IEC 61850 client. After entering the gateway’s IP address, the 
client automatically retrieves the server data model. 

 

4.2 IEC 61850 server sending reports 

We need to fill the information model with random values to be transmitted to the client. Therefore we 
will define some constants on the WEB-PLC editor and map them to the IEC 61850 signals. 

 

The IEC 61850 client polls the server and receives all the current values. In addition to the polling 
option, the server’s SCL file also defined periodic reports to be sent out every 5 seconds.  

When we use a PC tool as IEC 61850 client, we need to enable the reports and then we can see them 
coming. If we are using another Anybus SG-gateway as IEC 61850 client, we can trace the traffic using 
Wireshark (we need port mirroring Switches). 
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4.3 IEC 61850 client receiving reports 

For this use case there is no additional setup to be done except for uploading the client SCL file into 
the Anybus SG-gateway acting as an IEC61850 client. In order to do that, go to the IEC 61850 tab in 
the settings area and select the client communication role for the Anybus SG gateway. Then click on 
the “Upload client SCL file” link and upload the client SCL file. 

When the parameter “Poll data from servers [s]:” is set to zero, the client will not poll any server, i.e. all 
incoming data is either from reports sent out from the servers or from GOOSE messages. 
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Once the file is loaded, you will see the folder tree with the client information model. Select the signals 
that are going to be used in the application. 

 

As you select the data objects for your application, they appear on the top under the logical devices 
section. 

 

When you are finished, click the OK button to save your settings and reboot the device.  
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Now you can use these signals in your IEC 61850 client application. In this example we are mapping 
the four data objects from IEC 61850 into four Modbus TCP registers. 

 

Now with a Modbus TCP client tool we can read out the registers and see the values. 
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4.4 IEC 61850 server receiving a command 

For this example we will use a circuit breaker, which is modelled in IEC 61850 with four possible 
states: 

 01: Off 

 10: On 

 00: Intermediate position (not a valid state) 

 11: Invalid 

Each bit represent the measurement of a digital sensor in the open and closed position. When both 
sensors return a 0 (non presence) the switch is in an intermediate state. If both sensors return a 1 there 
is an error (switch cannot be in both positions simultaneously). 

The XCBR.Pos.stVal signal represents the current position of the switch (on/off represented as 
decimal value with 2 or 1 respectively), while the XCBR.Pos.Oper.ctlVal indicates the set value as a 
boolean variable. Since there is an offset of one between the set value (true/false represented as 1 or 0 
respectively) and the status value (on/off represented as 2 or 1 respectively), we build the application 
on the WEB-PLC adding 1 to the set value. 

 

In this moment the circuit breaker is at the off position. From the IEC 61850 client in the PC we send 
the order to close the circuit breaker by changing the set value to true. 
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We see on the WEB-PLC application that the value of the position has changed to 2, i.e. the circuit 
breaker is on.  

 

At the IEC61850 client we can also see the change from the circuit breaker. 
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4.5 IEC 61850 server publishing GOOSE 

We can generate GOOSE traffic creating a circuit breaker event. The server SCL file has defined a 
GOOSE message (see chapter 3.2.2.2) to be sent out on every change from the circuit breaker. Using 
an IEC 61850 tool such as IEDScout, we send the order to close the circuit breaker as explained in the 
previous section.  

 

After the first change of the circuit breaker (approx. 24 seconds after start), three GOOSE messages 
are sent out by the server holding the new position of the circuit breaker (Pos.stVal off), the quality 
(good) and timestamp. 

 
 

On the next circuit breaker event (approx. 51 seconds after start), three GOOSE messages are sent out 
again by the server holding the new position of the circuit breaker (Pos.stVal on), the quality (good) 
and timestamp. 
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4.6 IEC 61850 client subscribing to GOOSE 

For this use case there is no additional setup to be done except for uploading the client sample SCL 
file, which includes GOOSE mechanism, into the Anybus SG-gateway acting as an IEC61850 client. 
When the parameter “Poll data from servers [s]:” is set to zero, the client will not poll any server, i.e. all 
incoming data is either from reports sent out from the servers or from GOOSE messages. 

In our example application we will configure the Anybus SG-gateway acting as an IEC 61850 client to 
be also Modbus TCP server. Using a PC-based Modbus TCP client tool, we will write the register 
“Set_Status_CB” and map it to the data object XCBR1.Pos.Oper to operate the circuit breaker on the 
server side.  

 

When we activate the circuit breaker via Modbus on the client, the command is tranmitted to the server 
and the operation is performed. The status of the circuit breaker XCBR1.Pos.StVal is then broadcasted 
via GOOSE messages because its value has changed. 

 

 

Finally the GOOSE message is received by the IEC 61850 client and the circuit breaker’s position 
XCBR1.Pos is updated from 1 (status off) to 2 (status on). Please read chapter 5.4 to learn more about 
the status values for circuit breakers. Since the bytes are swaped, we need to use the function blocks 
unpack and pack in order to assign the right value to the Modbus register holding the position status. 
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