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1. Customer Information

1.1 Copyright Notice

Copyright 2018, Brodersen A/S, ALL RIGHTS RESERVED.
No part of this document may be reproduced, copied, translated, or transmitted in any form or by any means, electronic or mechanical,
for any purpose, without the prior written permission of the original manufacturer.

1.2 Trademark Acknowledgement
Brand and product names are trademarks or registered trademarks of their respective owners.

1.3 Disclaimer

Brodersen A/S reserves the right to make changes, without notice, to any product, including circuits and/or software described or
contained in this manual in order to improve design and/or performance. Brodersen A/S assumes no responsibility or liabilities for the
use of the described product(s), conveys no license or title under any patent, copyright, or mask work rights to these products, and
makes no representations or warranties that these products are free from patent, copyright, or mask work right infringement, unless
otherwise specified. Applications that are described in this manual are for illustration purposes only.

Brodersen A/S makes no representation or warranty that such application will be suitable for the specified use without further testing
or modification.

1.4 Life Support Policy

BRODERSEN A/S’s PRODUCTS ARE NOT FOR USE AS CRITICAL COMPONENTS, IN LIFE SUPPORT DEVICES OR SYSTEMS WITHOUT THE
PRIOR WRITTEN APPROVAL OF BRODERSEN A/S.

As used herein:

1. Life support devices or systems are devices or systems which, (a) are intended for surgical implant into body, or (b) support or
sustain life and whose failure to perform, when properly used in accordance with instructions for use provided in the labeling, can be
reasonably expected to result in significant injury to the user.

2. A critical component is any component of a life support device or system whose failure to perform can be reasonably expected to
cause the failure of the life support device or system, or to affect its safety or effectiveness.

1.5 Brodersen Customer Services

Your satisfaction is our primary concern. Here is a guide to Brodersen customer services. To ensure you get the full benefit of our
services, please follow the instructions below carefully.

1.6 Technical Support

We want you to get the maximum performance from your products. So if you run into technical difficulties, we are here to help. For the
most frequently asked questions, you can easily find answers in the product documentation. These answers are normally a lot more
detailed than the ones we can give over the phone. So please consult this manual first.

To receive the latest version of the user manual, please visit our Web site at:

http://www.brodersen.com,

Choose the product in question under product search and under each product you will find accompanying data sheets, manuals, and
user guides etc.

If you still cannot find the answer, gather all the information or questions that apply to your problem, and with the product close at
hand, call your dealer. Our distributors are well trained and ready to give you the support you need to get the most from your
Brodersen products. In fact, most problems reported are minor and are able to be easily solved over the phone.

In addition, technical support is available from Brodersen engineers every business day. We are always ready to give advice on
application requirements or specific information on the installation and operation of any of our products. Please do not hesitate to call
or e-mail us on support@brodersen.com .

Denmark: Australia:

Brodersen A/S Brodersen Systems Asia Pacific P/L
Islevdalvej 187 832 High Street, Kew East
DK-2610 Roedovre VIC 3102, Australia

Tel.: +45 45 35 26 27 Tel: +61 3 9249 9505
sales@brodersen.com sales-ap@brodersen.com

www.brodersen.com
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1.7 Product Warranty

Brodersen warrants to you, the original purchaser, that each of its products will be free from defects in materials and workmanship for
two years from the date of purchase.

RTU32M Series User Guide

This warranty does not apply to any products which have been repaired or altered by persons other than repair personnel authorized
by Brodersen, or which have been subject to misuse, abuse, accident or improper installation. Brodersen assumes no liability under the
terms of this warranty as a consequence of such events. Because of Brodersen’s high quality control standards and rigorous testing,
most of our customers never need to use our repair service. If a Brodersen product is defective, it will be repaired or replaced at no
charge during the warranty period. For out-of-warranty repairs, you will be billed according to the cost of replacement materials,
service time, and freight. Please consult your distributor for more details. If you think you have a defective product, follow these steps:

1. Collect all the information about the problem encountered. (For example, Product type and s/n, hardware and software
version etc.) Note anything abnormal and describe the error in a product failure report.

2. Call your distributor and describe the problem. Please have your manual, product, and any helpful information readily
available.

3. If your product is diagnosed as defective, make arrangement with your distributor about this.

4, Carefully pack the defective product, a complete failure report and a photocopy of proof of purchase date (such as your sales

receipt) in a shippable container. A product returned without proof of the purchase date is not eligible for warranty service.
5. Ship it to your distributor.

August 2018
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2 Introduction

2.1 RTU32M - The modular Brodersen RTU, PLC and Industrial Controller

The Brodersen RTU32M series is based on a 32-bit i.Mx6 ARM platform, providing a small footprint modular RTU and PLC with leading
edge functionality. As well as being a versatile RTU and PLC with flexible /O designed to perform embedded data processing, control,
data logging and monitoring, it is also a networking communicator for collecting, managing and communicating data via protocols on
different physical interfaces upwards and downwards in an industrial environment.

Typical applications for the RTU32M are:

e  Control and monitoring of water and waste water pump stations

e Substation automation applications

e  Railway level crossing monitoring

e Communication Gateway applications between SCADA protocols — including Modbus, DNP3 and IEC60870.

The RTU32M hardware platform includes a 200-900MHz CPU with 128-256MB RAM and integrated 128MB NAND Flash. In addition, an
optional removable microSD Flash card (default is 4GB, supports up to 64GB), provides an easy to use portable access/upgrade option.
The integrated Flash stores the main RTU32 firmware including embedded Linux OS and your PLC runtime application. Standard drivers
like the Modbus Protocol Suite, IEC60870 or DNP3 are stored in the integrated NAND Flash. The removable microSD card can be used
for storing backup files and data logging files.

2.2 WebServer configuration and PLC programming in all IEC61131 languages

The RTU32M, like the other RTU32 Series of RTUs is configured via the integrated WebServer. Settings like LAN port addressing, time
functions and 3g/4g modem credentials are handled in webpages. Online monitoring of connected physical I/O and display of graphical
overviews is possible via webpages.

Programming of logic functions and configuration of communications drivers is managed using the Brodersen WorkSuite package
software. WorkSuite is a powerful tool that is used for configuration and programming of all RTU32 Series products. Applications
developed and running in the RTU32M will easily run directly on the other RTU32 Series products. The full suite WorkSuite software
package is included in the product package, and it will run in demo mode without any license (with some runtime restrictions).

August 2018



&

RTU32M Series User Guide

3 Getting Started

3.1 Configuration and default settings
The LAN interface on the RTU32M is set to its factory default settings at delivery:

LAN1:192.168.0.1, Subnet: 255.255.255.0

You can use the LAN1 interface to configure the basic settings in the RTU32M. The basic settings include setup of network parameters
such as IP address, Subnet mask, default gateway, time settings, general username and password for accessing the web server pages
and file system with FTP etc.

The configuration is done via web pages in the RTU32M Web Server. You must use your normal web browser to setup the basic settings
for the RTU32M. The web pages are optimized for MS Internet Explorer, Firefox and Chrome. If you are experiencing problems with
using the latest MS Internet Explorer version, please enable Compatibility settings in the browser.

4 How to connect and prepare your PC to configure the RTU32M

4.1 Wiring

Use a cross-wired or standard patch cable to connect your PC Ethernet interface to the LAN1 Ethernet interface of the RTU. Apply
power to the RTU — make sure that you connect the correct power supply voltage (24VDC).

4.2 Setting up your PC Ethernet driver (Windows)

Your PC Ethernet driver must be setup to work in the same network segment as the LAN interface on the RTU32 you use. You must
setup your PC Ethernet TCP/IP driver to work in the segment IP 192.168.0.x.

To setup the Ethernet driver select start — Settings — Network Connections — Local Area Connections and the following window will
appear:

U Local Area Connection Properties ]

Networking | Sharing

Cornect using:
i Realiek FCle GBE Family Controller

This cgnnection uses the following tems
7 Client for Microsoft Networks
=1\ Mware Bridge Protocol
81005 Packet Scheduler
351 File. and Printer Sharing for Microsoft Networks
[] -4 Intemet Protocol Version & (TCF/IPvE)
L
<& Link-Layer Topology ks overy Mapper /0 Driver
. Link-Layer Topology Discovery Responder

Description
Transmission Cortrol Protocol/intemet Protocol. The defaut
wide area network protocol that provides commurication
across diverse interconnected networks.

Click on Internet Protocol 4 (TCP/IPv4), and click Properties. A new window for setting the PC IP address will appear. Set an IP address
in the same segment as the selected LAN IP address, for example 192.168.0.100 as shown here below.

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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NOTE: If you want to re-configure your Ethernet TCP/IP driver back to initial settings, it is recommended that you note the settings
before you change them for setting up the RTU32M.

RTU32M Series User Guide

Internet Protocol Version 4 (TCP/IPv4) Properties [

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(©) Obtain an TP address automatically
@ Usge the following IP address:

IP address: 192.168. 0 . 100
Subnet mask: 255.255.255. 0
Default gateway:

Obtain DNS server address automatically
@) Usg the following DNS server addresses:
preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

Click OK and OK again at the Local Area Connection Properties window. Now your PC Ethernet driver is setup for communicating with
the RTU32M. Now apply power to the RTU32M. Wait for the RTU32M to boot up — takes approx. 20s. As a minimum the orange Run
LED on the CPU front PANEL must be lit.

4.3  First time configuration
Start your Internet browser and enter the IP address of the RTU32M in the address field:

Now the first web page will appear in your browser and you will be asked to enter a username and password.
The username is admin.

The RTU32M is shipped with the administrator password set to admin. Be sure to change the default password from the
Maintenance>Password menu item.

hﬂERDDERSEN

Change Password
The password is used to restrict access to the RTU32 Remote Configuration. This page will change the

) ‘Aadmin’ user account password,
System Overview

WM Runtime Settings

I/0 Board Settings Current password: [resee
System Configuration New password: |
Maintenance Confirm new password

= Firmware update

= Licensing

* Reboot IMI Cancel
Utilities
DNP3 Slave

User name: admin
User group: Administrators

2018/01/28

CPU Temp: 53.8 °C
Load: 3.52 1.35 1.53
Memory Usage: £5.1 %

Board Temp: -273.2 °C

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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4.4 RTU32M - Licensing

The RTU32M includes license options that manage the tag quantity and enable use of advanced drivers and options, hence some
restrictions may be imposed, including limiting the number of project variables, drivers and driver tags/data points. The System
Overview page includes information about the licensing, as shown in the example below.

RTU32M Series User Guide

hﬂsnnDERSEN

System Overview

m Local Area Network (LAN) settings
Unuime Settings This section displays a summary of your LAN network settings. These settings indicate the current

1/0 Board Settings configuration of your LAN ports.

System Configuration

Maintenance MNetwork Settings LAN1 etho

Utilities Obtain an IP Address via DHCP DISABLED

DNP3 Slave Local IP Address 192.168.0.1
Subnet mask 255.255.255.0

Default gateway
Prefered DNS Server
Alternate DNS Server

MAC address F3:DC:7A:14:8E:53
RX/T¥ Bytes 28.7/25.5 MiB

User name: admin
User group: Administrators
201BA

RTU32 Version Information

RTU32 Firmware YVersion 1.65.5.37

RTU32 Firmware Date 2018/05/09

RTU32 Firmware ID 93048

VM Runtime Version 8.7.150121

RTUZ2 Linux Image Date 2017

RTU32 Linux Version 4,1.15-2.0.0.1069+g0a8&ch4d
RTU32 Linux Build Version 1

Drivers installed

ﬁ
Modbus Master/Slave Licensed
IEC_60870-5-101 Slave Licensed
1IEC 60870-5-104 Client Licensed
IEC_50870-5-104 Server Licensed
DF1 Master Mot licensed
DNP3 Master Licensed
DNP3 Slave Licensed
1IEC 51850 Client Mot licensed
1IEC 51850 Server Mot licensed
E

The license limitations are managed by the firmware of the RTU32M. If you try to start a logic application in the RTU32M that exceeds
these limits, the project will NOT start and an info message in the Runtime info window in WorkSuite will indicate the status of the
limits in your project. Every time you start a runtime project the current status will be shown in the Runtime message window

PilligaRes - 192.168.0.1:502

# | Time | Event description

1 2014/07/28122217.351 - ariables uzed(907) max[20000) bytes
2 2M407/28122217.353 - CT Segment uzed(0] max(20000] bytes
3 2014/07/28122217.356 - #1/0s used(82] max(700]

4 2014/07/28122217.3586 - HDrivers used(1] max(2)

4| Buiid Cross references Runtime,~ Callstack Breakpoints Digital sampiing trace Prompt | HM
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and in the System Log of the RTU32M:

o ) |
Disconnect

¥ RTU32/RTUSE Event Viewer (2011/06/08)xe

I Add Time stamp [ "Earneet ™ 77 [182168.01 |

192.168.0.1(311)

LB: Hardware watchdog emsbled (a0 jumper) -
LE: Power supply monitor detected. V1.00 2012/07/10
LB: Watchdog is enabled
STRATON VM Minimum Scantime 40ms
DLL: T5BusExBONPZSLE.d1l loaded
Binding HeartbeatPeriod/Timeout = 2000/3000
UCM-34 and VEN are disabled
-- Varizbles used(907) max(20000] bytes
—— CT Segment used(0) max(20000] bytes
—— $T/0s used(32) max(700)
—— $Drivers used(l) max(Z)
LB: Reading Localbus I/0 configuration
LB: The following I/0 modules are attached to the RIU:
LB: UCx-28 I0.Dx 16 DI, & DO, 4 snalog imput
LB: Starting Localbus scan (355ms)
m | »

(|

1

4.5 Adding Drivers and Runtime Options

The RTU32M Licensing interface allows loading and activation of runtime license options. The RTU ID is used by the Brodersen factory
to generate a unique license code that enables the required functionality. If you need additional drivers or other increased
functionality that requires a license upgrade, please contact Brodersen or your authorized distributor and provide them with the RTU
ID and details of the license requirements. You will then be sent a new license key that can be pasted in to the License Key field and
then select ‘Apply’ to activate the new license options. The example below shows a RTU32M licensed with many driver and
functionality options.

hﬂBRDDERSEN

Licensing
System Overview | RTU ID: 171b89d2625d7b6d I
VM Runtime Settings
1/0 Board Settings
System Configuration Install key
Maintenance
« Firmware update liersesier
* Password
* Reboot
» Utilities | Apply || Cancel
DNP3 Slave
Installed keys
User name: admin 4

User group: Administrators
2018/01/28

Biicense key 1: U2FsdGVRKL+/IKDLMNPOLGEV=COZIVRGSCeTGPRVSVIFICS: 5HHEYROEX0B0YQVGIVK

Licensed drivers:

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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CPU Temp: 53.2 °C
Load: 1.36 1.47 1.5

IEC_60870-5-101 Master
1EC_60870-5-104 Client
IEC_60870-5-103 Master
IEC 61850 Server

1EC_60870-5-101 Slave
IEC_60870-5-104 Server
1EC 61850 Client

DNP3 Master

Memory Usage: 20.6 % DNP3 Slave WITS-DNP3 Slave
Board Temp: -273.2 °C MQTT Client DF1 Master
EtherNET/IP ProfiNET
SNMP Agent SNMP Client
OPC UA Server
Licensed features:
MultiTask Runtime HSR/PRP

Unlimited 10s
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4.6 Settings overview

RTU32M Series User Guide

The first page that you access when you enter the RTU32M Web pages is the Settings Overview page:

System Overview

Local Area Network (LAN) settings
This section displays 2 summary of your LAN network sattings. These settings indicate the current
coenfiguration of your LAN ports.

MNetwork Settings LAN1 ethD

Obtain an IP Address via DHCP DISABLED
Local IP Addrass 192,168.0.1
Subnet mask 255.255.255.0

Default gateway
Preferad DNS Server
Alternate DMS Server

MAC addrass F8:DC:74:12:BC:ED
RX/THK Bytes 12.6/5.9 MiB
MNetwork Settings LAN2 ethl W

Obtain an IP Addrass via DHCP EMABLED

Local IP Addrass 0.0.0.0

Subnet mask 0.0.0.0

Default gateway 0.0.0.0

Prefered DNS Server 0.0.0.0

Alternate DMS Server 0.0.0.0

MAC addrass F8:D{C:74:12:BC:EC
RX/THK Bytes 0.0/0.0 MiB
Hostname imxeul-var-dart

Project Information

Project Mame RTUZZM_IC_1

Project Runtime Start 2018/06/28 01:25:20.556
Project IO count 128

Project Build Time 2018/06/22 00:45:19
Project Build Version &2

Project Build CRC 16253a86abl

RTUZ22 Version Information

RTUZZ Firmware Yersion 1.65.5.40

RTUZZ2 Firmware Date 2018/0&8/15

RTUZZ2 Firmware ID 53045

WM Runtime Yersion B.7.150121

RTUZ2 Linux Image Date 2018

RTUZ2 Linux Version 4,1.15-2.0.0.1065+g0a8cb4d
RTUZ2 Linux Build Yersion 1

On this page you will get an overview of the network settings and versions of the primary system files and drivers. If you are contacting
your support office or distributor, you will always be asked for the RTU32M Version Information eg. 1.65.5.40.

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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The Drivers installed section lists the installed drivers in your RTU32M. The full Modbus Suite and IEC60870 or DNP3 Slave Drivers are
installed in all RTU32M. Additional drivers are installed if their Driver License is ordered with the RTU32M.

Drivers installed

Modbus Master/Slave Licensed
IEC_60870-5-101 Slave Licensed
IEC 50870-5-104 Client Licensed
IEC 60870-5-104 Server Licensed
DF1 Master Licensed
DMP2 Mastar Licensed
DMP32 Slave Licensed
IEC 51850 Client Licensed
IEC §1850 Server Licensead

4.7 Hardware Overview

The hardware overview page shows you the current 1/O configuration status. It lists the I/O modules and allows you to read the status
of each input or output. In the example below, a RTU32N is equipped with 42 10 points and the status of various analog and digital 10
values can be seen. Note: the hardware overview is disabled in the early release firmware for the RTU32M (available 3Q 2018).

Hardware Overview

Current I/0 Configuration ©
UCL-(28+14) I0S.Dx 16 DI, & DO, B DIO, 4CI, 6 Al

Update Status
Updated @ 15:41:29 Refresh rate: |2 58C v

Digital Inputs ©

g B

0o t 2 3 4 5 6 7 & 8 10 11 12 13 14 15
wocule ;[0 N[ o N[ o N[ o W o MR o [ o] oo o]o]

wedule 1 [ofofojofefefefofofofefofefo]o]e]

Digital Outputs ©

o 2 3 1 5 & 7 B ] o 11 12 13 14 15

weduleo:  [ofofofofofofefofofofofofefefo]o]

Analogue Inputs ©

Module 1:  [oem |18
Module 2: |D“.-': |D
Module 31 |D“.-': |D
Module 4:  [o% lo
Module 5:  [0% |18

Analogue Outputs ©

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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4.8 User Overview

The User Overview page is a simple user configurable local HMI that allows physical and virtual 10 points to be read/written from/to
the RTU32M. The page is edited using the ‘Edit Config File’ menu (and selecting ‘CustomUL.ini’ to be opened). The example below
shows a simple User Overview for a RTU32N with 42 10 points. The descriptive text associated to each 10 point can be edited by the
user eg. ‘A-DI chQ’ could be changed to ‘Pump 1 Running’ or ‘Gate 1 — Alarm Status’...

Note: the user overview page is disabled in the early release firmware for the RTU32M (available 3Q 2018).

User Overview
Update Status
Updated & 16:51:45 Refresh rate: | 188«
RTU32-4210 Hardware Overview (Edit Config File=CustomUIL.ini)
RTU325 DI
DI:0.0  A-DIchO | [Ea
DI:0.1  A-DIchi [ [
DI:0.2 A-DIchZ [ e
DI:0.3  A-DIch3 [ [
DI:0.4 A-DIch4 [ [Ed
DI:0.5 A-DIchS [ [
DI:0.6 A-DIché [ i
DI:0.7 A-DIch7? [ [
DI:0.8 B-DIchs [ [Ed
D1:0.9 B-DIchs [ [
DI:0.10 B-DIchi0 [ [Ed
DI:0.11 B-DIchil [ [Ed
DI1:0.12 B-DIchil I
DI1:0.13 B-DIchil I
D1:0.14 B-DIchid [ [=d
D1:0.15 B-DIchis [ [=d
DI:1.0 E-DIcho [ [=d
Dl:11 E-DIchi | =i
Dl:1.2 E-DIch2 | =i
DI:1.3  E-DIch3 | e
DI:1.4 E-DIch4 [ [Ed
DI:1.5 E-DIchS [ [Ed
DI:1.6 E-DIché [ [Ed
DI:1.7 E-DIch? [ [Ed
DI:1.6 F-FastDI chD [ [Ed
DI:1.9 F-FastDIchl [ [
DI:1.10 F-FastDIch2 [ [
DI:1.11 F-FastDI ch3 [ [Ed
RTU325 DO
D0:0.0 C-DO cho [ [
D0:0.1 C-DO chl [ [
D0:0.2 C-DO ch2 [ [
D0:0.2 C-DO ch3 [ [
D0:0.4 C-DO che [ [
DC:0.5 C-DO chs | [
DC:0.6 C-DO ché | [
D0:0.7 C-DO ch? [ [
RTU325 AT
Al:0 D-ALchO 48 % | 48% |
Al:2  D-Alchi 0 % 0%
Al:4  D-Alch2 0 % 0%
Al:6  D-Alch3 0 % 0%
AI:B F-Alchd 0 % 0%
Al:10  F-AI chS (T 0%

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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The example below shows how the descriptions, point names and colours used in the 10 animation can be easily edited.

User Overview

Update Status
Updated @ 16:51:45 Refresh rate: [ 158C

RTU32-4210 Hardware Overview (Edit Config File=CustomUIL.ini)
RTU32S DI

DI:0.0 A-DIcho I
DI:0.1  A-DIchi [ [
DI:0.2 A-DIchz I
DI:0.2 A-DIch3 -

DI:0.4 A-DI ch4 _D‘FF Configuration Files

DI:0.5 A-DI chS _Dn Configuration File Selection
DI:0.6 A-DI chg _Dﬂ" Selectfleto edt | \Siorage CardiConfig\CustomULing__~

01:0.7 A-DIch?

File Contents

[Custom] =
Views=2

[viewa]

User Overview

DI1=8,1,Pump 1 Fault,on,off,red,brown
DI2=8,2,Pump 1 Auto,On,Gff,red,brown

/ Pump 2 Running,on,off,red,br
Refr rate: | 1s8C v 12,00, 077 , F€d, Dr own
on,off,red,brown
0on,0ff,red,brown
on,off,red,brown
0on,0ff,red,brown
on,off,red,brown

Update Status
Updated @ 17:22:03

I_Pump Station 10 Oyefview {Edit Config File>Cus

=9,11,8-DI chll,on,off,red,brown )

Pump 1 Fauk
DI:0.2 Pump 1 Auto
DI:0.32 Pump 2 Running
DI:0.4 A-DI chs
DI:0.5 A-DIchs
DI:0.6 A-DIché
DI:0.7 A-DI ch?

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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4.9 Runtime Settings - Main Settings

The Runtime settings menu allows adjustment of the PLC runtime setup.

Main Settings

Communication

Port (Main) 502 i
Port (Binding) 9000 i
Port (Event Log) 511
Use Serial Remote Access Protocel (SP5) &
Serial Settings COM1:9600,M,8,1,RE
Mode Address 1 ¢
Modem Init String AT EQ WD &C1 S0=1
Use Serizl Remote Access Protocal (SP5) U
Serial Sattings ICOM1:9600,NM,8,1,RE
Mode Address 1 o
Modem Init String AT E0 WO &C1 S0=1
Startup ©
Mo Start
Cold Start

® ‘Warm Start (Load RETAIN Variables)
Hot Restart

Options

#| Use UTC time for real time clock functions ©
Enable Multi Task U

Binding Protocol Timing

Hezartbeat period (sec.) |3 i
Binding Timeout (sec.] |3 i
ADp Cance

4.9.1 Communication

Configuration of basic start-up settings, communication ports and enabling of Remote Access SProtocols. Hold the cursor over the small

icon ¢) and you will get online help.

Port (Main)

The Main port is used for Brodersen WorkSuite communication for configuration and debugging. Default setting is 502.

This port is also used for the ModbusTCP Server.

Port (Binding)

The Binding Port is used by the event based binding protocol, where two or more RTU32 and PC STRATON T5 runtimes can exchange

data. Default setting is 9000.

Port (Event log)

The Event Log port is where the RTU32M System Log can be viewed - either by connecting using telnet or the Brodersen Event Viewer

tool. Default setting is 911.

Enable Serial Remote Access Protocol (SP5)

This protocol is to be used for remote serial communication from the Brodersen WorkSuite and is particularly well adapted to
communication systems with severe constraints such as radios and modems. e.g. if you have the RTU32M placed on a remote site

connected via serial communication using multi-drop radio or line connection — or even dial connection, you are able to remotely

connect to the RTU32M with the Brodersen WorkSuite and work online as if it was on your workshop table. The speed will however be
slower depending on your actual serial communication speed. It is possible to attach this protocol to two communication ports.

August 2018
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Serial settings

The syntax is: [M]COM{n}:{b},{p},{d},{s}[,h][,LL] and the parameters in brackets [ ] are optional:
[M] Use modem connection

{n} Number of the COM port to be used (1 ... 8)

{b} Allowed speeds: 300,600,1200,2400,4800,9600,19200,38400,57600,115200

{p} Parity: N,E,O (None,Even,0dd)

{d} Data bits: 7 or 8

{s} Stopbits:1or2

[h] RTS/CTS handshaking where h is either RD,RE,RT:l:t or RC:l:t. In the COM port section you will find details of how to use these
parameters.

[LL] Log all bytes received and transmitted into the system log (port 911)

RTU32M Series User Guide

The following example shows setting for communicating on COM1 port, at 19200 baud, with Even parity, 8 data bits and 1 stop bit:
COM1:19200,E,8,1

Here a modem usage is enabled: MCOM2:9600,N,8,1

Here logging is enabled: COM1:9600,N,8,1,LL

Node address
Node Address (or Unit number) identifies the RTU32 on a multi drop network. The default number for RTU32M on a peer to peer
network is 1. The address must be a value from 1 to 32767.

Modem Init String
Here you enter the initialization string (AT commands) when using a modem.
RTU32M default is: AT EO VO &C1 S0=1

4.9.2  Start-up

The start-up option specifies how the PLC application is started when the RTU32M is powered up. The possible options are:
No Start — PLC application is NOT started when booting the RTU32.
Cold Start — PLC application is started without loading retained variables.
Warm Start — PLC application is started and retained variables are loaded (default) **.
Hot Restart — Only supported with battery backed RAM option and in Redundancy configuration!

** Note: RTU32M retained variables are stored to the SD card only if/when the ‘STORERETAIN’ function is called.

4.9.3 Options

Use UTC time for PLC real time functions

If enabled, it instructs all PLC real time functions (e.g. DTCurDate, DTCurTime and day_time) to return time in UTC. UTC time is not
adjusted according to daylight savings. If this parameter is disabled then time is returned in local time which is adjusted to daylight
saving if this option is enabled.

NOTE: Drivers that are implemented via PLC Functions — like the IEC60870 Driver — will use the PLC time stamp for events! Other
drivers may take standard windows time or whatever time is defined in the applicable standards.

Enable Multi Task
This is a licensed option and allows the RTU to run up to 4x independent logic tasks (global variables can be accessed from any/all
tasks).

PLC Main Settings / Binding Protocol Timing (seconds)
When using binding on slower network connection like some optical fibre modems or GPRS/3G wireless connections, you will need to
adjust the timing for the Binding driver.

The possible timing adjustments are:

Heartbeat period — how often a heartbeat is sending to check the binding link connection.
Binding Time-out — time-out on link check and general binding event.

August 2018
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4.10 Runtime Settings - Redun

dancy Settings

On this page you can set the rules for RTU redundancy.

Usa Redundancy &

Partners RTU32

1P Address
Main Port
Port used for Replication

This RTU32

Port used for Replication
Second Live Link Port
Second Live Link Timeout
Primary Partner

Connection to Partner
Active Runtime Detection
Passive Runtime Detaction
Data Replication

Gateway Exchanges
When Passive Starts

Apply || Cancel

Redundancy Settings

The redundancy option allows two RTU32 to run as
partners where one iz active and the other is

passive The main principle is that the active
runtime, while performing VM cyeles, send its real
time data to the passive mnatime. When the active
muntime fails, the passive one switches to active
mode, hot restarts on replicated data and talces care
of following cycles
More information can be found in the RTTU32 User
MManual and in the RTU32 Beduendancy Runtime

User Manual.
w0 .o . v i L
502 i
sopr O
soor O
Disabled ¥ | &
500 i
False ¥ | W&

Timeouts (milliseconds)

coeeees

4.11 1/0 Board Settings

On this page you can:

- Read the actual I/O configuration on the RTU32M.
- Note: the settings for configuration of inputs and output parameters is managed from within WorkSuite. Future releases of firmware
will allow access to these parameters via the web interface.

4.11.1 Current I/O Configuration

Here the module layout is listed. In the example below you will see that the module list includes a power supply, 8ch analog input, 20
ch digital input, 12ch digital output and a mixed 1/0O module with 10x DI and 10x DO.

System Overview
Runtime Settings

System Configuration
Maintenance

Utilities

DMP3 Slave

I/0 Board Settings

Current I/0 Configuration ©

Index: Type: HW Rewv: HW Date:

1 BP-51.105 A 12-03-2018
2 BL-0BAIC.D 25-01-2018
3 BL-20CI.D6 07-02-2018
4 BL-12D0O.R1 24-04-2018
5 BL-10CIO.P& 09-02-2018

FW Version:
1.1.2.3
1.1.2.3
1.1.2.3
1.1.1.3
1.1.2.3

Serial Number:

01C32247:54193667
Q004529E8:E2122783
00462%ER8:E2122884
01C82247:94181587
004529E8:E22435970

FW Date:

05-07-2018
24-05-2018
08-05-2018
23-04-2018
08-05-2018

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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4.12 System Configuration - Network Settings

On the System Configuration>Network Settings page you can change the LAN port settings to fit your local network. You can assign
fixed IP addresses or select DHCP to have the address set via a router. You can then gain access to the RTU32M with your browser,
SFTP client or Brodersen WorkSuite in your LAN network. If you do not know about the IP addresses and Subnet masks in your local
network, please contact your local network manager or IT department for help.

RTU32M Series User Guide

MNetwork Settings

Ethernet LAN 1

ethd

Cbtain an IP Address via DHCP

IP address 192 |.[168 |. |0 .
Subnet mask 235 |.[255 |.|]235 |.|O

Default gateway
Preferred DNES Server
Alternate DNS Server

Ethernet LAN 2

ethi

Chbtain an IP Address viz DHCFP '

IP address 0 . |0 0 o
Subnet mask 0 A [ . o v
Default gateway 0 .o e 7]
Preferred DMNS Server 0 A [ . o v
Altzrnatz OMNE Server 0 .|o . ]
Hostname

Current hostname imxBul-var-dart

You can also change the RTU Host Name. The default host name of the RTU32M is imx6ul-var-dart.

After entering new settings, click Apply to save. Note that the new settings are activated within a few seconds (you do not need to
restart/reboot the RTU32M, or cycle power to the RTU).

4.13 Network Redundancy - Protocols

Modern substation automation systems use network redundancy to improve reliability and network changeover times. The RTU32M
System Configuration>Network Redundancy page allows selection of network redundancy protocols HSR (High Availability Seamless
Redundancy — where both LAN ports are used to ensure two network paths exist between adjacent nodes in a ring format), or PRP
(Parallel Redundancy Protocol — where both LAN ports are used to communicate via independent/separated networks).

Network Redundancy Settings

Network Redundancy Protocols

Enable Network Redundancy O

Protocol HSR |+ | @

HSR Version 0w @

HSR/PRP Supervision ] Li

IP address 192 .|1e8 .|z . |20
Subnet mask 255 .|255 .|255 .|0
HSR Clone MAC O o

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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4.13.1 HSR - High Availability Seamless Redundancy

- Select HSR

- Select the correct HSR version

- HSR/PRP supervision “Specifies the last byte of the multicast address used for HSR/PRP supervision”

- Enter the IP Address that will be common for both LAN interfaces.

- Enter subnet mask or use default

- HSR clone MAC address specifies whether the ethO adapters MAC is used for both LAN adapters (this is supported by HSR
only).

RTU32M Series User Guide

4.13.2 PRP - Parallel Redundancy Protocol
- Select PRP
- HSR/PRP supervision “Specifies the last byte of the multicast address used for HSR/PRP supervision”
- Enter the IP Address that will be common for both LAN interfaces.
- Enter subnet mask or use default
- HSR clone MAC is only supported by HSR

4.14 Network Redundancy - Bonding

Network Bonding allows both RTU LAN ports to act as a single interface to allow primary/standby modes or load balancing in network
redundancy applications.

Active-Backup:

Network Bonding Ounly one slave iz active. The other slave becomes
active only if. the active slave fails.

Enable Network Bonding Thiz mode provides fault tolerance.

Mode Active-Backup ¥ | W

Obtain an IP Address via DHCP Balance-RR:

IP address Transmut packets in sequential order from the first

available slave throngh the last.
This mode provides load balancing and fanlt
tolerance.

Subnet mask
Default gateway
Preferred DNS Server

Alternate DNS Server -
Balance-XOR:

Transmit packets based on [(source MAC address
XOPR'd with destination MAC address XOR packet
type ID) modulo slave count].

The four bonding modes include;

- Active- Backup This mode provides load balancing and fault
_ Balance — RR tolerance.

- Balance - XOR Broadcast:

- Broadcast Transmits everything on both slave interfaces.

Thiz mode provides fault tolerance.

4.15 Adding a USB - Ethernet Adapter

The RTU32M supports addition of a USB Ethernet Adapter (Important, use only the Brodersen USB Ethernet adapter). After inserting
the USB Ethernet adapter, ETHERNET LAN 3 will be included on the Network Settings web page and it must be configured in the same
way as LAN 1 and LAN 2.

4.16 Adding USB — RS232 Serial Adapters

The RTU32M supports addition of USB Serial Adapters to add serial ports (Important, use only FTDI USB adapters). After inserting the
USB RS232 serial adapter, an additional com port will be created (eg. COM1 a /dev/ttyUSB1, then COM2 at /dev/ttyUSB2 etc.

4.17 Adding a USB - WiFi Adapter

The RTU32M supports addition of a USB WiFi Adapter to add an access point (default mode) or managed node (Important, use only
WLU6331 USB adapters). After inserting the USB Wifi adapter, ETHERNET LAN 3 will be included on the Network Settings web page.
The adapter can be disabled, configured and the mode changed from the Network Access Web page..

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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4.18 VPN Settings

The RTU VPN Client supports PPTP and L2TP (IPsec) for up to VPN Servers. The settings for each VPN server interface can be adjusted
using the webpage.

RTU32M Series User Guide

VPN Settings

VPN Connection

VPN Connection number 1v|0
VPN Type Lo v |0

Server IP Address 159.115.62.213 o
User Name 'WPN_Test1 (i ]
Password WPN_Password Li]
Save User Name and Password < O

Log activity to system log ]

Pre-shared key (for L2TP) 0011223344566 ]
Save pre-shared key v O

Security Settings

Use Data Encryption @ 0
Unencrypted password (PAP) (7]
Challenge Handshake Authentication Protocol (CHAP) @ 0
Microsaft CHAP (MS-CHAP) (7]
Microsoft CHAP Version 2 (MS-CHAP v2) @ 0

Apply || Cancel

VPN Connection Status

WPN Tunnel 1P Address Mot connected O

In order to ensure the VPN client is working you will need to enter all credentials correctly. The webpage includes small help icons - just
put the cursor on them and you will get details for each point. Controlling the connection of the VPN Client is done from the RTU logic
application. Use the Function Block ConnectVPN found in the Dial-up function group to manage the VPN connections

| CONNECTVPNEXE - Notepad = | El |

Fle Edr Format View Help

ConnectVPNex function block is used to control VPN_RTU32_1 and VPN_RTU32_2 tunnels =

CONNECTVPNEX
VPN_TunnsiNo H TunnziNo
Force VPN ARUMN
Log VPN JLOG CannectionNumbar
3 A Retrylnterval SecondsToMextConnaction

VAR_INPUT:

TunnelNo: DINT;
Enter 1 or 2 for control VPN_RTU32_1 or VPN_RTU32_ 2.

RUN : BOOL;
When TRUE the function block will attempt to connect to a VPN server, using
parameters defined on the VPN Configuration sheet an the web server.
The connection will be kept open until RUN is set to false.

LOG : BOOL;
The STRATON application can cantrol the cannection log using this parameter.

Retryinterval : DWORD;
If the VPN driver can not connect successfully to the VPN server then a connection will be retried
using the interval specified here. The interval is specified in seconds.
The special value -1 means that the Modem Retry Interval specified on the web page is used.

Status

VAR_OUTPUT
Connected : BOOL;
Indicates the current reported connection state of the VPN.
Caunters o Connecting : BOOL;
Diall Is set to true during the connection procedure until a connection is established.
lallp ConnectionNumber : UDINT;
COMMECT 3G [*Flemate Metwork. . This variable is incremented every time a new connection is attempted.
SecondsToNextConnection : UDINT;
COMMECTWPM [*Remate Mebwar. This shows number of seconds until next connection is attempted.

. . Special value Oxffff-ffff indicates that RUN = FALSE.
DIALUP [*Dial a modern connect.. Status : UDINT:

GETAGMODEMETAT [Fead sia.. This parameter shows the status of current dial attempt, see below

Enabled : BOOL;

GETCOMMSTATE [*Get commun... Indicates if the tunnel no is enabled on the web page.
I} GETDRWACTIVE [*Get COMx cur... 500 PENDING

607 ERROR_EVENT_INVALID

It GETDRYHAMNDLET [*Get handle ... 619 ERROR_PORT_DISCONNECTED
GETDHVS TATE [xG e[ drwer Stat 623 ERROR_CANNOT_FIND_PHONEBOOK_ENTRY

628 ERROR_DISCONNECTION
HANGUP [*Hang-up a modern co... 631 ERROR_USER_DISCONNECTION
633 ERROR_PORT_NOT_AVAILABLE
1 DHP3 666 ERROR_DEVICE_NOT_READY
. 676 ERROR_LINE_BUSY
1 Filesz o 678 ERROR_NO_ANSWER
679 ERROR_NO_CARRIER
630 ERROR_NO_DIALTONE
596 ERROR_STATE_MACHINES_ALREADY_ STARTED
755 ERROR_POWER_OFF

Note: the VPN page is disabled in the early release firmware 756 ERROR_POWER OFF CD
87 ERROR_INVALID_PARAMETER
for the RTU32M (available 3Q 2018). -

L1 2

(N

m

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
August 2018



&

RTU32M Series User Guide

4.19 Time Settings for RTC — Real Time Clock

The time settings web page is used for configuring and adjusting the RTU32M real-time clock.

4.19.1 Time Settings
The RTU32M realtime clock can be configured from the Time Setting page.

Yon can define if the RTU should be synchronized via a SNTP Server, or you can use other synchronization options like manual time
setting or synchronization via utility drivers that include this functionality, such as IEC60870 or DNP3.

NOTE: The time shown on the webpage is running in software and is only updated when the page is refreshed.

When set for synchronizing to a SNTP Server you must define the SNTP Server IP address or domain name. If you use a domain name,
you must ensure that you have defined a DNS Server address in the LAN1 configuration.

Update interval time can be set from 2 to 20160 minutes.

hﬂsnnDERSEN

Time Settings
To maintain the system time automatically, select Synchronize to time server (NTP)

To set time manually, select Set time manually
System Overview

WM Runtime Settings

1/0 Board Settings Time synchronization method
System Configuration

~ Senal Port * Zynchronize to time server (NTP)

= Metwork

Set time manually

= Network Redundancy

Time server (NTP)

To synchronize the RTU32 system clock with a time server, specify the name of a NTP server or
multiple servers - Separate sach server by a comma (',").

You can obtain a time server name from your ISP,

Time server name(s): O.uk.poal.ntp.org

Update threshold (sec.): 1000

Maintenance
Utilities
DMNP3 Slave

User name: admin

User group: Administrators

2018/01,/28 .
Current time
Time in RTU32: U 02/07/2018, 07:51:36
CPU Temp: 53.2°C Time in PC: 02/07/2018, 17:51:35

Load: 1,62 1,56 1.64
Memory Usage: 53.4 %

Board Temp: -273.2 °C .
Time zone

Set the time zone for the system clock.
Time zone: | UTC v

Apply || Cancel

4.19.2 Base Station time zone

If you use local time you have to set the time zone correctly in order to get the correct time stamps. By default it is setup for UTC.
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4.20 System Configuration — User Administration

The User Administration allows setup of user names and passwords. Each user is associated to a group of users —there can be up to 10
users in each group.

The three user groups have increasing levels of privileges and include;
Guests Read only access

Superusers Full access and configuration, except for the Security pages (read only)
Administrators Full access and configuration access

User Administration

System Overview Add User

Runtime Settings

1/0 Board Settings User name:

System Configuration Password:
* Network Confirm Password:
« Metwork Redundancy User group:
= Time Guests

= Services Superusers
. \ﬂl Administrators

Maintenance

Utilities

DNP3 Slave Users
User name: User group:
admin Administrators

User name: admin
User group: Administrators
201B/08/16

4.21 Maintenance - Firmware Update

The Firmware Update interface allows loading of updates to the RTU. Update files with a .swu extension are selected using the ‘Choose
File’ button, then loaded to the RTU. The update script provides feedback to the user as the update progresses, as shown in the
example below.

Firmware Update

System Overview Firmware file: | Choose file | No file chosen
Runtime Settings
110 Board settings Uploading swupeternuntime_t€508.280m
System Configuration
* Metwork
= Metwork Redundancy
. Time Status Messages
= Services
« User Administration
Maintenance ‘Waiting for requests...

[netweork_initializer] : Main thread sleep again !

= Licensing

* Password SWUPDATE successful !

= Reboot
Utilities [install_raw_file] : Installing file tSlinux on fusr/bin/t5linux
DMP3 Slave

[install_single_image] : Found installer for stream t5linux rawfile
[execute_shell_script] : Calling shell script /tmp/preinstall.sh : return with 0
User name: admin L
Installation in progress
User group: Administrators
2015/08/18 [netweork_initializer] : Valid image found: copying to FLASH

[extract_files] : Found file: filename preinstall.sh size 241 required
CPU Temp: 55.8 °C [extract_files] : Found file: filename t5linux size_2385060 required

Load: 0.84 0.71 0.71

Memory Usags: 512 % [check_hw_compatibility] : Hardware compatibility verified

Board Temp: 34 °C [check_hw_compatibility] : Hardware ionrtuc-2v1 Revision: 1.00

[parse_files] : Found File t5linux 1.65.5.28: t5linux --= fusr/bin/tSlinux {(ROOTFS) Version must
be checked

[parse_scripts] : Found Script: preinstall.sh
[parse_hw_compatibility] : Accepted Hw Revision : 1.00
[extract_file_to_tmp] : Found file: filename sw-description size 373
Software Update started !

File uploaded successfully

Uploading file: swupdate-runtime_1.65.05.28.swu size: 2386432 bytes
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4.22 Maintenance - Licensing

The RTU32M Licensing interface allows loading and activation of runtime license options. The RTU ID is used by the Brodersen factory
to generate a unique license code that enables the required functionality.
functionality that requires a license upgrade, please contact Brodersen or your authorized distributor and provide them with the RTU
ID and details of the license requirements. You will then be sent a new license key that can be pasted in to the License Key field and

then select ‘Apply’ to activate the new license options. The example below shows a RTU32M licensed with many driver and

functionality options.

If you need additional drivers or other increased

System Overview
VM Runtime Settings
1/0 Board Settings
System Configuration
Maintenance

* Firmware update

Password
* Reboot
Utilities
DNP3 Slave

User name: admin
User group: Administrators
2018/01/28

CPU Temp: 53.2 °C
Load: 1.36 1.47 1.5

Memory Usage: 40.6 %
Board Temp: -273.2 °C

QﬂBRODERSEN

Licensing

| RTU ID: 171b89d2625d7b6d I

Install key

License Key

>
=]
o
a
i

Installed keys

7
BBLicense key 1 U2Fs0GVRXL+/IKDLMNZOLG
Licensed drivers:
1EC_60870-5-101 Master
1EC_60870-5-104 Client
1EC_60870-5-103 Master
IEC 61850 Server
DNP3 Slave
MQTT Client
EtherNET/IP
SNMP Agent
OPC UA Server

Licensed features:
MultiTask Runtime
Unlimited 10s

HEYNOSX0B0YQVGIVRE

1EC_60870-5-101 Slave
IEC_60870-5-104 Server
IEC 61850 Client

DNP3 Master
WITS-DNP3 Slave

DF1 Master

ProfiNET

SNMP Client

HSR/PRP

4.23 Maintenance - password

Here you can change the password for your main login.

hﬂsnnnsnsem

System Overview
VM Runtime Settings
1/0 Board Settings
System Configuration
Maintenance
= Firmware update
= Licensing

= Reboot
Utilities
DNP3 Slave

User name: admin
User group: Administrators
2018/01/28

CPU Temp: 53.8 °C
Load: 0.2 1.35 1.53
Memory Usage: 45.1 %
Board Temp: -273.2 °C

Change Password
The password is used to restrict access to the RTU32 Remote Configuration. This page will change the
'Admin’ user account password.

New password:
Confirm new password

Apply || Cancel

Note: the username and password is used for access to all Servers in the RTU32M — including HTTP Server, SSH Client and SFTP Server

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com

August 2018

23



&

4.24 Maintenance - Edit Config File

The Edit Config File page is a simple text file editor used for making changes and adjustments in text based files in the RTU32M file
system. The editor will automatically list all files with the extension “.txt”, “.dat” and “.ini” that are placed in the RTU
..Jetc/rtu32/config/.. folder.

RTU32M Series User Guide

By default, a number of files will be listed if you view “Select file to edit”. They are all files related to configuration of the RTU and
reflect the actual settings on the webpages. These files should NOT be changed!

After opening a file, you can edit it like in any other text editor. Select save to save the configuration file on the RTU32M.

Ry'BRODERSEN

Configuration Files

Settings Overview Configuration File Selection

Hardware Overview Select file to edit | \Storage Card\Config\CustomULini ¥ || Open || Save || Cancel |

User Overview
Network Settings File Contents
Modem Settings

o [CustomUT]

VPN Settings i

VM Runtime Settings B [viewa]

1/0 Board Settings InitDisplay=InitDisplay
UpdateDisplay=UpdateDisplay

Time Settings

Desc=RTU32-4210 Hardwars Overview (Edit Config File>CustomUI.ini)
Change Password DICount=28

DIDesc=RTU325 DI

DOCount=3

Boot DODesc=RTU32S DO
Utilities B AICount=6

AIDesc=RTU325 AT
DNP3 Slave B

DI0=8,8,A-DI cho,0n,0ff,red,brown
DI1=8,1,A-DI chl,0n,0ff,red,brown
DI2=8,2,A-DI ch2,0n,0ff,red,brown
3,A-DI ch3,0n,0ff, red,brown
LA-DI ch4,0n,0fF, red, brown

User name: admin
,A-DI ch5,0n,0ff, red, brown
DI&=2,6,A-DI ch6,0n,0ff, red,brown
DI7=8,7,A-DI ch7,0n,0ff,red,brown
DI8=8,8,8-DI chs,0n,0ff,red,brown

User group: administrators

V2016/06/22

DI9=0,9,8-DI ch9,0n,0ff,red,brown
DI18=6,16,5-DI chl@,0n,0ff, red, brown h
DI11=6,11,8-DI ch1l,0n,0ff,red,brown 4

You may add your own files to the ../etc/rtu32/config/.. folder. You can create and place your own files using e.g. SFTP to a RTU32M.
The WorkSuite supports functions for reading textual files and can for example be used for setting up variable values — set points, alarm
levels etc. from the web interface.

The idea is that you can add your own file to the RTU32M that includes parameters used in a running PLC runtime application. Both the
Brodersen WorkSuite and other developer tools provide options for read and write to text files.

You can also save your application history or log book in a file. If you want to keep record of changes and updates of your
application(s), you can enter it into to a text file and keep it on the RTU.

NOTE: For the normal user, the RTU32M system files need no changes — keep them unchanged. And do not edit the default text files
placed in this folder, unless you are absolutely sure what impact it has.

Note2: the Edit Config File page is disabled in the early release firmware for the RTU32M (available 3Q 2018).

4.25 Maintenance - Reboot

After changing parameters on the configuration pages, you may be prompted to run the reboot function to activate the changes. After
booting the RTU32M you can start working with Brodersen WorkSuite to create your application programs.

Reboot the RTU32
Pressing the Reboot button will restart the RTU32

Reboot
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4.26 Utilities - Back Up and Restore

The backup and restore utilities allow a textual file that contains all of the RTU32M ‘personality’ information (all settings except for the
logic application) to be transferred from/to the RTU. The file is named ‘rtu32_settings.dat’ and contains all of the configuration
parameters used in the web pages (stored in a tab delimited format).

Backup and Restore Settings

Backup RTU32S settings
To save the current RTU32S settings to a file on this computer, click Backup Settings.
Backup Settings

Restore RTU32S settings from a backup

To upload a backup, browse to the location of the file (.dat) and then click Restore Settings.

Choose file | Mo file chosen Restore Settings

If ‘Backup Settings’ is selected the RTU will generate a new rtu32_settings.dat file and the file will be uploaded from the RTU by the
browser interface and stored in your PCs default download location.

To restore a backup to the RTU32M, use the ‘Choose file’ button to browse and select the rtu32_settings.dat file that you wish to send
to the RTU. Then select ‘Restore Settings’ to send the selected file to the RTU and the RTU will be restarted.

Note: the Backup and Restore page is disabled in the early release firmware for the RTU32M (available 3Q 2018).
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4.27 Utilities - Network Packet Capture

The Network Packet Capture utility allows IP traffic to be monitored and saved to a .pcap file. The file can then be uploaded to a PC
and viewed by applications including WireShark. Capture begins when the start button is pressed and files are then ready for uploading
when the capture is stopped.

RTU32M Series User Guide

hﬂsnnDERSEN

Network Packet Capture
On this page it is possible to enable logging of network traffic. The data legged can be read by using
Microsoft Windows Network Monitor or WireShark. The files are ready for download after capturing is

System Overview stopped.

WM Runtime Settings
I/0O Board Settings
System Configuration Configuration

Maintenance
Utilities Capture Size 50 L1
N Lan Adapter any v | O
= Port Number 0 o
Start | Stop
User name: admin
User group: Administrators
20 Status
Status Stopped

CPU Temp: 53.2 °C

Load: 1.78 1.62 1.64

Memory Usage: 54.1 %

Board Temp: -273.2 °C Status
Status Installed - Stopped
Packet capture file 1 Download

Eg. example below shows a captured DNP3 integrity poll and the response from the RTU32M can be viewed in WireShark. A dnp3 filter
has been applied to allow the message to be decoded.

File Edit View Go Capture Analyze Statistics Te\aphonx Tools Internals Help

codmMA B RXE A+ TLIEE QQAlD @EMx O

Filter: | dnp3 B Expression... Clear Apply Save

Mo. Time Source Destination Protocol Length Info
811 2015-07-21 14:39:54. 821000000 192.168.11.20 192.168.11.25 DNE 3.0 81 from 1 to 3, Read, Class 0123
815 2015-07-21 14:39:54. 843000000 192.168.11.25 192.168.11. 20 162 from 3 to 1, Response

Frame 815: 162 bytes on wire (1296 bits), 162 bytes captured (1296 bits)
Ethernet II, src: AvalueTe_93:dd:97 (00:04:5F:93:dd:97), Dst: AvalueTe_8d:3f:f8 (00:04:5F:8d:3F:F8)
Internet Protocol Version 4, Src: 192.168.11.25 (192.168.11.25), Dst: 192.168.11.20 (192.168.11.20)
Transmission Control Protocol, Src Port: 20000 (20000), Dst Port: 52987 (52987), Seq: 1, Ack: 28, Len: 108
Distributed Network Protocol 3.0
pata Link Layer, Len: 91, From: 3, To: 1, PRM, unconfirmed user Data
& Transport Layer: Oxc5 (FIR, FIN, Sequence 5)
= Application Layer: (FIR, FIN, Sequence 4, Response)

Control: Oxcd (FIR, FIN, Sequence 4)
Function Code: Response (0x81)
Internal Indications: (0Ox0000)
RESPONSE Data objects
® Object(s): single-Bit Binary Input (0bj:01, var:01) (0x0101), 16 points
= object(s): Binary output Status (0bj:10, var:02) (0x0a02), 4 points
qualifier Field, prefix: None, Code: 8-bit Start and Stop Indices
[Mumber of Items: 4]
point Number 0 (Quality: online), value:
point Number 1 (quality: online), value:
Point Number 2 (Quality: online), value:
point Number 3 (quality: online), value: 0
ject(s): 32-8it Binary Counter (0bj:20, var:01) (0x1401), 4 points
= object(s): 32-8it analog Input (obj:30, var:01) (0Ox1e0l), 4 points
qualifier Field, prefix: none, code: 8-bit start and stop Indices
[Number of Items: 4]
Point Number 0 (qQuality: online), value:
Point Number 1 (Quality: online), value:
Point Number 2 (Quality: online), value:
point Number 3 (quality: online), value:
object(s): 32-8it analog output Status (0Obj:40, var:01) (0x2801), 2 points

=

m®

coo

coomM
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4.28 DNP3 Slave — Configuration

The DNP3 Slave Configuration page allows slave setup parameters to be edited ‘outside’ of the RTU logic application. By default the
‘Overwrite Link Settings’ and ‘Overwrite Link Settings’ are disabled. If these fields are enabled, the RTU will read the DNP3 settings
defined here, rather than the settings defined in the logic application. Note: these values are only read after a RTU restart/boot.

DNP3 Configuration:
Master Link Address:
Slave Link Address:

Connection Type:

Endpoint Type:

Overwrite Link settings:

Overwrite Connection settings:

Serial configuration: ©
COM Port:

Baud Rate:

Parity:

Data Bits:

Stop Bits:

Enable logging:

Network configuration:
Slave IP address:

Slave Port:

Master IP address:

Master Port:

Apply || Cancel

DNP3 Slave Driver Settings

100 0

1 Li]

* Network
Serial

* Listening
Initiating
Cual
i

v

COoM1 ¥ | O
9500 v |©
None v | ©
ar O

170

127 .o
20000 o
127 .o
20000 0o

File Edit Fommnat View Help

H
;This file dnp3s.ini is generated by the WEBserver and
;should normally not be edited manually

;File saved at: Mon, 20 Feb 2017 05:49:52 GMT by WebServer

i comportsettings=COM1:9600,N,8,1
Maxi'!ven%s:i”ﬂ \

[DNP35]
linkoverwrite=0

connectionoverwrite=0

slave=2 Standard Parameters
master=100

type=1

endpointtype=0
portsettings=127.0.0.1:20000
masterportsettings=127.0.0.1:20000

MaxBlEvents=200
MaxDBIEvents=200
MaxClEvents=200
MaxFCEvents=50
MaxAOEvents=50
MaxBOEvents=50
UnsolEn=1
UnSolCl=1

UnSolC2=1
UnSolC3=1
C1Min=3

Extended Parameters

C2Min=3

.1 C3Min=3
C1EviDly=4000
C2EviDly=4000

1 C3EviDly=4000
DeviceName=RTU32
LocationName=Test Site
LocationlD=123

Since DNP3 slave version 3.1.55.910, the
RTU32 Series supports both standard and
extended versions of the dnp3s.ini file.

The standard version allows access to slave
and master address, endpoint type and
communications settings. The extended
version includes additional application layer
settings such as event buffer sizes,
unsolicited reporting rules and device
attributes, as shown below.

The extended dnp3s.ini file can be
created/edited from the ‘Edit Config File’
web page, or generated and sent from a
SCADA Host (using FTP or DNP3 File
Transfer). Note: the RTU must be restarted
for the dnp3s.ini file changes to be read. A
restart can be triggered from logic, from the
web page, or from the SCADA Host (using
DNP3 warm reset or cold reset).

hﬁsnnnensew

Settings Overview
Hardware Overview
User Overview
Network Settings
Modem Settings

VPN Settings

VM Runtime Settings b
1/0 Board Settings
Time Settings

Security b

Boot

utilities B

HMI

DMNP3 Slave B
SNMP Settings b

User name: admin

User group: Administrators

V2015/09/17

Configuration Files

Configuration File Selection

Select file to edit l \Hard Disk'\Config\dnp3s.ini

l ¥ | Open || Save || Cancel |

File Contents

[DNP33]

linkoverwrite=e
connectionoverwrite=e
slave=1122

master=300ee

type=1

endpointtype=0
portsettings=127.2.8.1:260000
masterportsettings=127.8.0.1:20000
comportsettings=COM1:2608,N,8,1
MaxAIEvents=5088
MaxBIEvents=5088
MaxDBIEvents=288@
MaxCIEvents=5088
MaxFCEvents=5@
MaxAQEvents=58860
MaxBOEvents=5088
UnsolEn=TRUE

UnsalCl=1

UnSolC2=1

UnsolC3=1

C1Min=25

C2Min=25

C3Min=25

ClEvtDly=1as

C2EvtDly=1as

C3EvtDly=1as

DeviceMame=Test Device
LocationName=Test Location
LocationID=54321
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4.29 DNP3 Slave — Serial Tunneling

In applications where the RTU needs to be used to provide an IP-Serial gateway, one or two of the comm ports can be setup to pass
data to/from an IP port. The ‘Network Port’ setting defines which IP port is used.

Eg. in the example below any DNP3 messages received on IP port 20005 will be retransmitted on serial port COM1. Any DNP3
messages received on COM1 will be retransmitted on IP port 20005.

Settings Overview
Hardware Overview
User Overview
Metwork Settings
Modem Settings
VPN Settings
VM Runtime Settings b
1/0 Board Settings
Time Settings
Change Password
Edit Config File
Boot
Utilities B
DNP3 Slave B
DNP3 Slave Configuration

User name: admin

User group: Administratars

hﬂsnaDERSEN

DNP3 Serial Tunnel Settings

Serial Tunnel One configuration:

Enable: Li]

COM Port: COM1 ¥ |©

Baud Rate: 9600 v | ©
Parity: None v |0

Data Bits: 8v| O

Stop Bits: 1v |0

Enable logging: i ]

Metwork Port: 20005 o
Connection imeout: 30 o

Serial Tunnel Two configuration:

Enable: i ]
COM Port: com2r ©
Baud Rate: 9600 v |O
Parity: None v |0
Data Bits: 8v |0
Stop Bits: 1v|O
Enable logaing: o
Network Port: 20006 Li}
Connection timeout: 30 L
Apply || Cancel

Note: the DNP3 Serial Tunneling page is disabled in the early release firmware for the RTU32M (available 3Q 2018).
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5 Getting Started with the Brodersen WorkSuite tools (3.9.2)

RTU32M Series User Guide

5.1 Introduction

The Brodersen WorkSuite Package includes all software required to configure and program the Brodersen RTU32 Series of products —
including RTU32, RTU32E, RTU32M, RTU32R and RTU32S.

The software components included in the package include:

- Brodersen WorkSuite PLC configuration and programming tool.

- WIBUKey driver for the USB license key dongle for WorkSuite.

- RTU32 Series tool package including:
o  Event Viewer —the telnet tool used for monitoring the System Log(s) in RTU32 Series products.
o RTU32 Search tool for scanning and finding RTU32 products running on networks.
o  RTU32 Series Remote Desktop tool
o  RTU32 Update tool for managing software updates for many RTUs over network connections.

All software is installed in one installation process. The installation process will ask you what software to install and after making your
selection, the installation process will run automatically and install and configure the all software, making it easy for you to begin
working with configuration and programming of the Brodersen RTU32 Series products.

5.2 Installing the Brodersen WorkSuite Package

Go to our website www.brodersen.com and find the WorkSuite Installation Guide. It will guide you through all the installation details.

5.3 WorkSuite License

The WorkSuite tool requires a license to configure and program RTUs. Without a license the software package works in DEMO mode.

The license is locked to a USB hardware dongle that is included in the package. In the package you find also the WorkSuite License
Certificate with a License id number required to enter in the License utility after installing the software.

The standard license offers the possibility to create an unlimited number of I/O points in the RTU application program. All variables
associated to communications drivers are also counted as 1/Os.

5.4 Compatibility with STRATON WorkBench

The Brodersen WorkSuite Package replaces all versions of STRATON WorkBench. The WorkSuite is backwards compatible with all
STRATON versions and supports directly any older STRATON version 5.x, 6.x, 7.x and 8.x projects.

The Brodersen WorkSuite is a Brodersen OEM version of STRATON, but includes a range of new facilities:

1. One installation process for WorkSuite - installs all software including license key drivers and all drivers, functions and Brodersen
Tools supported by the RTU32 Series products.

2. Eliminates the need to install special hardware libraries, tools etc. After the installation of the WorkSuite Package you are ready to
go.

3. All drivers supported by the RTU32 Series of products are available in the WorkSuite and it makes the software version management
must simpler for all parties.

Important Notes:

1. If you have existing licenses for STRATON WorkBench version 8.x, they are 100% compatible with the WorkSuite.

2. If you have an older Straton license, please contact Brodersen at sales@brodersen.com or your local representative for update
prices. Please remember to include a copy of your current License Certificate.

5.5 User documentation and training/guideline videos

When installing the Brodersen WorkSuite package, User Guides and Manuals are installed as well. You get access to these documents
from the Help menu within WorkSuite.

August 2018

29


http://www.brodersen.com/

%>

WorkSuite has also implemented a help function that means that you can get help by pressing F1. If no valid help opens, please check
the PDF manuals available under the general WorkSuite Help menu or check our website www.brodersen.com for documentation.

RTU32M Series User Guide

We recommend that you use the Brodersen Training/Guideline Videos. They are found by visiting:

www.youtube.com/brodersensystems

Here you will find step by step guidelines with details of how to get started and how to setup drivers etc.
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6 RTU32M I/O Setup in WorkSuite

6.1 General

It is highly recommended to take a training course on the RTU32 product series and the WorkSuite package. It will save you a lot of
time and is a good investment because you will get familiar with the software and hardware and be able to quickly take advantage of
all the RTU and WorkSuite powerful features. Contact your local distributor, or Brodersen for RTU/WorkSuite training exercises.

Besides the basic WorkSuite standard PLC programming environment and EN/IEC61131-3 programming languages, there are some
functions and features which are specific for the RTU32M Product Series.

6.2 WorkSuite 1/0 Drivers for RTU32M

The WorkSuite 1/O Drivers for the RTU32M are used to access the
physical inputs and outputs. All RTU inputs are read online when
the PLC runtime cycle is started and all outputs are written online
at the end of the runtime cycle.

g
E

The RTU32M supports the Brodersen BL Series expansion 1/O
modules via its modular backplane bus.

All I/Os (including status flags/words) are stored in an independent
memory mapped database in the RTU32M. The database is a
mirror of the physical I/0. The WorkSuite I/O drivers handle the
access to this database. You can program your logic application
without any connected hardware.

BL Series I/0

You must be sure that you have the correct I/0 configuration and modules when you try to run and debug your application program on
the RTU32M - or ensure that missing/future modules in your I/0O configuration are set to ‘not present’ as shown below.

C:\Users\Public\Documents\RTU3IZMRTU32M_Demo2a - Brodersen RTU32 10

4 [
qﬁ [
[
Bk [
i [
53] 4 |_Ji
= |
:
5 f
= |
& |
= |
a8 |
- |
= =)
Lul
e Digital Outputs configuration
- 0 1 2 3 4 5 5 7 8 ]
K [1“0] ?L'ZUDO'H (20 Digttal Outputs) Fault mode: [Low V] [Low v] [Low '] [Low v] [Low '] [Low v] [Low v] [Low v] [Low v] [Low v]
MName | value 10 11 12 13 14 15 16 17 18 19
At BL-20D0.F1
Desc?iption 20 Digtal Outputs Fault mode: [Low '] [Low '] [Low '] [Low '] [Low '] [Low '] [Low v] [Low '] [Low v] [Low ']
I Module not present in configuration I
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6.3 INTRODUCTION to BL1/0O series

The Brodersen BL Series /0O modules can be used with RTU32M & RTU32M Series products. The modules are in two parts - the bottom
part contains the backplane bus and top part contains the I/0 board and logic. All LB2 modules can be hot swapped.

Each 1/0 modules has a 200 MHz CPU to process 1/0, perform filtering, SOE, debounce, module clock and general module logic.
Diagnostic variables are available for all modules - see the module datasheets for full info. Firmware updates are handled from
Brodersen Worksuite.

Use only genuine Brodersen bus cables for connection to Brodersen RTUs and for extension of I/0 module blocks. The LB2 bus
connection cables are a special build, to handle the power requirements and shielding to run bus communications. The maximum
overall length of a complete system is 5m. Each /O module & Power supply module is calculated as 2cm. The cables are available in
various lengths from 25cm to 200cm.

Each LB2 Bus supports up to 250 I/0 modules.

LB2 Cables

Description Part Number
100cm LB2 Cable UCC-610/1
200cm LB2 Cable UCC-610/2
25cm LB2 Cable UCC-610/25
50cm LB2 Cable UCC-610/50

10 MODULE BACKPLANE PARTS

Description Part Number
Bus I/O module Start BB-1LS.10
BUS I/0 module, Middle BB-1L1.10
BUS I/0O module, Expansion (End) BB-1LE.10
BUS Power supply module, Start BB-1PS.10

BUS Power supply module, Middle BB-1PI1.10

BUS CPU module, Start BB-1CS.10

BUS CPU module, Middle BB-1ClI.10

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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6.4 BL Series Module Configurator

All BL Series modules are configured in Worksuite.

RTU32M Series User Guide

After creating a new project, right click the project heading and select ‘Configure I/Os with’ and select the Brodersen RTU3210 options.

File Edit View Inset Project Took Window Help
| WE = XD e XX | &

Workspace -

I =1 RTU32N_De

3 Exception |
4 T@rograms Communication Settings_
dain )
4 Watch (for Al _
B S s s e . &
;,E gllr;clilglgdii Board | Active | Saw..
“ariables Insert New Folder Hﬁ (GBI’]E!HC)
Ll A Advantech APAX O O
E Types [ Insert New Program._ & i L —
(Al Projects) | @ Insert HMI Device- Brodersen RTU32 10 v [v]
ago Linux Contraller Ll
G5 Buid Project
Clean Project
Settings
I Configure I/Os with._. I
O [of |
+ | Alphanumeric Sorting -
Then select the ‘Open I/Os’ icon in the top toolbar to access the Module Configurator.
| SN WE L F Sal 7 %=A
Brodergen RJU32 10 *
| > O3 [
¢ u I [0 (Digital Inputs)
H 9 P
RTU3ZN b 3 (Digital Outputs)
4 I [ (Analogue Inputs)
| b [ (Analogue Outputs)
i3 B [ (Cormbined)
I [ (Power Supplies)
B L (Misc)
o Brodersen RTU32 10 *
o i b (Al
B 8| o b [ (Digital Inputs)
[+ ’ [ (Digital Qutputs)
= g I [ (Analogue Inputs)
- 5| B [ (Analogue Outputs)
= 5 B [ (Combined)
B I [ (Power Supplies)
=) b 3 (Misc)
£H
Lal
= -
| [01 RTU32N (Brodersen RTU32ZN) B+ E
W4 o 2
= | Narme | Walue =
Art-Na RTU3ZN 23
i
=z
Lal
L . | [0] RTU32M (Brodersen RTU32M)
Double click in the Name/Value field to Tk ' 51
select RTU32N or RTU32M.
A | Mame | Value
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6.4.1 Managing BL Series 1/0O Modules

The Module Configurator allows creation and editing of the I/O module setup using a mix of toolbar icons and drag and drop menu
items.

RTU32M Series User Guide

Brodersen RTU32 IO

Insert new module 43 4 [ (A -
Remove module =8 0 1 2 3 4 5 [3 7 B BL-02A0.D
Move module left RTU32M BP-51.105 BL-08ALD BL-20C1063L-1200 RBL-10CI0 PEBL-0240.0 BL-08AID E B BL-08AILD
f B BL-10CI0P
Move module right = B BL-10Ci0F2
Upload configuration g E BL-10CIOF3
. BL-10CIO.PE
Insert variable e, B BL-10DI0.PT
Move down B BL10DIOFP2
Moveup F B BL10DIOPS
B eL-10DI0.P6
Sort symbols B+ B BL-12D1D20 £
lterate property & B BL-12DORT
Set variables in module 4 E BL-1610.D1
X &0 BL-1610.02
Set status variables o= B BL160.03
Set all offsets LI B BL-1610.08
Remove module variables B E gt‘;gg:g;
Declare variables in database L B BL-20CI03
Disable Configuration B BL-20CLD6
Import variables E gt‘ggg:g;
Exportvariables gy B BL-200103
iy SREliEirs B BL-20DIDE
ﬁ Remove Module Ij BL-20DO.F1
[1] BL-028ALD (8 Analogue Inputs (16 bit)) B BP51.105
H 4 - Maove Module Left M Ij SPARE i
Meme | Vel I: B Maove Module Right
Artho BL-08AI.D
Description 8 Analogue Inputs (16... ¥} Unde
3% Cut
|_—|':| Copy
=
x Dielete
. @ Upload Configuration..
6 4 2 Inserting a module Upload RTU32M 10 Configuration x
o Installed Modules:
MOdU|eS can be Inserted In Several Ways Index Type HW Version HW Date FW Version HW Date
. 1 BL-1610.D6 A 17-03-2017 1121 17-03-2017
o Drag and dl'Op a module from the module list. 2 BL-20CLD6 0702-2018  113.2 08-05-2018
. . . . 3 BL-0BALD 25-01-2018 1121 24-01-2018
[ ] nght click in the 1/0O module window and select ADD Module 4 BL-12D0.R1 24042018 1131 23-04-2018
. . . . 5 BL-20DO.P1 24-04-2018 1131 25-04-2018
e  Copy existing I/O using Windows copy/paste commands.
e  Right click in the I/O module window and select ‘Upload
Configuration’ (uploads modules from the online RTU).
OK Cancel

6.4.3 Moving a module

Modules can be moved left or right by placing the mouse cursor on the module —then press and hold the left mouse button to drag the
module to the desired position, or press the right mouse button and select ‘Move Module Left’ or ‘Move Module Right’.

6.4.4 Remove a module in Worksuite

Modules can Removed/Deleted by placing the mouse cursor on the module - then press Delete on your keyboard, or press the right
mouse button and select ‘Remove Module’.
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6.4.5 Add variables to a module

In the left pane of the I/0O module window, the Icon = ‘Set
Variables In Module’ opens the variables editor. Remember to check
‘Declare variables in database’ if the variables are to be used as
Global Variables.

Use of syntaxes allows flexibility to engineer your own variable names.

Use the Drop Down list to select a suitable syntax, or make your own.
For example, if the syntax $(SLOT)_$(OFFSET)_VAR is selected, the
variables will be as shown below for an 8 channel analogue input

module.
Skl | Tvpe | Channel
Slot 2_0 Var  InputwWORD 1]
Slot 2 1 _War  InputwORD 1
Slat 2_2 Var  InputWORD 2
Shot 2_3 Var  InputWORD 3
Slot 2_4 Var  InputWORD 4
Slat 2_5 Var  InputwWORD ]
Slot 2 B War  InputwORD E
Slot 2_7 Var  InputWORD 7

BN Set Variables X

Declare variables in database
[ Set cffsets

Marme: w

Wark

Results HSLOT_$OFFSET] Var

Hodule& | §[SLOT) Varzx

Module&_yAl%

Moduleg +temp%

Moduled s 1_modulei
2 module?
3 module®
4_module’

tadule_wvar

As another example, the syntax could be:
Module_Nr_$(SLOT)_Analogue_In_S(OFFSET)

This would create eight variables as shown below;

‘Module_Nr_2_Analogue_In_1’
‘Module_Nr_2_Analogue_In_2’
‘Module_Nr_2_Analogue_In_3’
‘Module_Nr_2_Analogue_In_7’
‘Module_Nr_2_Analogue_In_8’

6.4.6  Rename auto generated variables [Temp_Motor_221 [ ]
In cases where variable names can’t be easily generated @ Slot 6_4_Var ~
through a syntax, they can be created/edited manually by IE e Temp_Motor 21
placing the mouse cursor on the variable and using -y Slot 6_7_Var This syl e o it D o w1
DoubleClick to access the variables editor. IE 2:2{ E;E;ﬁ:[ e
A Tl v
The user can then rename of the variable or create a new < > Where: GLOBAL
variable. Variables: (all v bempizm |
[ Local variables only
[ Hide FB instances e o

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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6.4.7  Configure Module Defaults

After creating or uploading a module array, module configurations can be modified from their default settings if required. Features and
settings for each module can be found on their respective datasheets.

RTU32M Series User Guide

T 4 [1

0 1 2 3 s 5 & 7 8 9 10 0 BL-02A0D

RTU32M BP-51.105 BL-0BALD BL-20C1.063L-1200.RBL-10CI0.PEEL-0240.0 BL-0SALD BL-20C1DS3L-1200.RBL-20D0.P1 E gt'?gg:gm

B eL1ociorz
B eL1ocior:
B BL10cio P
B BL-10DI0.P1
B eL-1o0i0.F2
B eL-10010.F3
B BL-10DI0.FG
B eL1201D20
B eL1z00R1
B BL1EIDDT
B eL160D2
B eL1e0D3
B BEL160D6
B eL-z0ciD1
B eL-zociD2
B eL-z0c103
B BL-20C1.08
B BL-20D1D1
B eL-zo0iD2
B BL-2001D3
B BL-20D1D6
B EL-2000.P1
[8] BL-20D0.P1 (20 Digital Qutputs) E EP-51.105
Hod » oM B sPare

I 1 AT L

(Al -

oK

m

=
ol
(v}
=
o

BESO = RHE 0

DoubleClick on a module in the I/ O configurator to access the module 1/0 editor.

6.4.8 Configure Combination DI/DO module example
In the example below a combination DI/DO module with 10 DI and 6 DO has been selected.

BL-1610.01 X
Digital Inputs configuration
) 1 2 3 o 5 B 7 8 9
Tnverted: O O O | O O | O O |
Counter; O O O | O O | O O |

Rt o o= o= o= o= o= o= o= o= o =

Digital Outputs configuration
o 1 2 3 4 5

Fault mode: iy | | | | e | | | |

Low
High
[[IModule not present in configuration Cancel

Configuration Fields - Inputs and Outputs:
e Inverted: Select if input is to be inverted.

e  Counter: Select if input is a counter. Note: If an input is receiving a 5 Khz pulse/count, but not defined as a counter, the I/O
bus will be spammed with 5000 pulses/sec!

¢ Debounce: Debounce in milliseconds, determines how long time the I/O must be high or low before it is detected as state
change.

e  Fault Mode: Fault mode is when the module loses contact with the CPU. It is necessary to select for all channels.
o  Keep (I/O module will keep last state)
o  Low (Output will be forced Low)
o High (Output will be forced High)
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6.4.9 Configure Al module example

RTU32M Series User Guide

In the example below an eight channel Al module has been selected.

EL-02ALD X

Analogue Inputs configuration
0

2 3 4 5 & 7
Range: 0-10vV  ~ 0-10v ~ o-1v ~| |o-wv v Jo-mv  v| [o-wv  ~| Jo-mv
Filter: LghtmlR  ~ [ughtmR -] bohttR  v|  ughtmR  ~|  |ughtmR v [UghtmR | |LghtIR -
Delta Change: [[100 | [[100 | [[100 | [[oo | [[oo |
Scale Min.: :i?g::lgmlgf [ 000 | [ oo | [ oo | [ oo | [ oo |
Scale Max.: [ e5535.00 | [ e5535.00 | [ e5535.00 | [ e5535.00 | [ e5535.00 | [ 5535.00 | [ e5535.00 |
[Module not present in configuration Cancel

Configuration Fields - Inputs:
e  Range: Select input type for each channel in dropdown menu.
o  Filter: select filter type for each channel in dropdown menu.
e Delta change: See Al module datasheet
e  Scale Min: See Al module datasheet

e  Scale Max: See Al module datasheet

6.4.10 Export/Import Module variables.
WorkSuite allows exporting and importing of variables for alternative methods of editing using document and spreadsheet software.

Export: Select the I/O module of interest and then select the Export Variables icon in the toolbar on the left to create a CSV export file.

The file includes Scale min, Scale Max, Variable name etc.

A B i D E F G H

1 |NAME TYPE OFFSET  SCALEMIN SCALEMAX HWMIN HWMAX #F

2 |4_modulel IX 00.0 65535.0 0 65535 -1
3 |4_module2 IX 10.0 65535.0 0 65535 -1
4 |4_module3 X 20.0 65535.0 0 63535 -1
5 |4_moduled X 300 65535.0 0 63535 -1
6 |4_module5 X 4 0.0 65535.0 0 63535 -1
7 |4_modulet X 50.0 65535.0 0 63535 -1
8 |4_module? X 6 0.0 65535.0 0 63535 -1
9 |4_moduled X 70.0 65535.0 0 63535 -1
10 |4_modules X 8 0.0 65535.0 0 63535 -1
11 |4_modulel0 X 5 0.0 65535.0 0 65535 -1
12 |4_module11 Qax 0 0.0 65535.0 0 65535 -1
13 |4_module12 Qax 10.0 65535.0 0 65535 -1
14 |14 _module13 Qax 20.0 65535.0 0 65535 -1
15 |4_module14 Qax 3 0.0 65535.0 0 65535 -1
16 |4_modulels Qax 4 0.0 65535.0 0 65535 -1
17 |4_modulels Qax 5 0.0 65535.0 0 65535 -1

Import: Select the Import Variables icon in the toolbar on the left to read in updates from a CSV file.

6.4.11 Firmware update I/O modules

Firmware update of BL Series modules on the LB2 bus is done through the Firmware update utility in the Brodersen WorkSuite. The
Firmware version is displayed in the Brodersen Worksuite (and also in the Event Viewer utility program). Right-click on a module to
invoke the update dialog.

Check www.brodersen.com for new firmware releases or contact support at support@brodersen.com

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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6.4.12 LB2_INFO Profile — monitoring module status

Module status information is available via the Profile Editor, using the LB2_INFO Profile (a future release will allow access to these
parameters from the 1/O Configurator).

] 55| @ )| rus pemezs MEfe OF Sl ma o
CiUsersiPublic\DocumentsiRTU3I2ZMRTU32M_Demo2a - It)ﬂl Open Profiles J

RTU32M Series User Guide

= ONPIS
T= [ECE0S70S (EC B0870-5 101/104 Slave™

BY = IECEOBTNS?

E H L1 OF [

®hnel number®)

Profiles are a mechanism to add additional attributes to a point variable. The LB2_INFO profile allows access to module parameters
and status information including:

Parameter Name Variable Type Module Type
OP: BYTE Current Operation Mode
0 = No Module
4 = Stopped
5 = Operational
6 = Operational with heartbeat timeout
127 = Pre-operational
150 = Missing
HBCNT: DWORD Number of heratbeat frames received
RXCNT: DWORD Number of frames received
EMCY: LINT Read last EMCY codes
HWPID: DWORD Module hardware ID
SWPID: DWORD Module firmware ID
SID1: DWORD Module serial ID1
SID2: DWORD Module serial ID2
SID3: DWORD Module serial ID3
SID4: DWORD Module serial ID4
MainV: WORD Main supply voltage (mV)
SuppV: WORD Internal supply voltage (mV)
IntC: WORD Internal temperature (C)
PwOnN#: WORD Power on counter
WD#: WORD Watchdog restart counter
UpTim: DWORD Uptime in hours
TotUpTim: DWORD Total uptime

LB2_INFO Profile — Allows access to RTU32M Module Information

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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To use the Profile Editor —first create a variable by right clicking the LB2_INFO heading and selecting ‘Insert Variable’. Eg. create a

variable named ‘Test_Slotl_OpMode’, and give it a BYTE format, then select the ‘OP’ data type.

oF

HECNT
RHCNT
ErACY
EMCYCHNT

- HWWFID

Test_Slotl_Ophode

2

2 |h

X
T LB ¥ should
'E= OF |_"|:I
= Fr
T= KT =2 ents)
Te BT Era 6 hit*)
E S:rf H’ Find Mext
= ¥ Insert Variable_ B

b Ta H J er)

T= Tl Import Children_

FeFID
SID1
siD2
SID3
SID4

hainy'
[T

m

Load your application and check that the module returns the expected operating code (5 = operational).

Note: you can create more local or global
variables using the Wizard tool in the main
variables editor eg. right click in the variables
list and select ‘Add Multi Variables’'.

The example here creates 7x variables named
LB2_Slotl_OpMode thru to
LB2_Slot7_OpMode...

After creating each group of new variables they
can then be dragged in to the Profile editor and
assigned their parameters and setting using
column change and iterate functions...

(Creation of M varizbles

Enter informations

MNarne

LBZ_Slot*:_Ophdode

Type  |BYTE

Create all

Group

[Global variables

l

Help

l

[CIRead only

Dim.

From 1

Owerview

Creation of 7 variables :

From variable LBZ_Slot1 _OpMode towariable LB2_Slot/_Ophode

To

Then first ensure that the correct profile is highlighted, by selecting the header (LB2_INFO), then drag the new variables into the lower

pane of the profile editor.

| © S| @ % | rRrusam_pemoza

WEME LF §o| Had

CihUsers\Public\Documents\RTU32MRTU32M_Demo?2a - Profile
— = DMNP3S » [ Propetties | Description W[ Name
- T= IECENS70S MECB0870-5101/104 Sla\.fe*:|:| Name Wariahle rLBE_Sth_OﬁMCdE
B T= [ECENE70Z2 Yersion Frofile wersion LB2_Slot1_OpMode
E = |ECH1ER0S Module Mocule numberto ac.. LB2_Slot2_OpMode
LEZ_INFO (*Returns information regarding Diata MTYP|IOF|HBECNTIR... LB2_Slot3_OpMode
Mame | Wersion | Module | Data tg;—i:zg—gjv:zgi
LBZ_Info/LEZ_Slotl_Ophode 2 ] oF = ’LBE_glctE_'ﬁaf':'lcd;
LB2_Info/LBZ_Slot] _Opkdode 2 1 oF LEIE_SIct'-"_O:-I"\-'che
LB2_Info/LBZ_Slot?_Opkdode 2 2 oF LBE_SIcté_IJar'v'lcdn
LBZ_Info/LBZ_Slot3_Opkdode 2 3 o -
LB2_Slot3 OpMode
LB2_Info/LB2_Slotd_Ophdode 2 | oF WHWD_MM—J
LB2Z2_Info/LB2_Sloth_Opkdode 2 5 oF ar ] o
Mame | “ersion | tadule
To make a column contents change of the
Data column, select the first valug then LB2_Info/LBZ_slotd_Ophode 2 ‘
’ . ! LEZ_Info/LEZ_Slotl_Opkdode b3 1
use SHIFT-Double Left Click to bring up the LB2_Info/LB2_Slot?_OpMade 5 2
selection window. Select OP for LBE:InfofLBz:SIDtSZOpMDde 2 3
Operating mode to change all of the LEZ_Info/LEZ_Slotd_Ophode b 4
selected values at once. LBZ_Info/LEZ_Slots_Cphiode 2 5
LEZ_Info/LEZ_Slots_Ophkdode b3 B
LBZ_Info/LE2_Slot?_Ophdade 2 7
LEZ_Info/LEZ2_Sloti_Opkdode 2 8
B2 Info/LBZ_Slotd Ophode 2 g
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The iterate property button will allow you to rapidly increment the module address for each tag. First select the relevant tags in the
module column by selecting the first value, then SHIFT-Left click the last value. Then select the ‘Iterate Property’ button and set the
appropriate start/from value and increment/by value.

C:\Users\Public\Documents\RTU32MIRTU32M_Demo2a - Profile
- Tz DNP3S « N Properties | Descriptian ¥ [MName | Twpe
T IECE06705 (*IEC BOB70-5 1017104 Slave®) ¥ Marne “ariable LB2_Slot0_OpMode BYTE
T= IECE0E7052 YWersion Profile wersion LB2_Slot1_OpMode BYTE

T= IECE1850S todule ,_Ammmw%
Tz LBZ_INFO (*Retums information regarding a LBZ mc Data Module

LB2_Info/LBZ_Slotl_Opkode
LB2_Info/LE2_Slot! _Ophkdade Mamea %
LBZ_Info/LB2_Slot?_Opkode
LBZ_Info/LB2_Slot3_OpkMode 8 Fram: 1 = Bty 1 =

[ Marme | “ersion
LBZ_Info/LEZ_Slotl_Opkaode 2
LBZ_Info/LEZ_Slotl _Opkode 2
LE2_Info/LB2_Slot2_Opkode 2
LE2_Info/LBZ_Slot3_Opkode 2
LEZ_Info/LEZ_Slotd_Opkaode 2

2

2

2

2

Results

LBZ_Info/LEZ_Sloth_Opkode
LE2_Info/LB2_Sloté_Opkode
LE2_Info/LBZ_Slot?_Opkode

00~ 00T fa L B —

Cancel

LE2_Info/LBZ_Slotl_Type 2

| B2 Infoll B lot? Thomg

00000 O0COOOO

If you want to monitor additional module parameters and status information, repeat the above steps and create further variables, as
per the example shown below.

CAUsers\Public\DocumentsiRTUIZMRTU32M_Demoz2a - Profile

— = DNP3S Properties
T= I[ECHOG70S MECBO870-5 101 /104 Slave™ | Narme
BY  T= IECE0S70S2 Version
o T= I[ECH1850S tModule
b T= || Data
Mame | “ersion | tMadule | Data
LEZ_Info/LBZ_Slotl_Ophtdode op
LEZ_Info/LBZ_Slotl_OpMode oF
LEZ_Info/LBZ_SlotZ_Ophdode op
LEZ_Info/LBZ_Slotd_OpMode oF
LEZ_Info/LBZ_Slaotd_Optdode op

LEZ_Info/LBZ_Slots_Ophode
LEZ_Info/LBZ_Sloti_Optode
LEZ_Info/LBZ_Slot?_Ophode
LEZ_Info/LBZ_Slati_Optode
LEZ_Info/LBZ_Slot3_Ophode
LEZ_Info/LBZ_Slatl_Type
LEZ_Info/LBZ_Slotl _Twpe
LEZ_Info/LBZ_SlatZ_Type
LEZ_Info/LBZ_Slot3_Twpe

op
oP
opP

OF 'OP" - Parameter
\_o>_J

wmTve™ Module address

LB?_Info/LBZ_Slotd_Type T
LBZ_Info/LB2_Slots_Type TP
LB?_Info/LBZ_Slote_Type T
LBZ_Info/LB2_Slot?_Type TP
LB?2_Info/LBZ_Slot8_Type TP
LEZ_Info/LBZ_Slotd_Twpe

LBZ_Infa/LB2_Slatd_Ser SID1
LBZ_Info/LB2_Slotl _Serl SID1
LBZ_Infa/LB2_Slat2_Serl SID1

=]} 'SID1" - 1st part of
SID1 module serial number

LBZ_Info/LB2Z_Slot3_Ser
LB?_Info/LB2_Slotd_Ser

(R o
[T T T S T o T R O = B T - T R S R I R OO = T OO C T R O O ]

Dmmwmmhmm—‘Dmmwmmhmm—‘mlwmwmmhmm—‘m

LE?_Info/LEZ_Slota_Ser =i ml
LB2_Info/LBZ_SlotE_Ser ZID
LE?_Info/LBZ_Slot?_Sen =i ml
LB2_Info/LBZ_SlotE_Sen ZID
LE?_Info/LEZ_Slotd_Ser kSID1 J
LE?2_Info/LB2_Slotl_Ser? zID2
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Example Logic Application Page — showing various LB2_INFO parameters and status values.

1F
- LB2_Siot1_OpMode = 5
LB2_Siot2_OpMode = &
LS LB2_Shot3_OpMode =5
- LE2_Slotd OpMode = &
= LE2_Skot5 OpMode =5
7 LB2_Siots_Ophlode = 150
- LB2_Slot7_Ophlode = 150
= LB2_Siot8_Ophlode = 150
[Tk LE2_Siotd_Ophlode = 150

lub: LBZ_Sikotd_HwiD = 0
=5, LB2_Slot1_HwiD = 83033
S LB2_Skot2_HwlD = 32571
LB2_Slot3_HwiD = 82380
¥ LB2_Slot4_HwID = 52384
LB2_Siots_HwiD = 52389
I LB2_Skots_HwiD = 0
{H LE2_SktT_HwlD =10
LBZ_Skt3_HwlD = 0
LBZ_Skt3_HwlD = 0

LB2_Slotd_Seri =0
“os  LB2_Slot1_Serl = 2484880285
LB2_Slot2_Serl = 3792840579
. LB2_Slot3_Serl = 3792840838
i LB2_Slotd_Seri = 2434508342
~ B2 Skt5_Seri = 3734024815

LB2_Slotd_Sert =0

@ LB2_SlotT_Serl =0

LB2_Skotg Serl =0

LB2_Slotd Seri =0

Siotl PS 06 = 2680

Shotl PS 04 = 12050

Shotl PS 06 = 268

Shotl PS5 03 =21

LE2_Skti_Type = 28932
LE2_Skt2_Type = 5220
LB2_Siot3_Type = 1560
LE2_Skot4_Type = 5124

LE2_Skt5_Type = 16408

LB2_Skts_Type= 18
LB2_Skt? Typ== 18
LB2_Slot8_Type = 18
LBZ_Skt3_Type = 16

L82_Siotd_SwiD =0
LE2_Skti_SwiD = 53024
LE2_Skot2_SwiD = 53014
LE2_Sktd_SwiD = 33010
LE2_Skot4_SwiD = 33012
LE2_Skt5_SwiD = 33011
LE2_Sits_SwiD =0
LB2_Siot7_SwiD =0
LE2_ Skt SwiD =0
LE2_ Skt SwiD =0

LB2_Skotd_SerZ =0

LBZ_Slot1_SarZ = 23883191
LB2_Skot2_SerZ = 4538248
LB2_Skot3_SerZ = 4538248
LB2_Slotd_Ser? = 23892191
LB2_Slot5_Ser? = 4588245

LB2_Sotd_SerZ = 0
LEZ_Skt7_Serz=10
LE2_Skts_S=rz =10
182 Sktd S=r2 =10

-

ANY_TO_R..

Q

3

BNY_TO_R. .

Q

-

BNY_TO_R. .

Q

LE2_Sktd_UpTime =0
LE2_Skoti_UpTime =0
LB2_Slot2_LipTime = 0
LE2_Skt3_UgpTime =0
LE2_Slot4_UpTime =0
LE2_SkotS_UpTime =0
LE2_Skots_UpTime =0
LB2_SlotT_LipTime = 0
LE2_Skotg_UpTime =0
LE2_Skt3_UpTime =0

LB2_Skotd_IntG = 0
LB2_Skt1_IntC = 25
LBZ_Skt2_IntC = 37
LEZ_Skt3_IntC = 21
LB2_Sktd_IntC = 23
LB2_Sot5_IntG = 33
LB2_Sloté_IntC =0
LE2_Skt7_IntC =0
LE2_Skté_IntC =0
LE2_Sktd IntC =0

3

BNY_TO_R...

Q

| @ &| (1 | rRusam pemoza &% EC O F So| 07 "-/ARIN  =eceBgEEou g D i
seee [ClUsers\Public\Documents\RTUIZMRTU32M_Demo2a - LB2_Info]
LEZ_Slotd_DpMode =0 LEZ St Type=0 LB2 Mcdule Info.

MTYP:  WORD  Module Typs
OF:  BYTE Cument Operation Mode
0 = No Module
4 = Stopped
& = Operational
= Operational with heartbaat timeout
Fre-operationzl
150 = Miszing
HBCNT. DWORD  Number of heratbeat frames received
RXCNT. DWORD Number of frames received
EMCY: LINT Read last EMCY codes
HWPID: DWORD  Module hards
SWPID: DWORD  Module
SID1: DWORD  Medule serial 101
5IDZ: DWORD Medule serial ID2
S5ID3: DWORD Medule serial ID3
SID4: DWORD Meodule serial ID4
Msin¥:  WORD  Main supphy voltage (mV)
SuppV:  WORD Internal supphy voltsgs (mV)
IntC:  WORD  Internsl temperature {C)
PwOng:  WORD Power on counter
WD#  WORD  Watchdog restart counter
UpTim: DWORD  Uptime in hours
TotUpTim: DWORD  Total uptime

P51_SupphyVolts = 26,89

PS1_OutpitVolts = 12.05

PS1_OwutputCurrent = 268

PS1_Load =21

LB2_SlotD_PwOn =0
LE2_Sloti_PwOn = 32
LE2_Skt2_PwOn = 23
LE2_Siotd_ PwOn = 150
LE2_Siotd_PwOn = 183

LB2_Siots_PwOn = 133

LB2_Slotf_Pwln =0
LB2_Skot7_Pwln =0
LB2_Skots_PwOn =0
LB2_Slot3 PwOn =0
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6.5 COM Port Settings

When using serial drivers the COM port parameters are defined as “COM1:9600,N,8,1”. In addition, some specific control and debug
parameters can be added for the RTU32M.

RTU32M Series User Guide

The COM port setting strings follow the normal WorkSuite conventions. COMa:b,c,d,e (e.g. COM1:9600,N,8,1).

a) COM port number: 1.3

b) Baud rate: 300, 600, 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200
c) Byte size: 7, 8 (bit)

d) Parity N, E, O (none, even, odd)

e) Stop bits 1,2

A range of additional parameters on the COM port settings are supported to control:

e  Setup the COM port for modem dial support — enable the Modem driver.
e Hardware handshake signal on null modem driver.
e Provide communication log in the general RTU32M System Log.

The extensions for these functions and features are:

e When using the modem driver a ‘M’ is added (e.g. MCOM1:9600,N,8,1)

e  RTS/CTS hardware handshake control on the null modem serial driver is supported and enabled by the options as follows:
‘RD’ RTS is kept inactive (low) at all time.
‘RE’ RTS is kept active (high) at all time.
‘RT:Leading:Trailing’ RTS is inactive when receiving data, and becomes active when transmitting data. The RTS Leading
setting defines the delay from activating the RTS to when the first character is transmitted. The RTS Trailing setting defines
the delay from when the last character is transmitted to RTS is deactivated.
Leading and trailing time is in units of msec. - e.g. COM1:9600,N,8,1,RT:50:10

‘RC:Leading:Trailing’ RTS is inactive when receiving data, and is activated when the RTU wants to transmit data. After
activating RTS, the RTU will wait for CTS to become active, before start transmitting. The RTS Leading delay is still valid in this
mode, and an adjustable delay from CTS activated to first character is then possible. However, by setting the Leading time to
zero there is no unnecessary delay from CTS to first character (like a normal RTS / CTS function). After activating RTS the RTU
waits up to 10 sec for the CTS signal. If timeout occurs, the transmission is discarded. The RTS Trailing setting defines the
delay from when the last character is transmitted to RTS deactivated.

e Logging of serial data in the System Log.

‘L Log Link data. All bytes transmitted and received on the COM port, are logged in the internal log message
system, and are available using telnet at port 911. This is primarily for debug purpose.
Examples: MCOMS3:9600,N,8,1,LL
COM2:57600,E,8,1,RT:30:10,LL

Notes:
If you just connect a serial device, e.g. ModbusRTU communication via a Null Modem cable to the RS232 COM port, it is NOT
required to add any special extensions.
Brodersen WorkSuite has a limitation of max 31 chars in the settings string.

If you enable the SP5 (Secure Protocol for remote communication) on the RTU32 Webpage, you must set the COM
parameters settings for the specific port on the webpage. If the SP5 setting is enabled, the COM settings overrule any later
settings in WorkSuite.

The serial port settings use the same syntax no matter where you configure it.
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6.6 Modbus Drivers

The RTU32M PLC runtime supports function for several types of Modbus protocols:

RTU32M Series User Guide

e  ModbusRTU Master and Slave
e ModbusASCll Slave
e  ModbusTCP Client and Server

The drivers are setup using the Fieldbus Configurator in WorkSuite. Refer to WorkSuite training and programming examples. You will
find support for ModbusUDP, and Function Block managed Modbus drivers in the WorkSuite help.

6.6.1 ModbusRTU Master

The RTU32M supports several Master/Client drivers. You can in fact setup as many Master drivers as you have COM ports available.
The Modbus Master/Client is setup using the Fieldbus Configurator. See the WorkSuite help for details.

6.6.2 ModbusRTU Slave

The RTU32M supports only one Slave/Server driver. You must add a MBSLAVERTU function block in the program logic for the Serial
Modbus Slave driver (MBSLAVERTUEX function is used if more than one slave/server is required — it allows separation of the
slave/server addresses using their ‘Server Id’). The MBSLAVERTU function defines the Modbus Slave address and port settings. You can
find the function block in the “Advanced” function block folder. All variable assignments, addressing etc. are done in the Fieldbus
Configurator. See WorkSuite for details.

6.7 1EC60870-5-101/103/104 Drivers

The Utility protocols IEC60870-5-101, 103 and -104 are implemented as a basic link driver in the RTU32M. The application layer which
includes all the specific handling of request and events communication is managed in the RTU application program. A range of
WorkSuite functions and example are provided for the different protocol functions and ASDU handling.

WorkSuite include drivers for:
e |EC60870-5-101 Master
e |EC60870-5-101 Slave
e  |EC60870-5-103 Master
e |EC60870-5-104 Server
e |EC60870-5-104 Client

The basic link drivers include handles for the link driver where you can define buffers, link address etc. The fact that the serial link is
similar to the IEC60870-5-103, provides the option to implement application layer support for this protocol as well.

To use the IEC60870 driver, you must use the RTU32 Series Code Generator tool. This is used for simple configuration of any IEC60870
Driver.

6.8 DNP3 Slave and DNP3 Master Drivers

The RTU32M supports both DNP3 Slave and DNP3 Master drivers. See the WorkSuite Help and Brodersen technical reference manuals
for details on setup and app notes for application examples.
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6.9 Watchdog

The RTU32M has two built-in watchdog functions — all managed by a separate CPU on the interface board.

RTU32M Series User Guide

The system watchdog is monitoring all internal processes including the OS and communication processes between consoles and
databases. In case of error, the watchdog will wait 30sec for the error to be either self-healed or the process to be restored. If this is
not happening the watchdog will boot the RTU.

The application watchdog is monitoring the RTU/PLC runtime applications including all related tasks such as drivers. If any of the
related tasks fail, stop or freeze for more than 10sec, the application watchdog will boot the RTU.

6.10 Real time / Real time Clock

The RTU32M has a hardware real time clock controlled by the operating system. It provides the RTU32M millisecond resolution in
order to make accurate time stamps. From the RTU application program you have access to the real time clock via some special
functions as shown below. You can both read and set the clock.

Pl m 3

[ RTU3Z2Clock -
T CLOCKGETTIME [*Returns current date and time as 'Win32 DateTime®)
T CLOCKSETTIME [*Sets the real time clock using 'Win32 DateT ime®)
TF MILLISEC2DT [*Convert miliseconds ta'win32 Date Time*)
MAOTIFYTIMECHG [*Indicates if the time haz been adjusted in the RTU 27
TTF TODATETIME [*Corvvert vearmanth,day.hour minute, seconds, ms to 'windows DateTime also called FileTime type. ]
[ RTU3IZDMP3

1 RTU3ZPIDAUtStUNRE i
4 *| Blocks,” Sovist Define | ENUM
e | S0E Demo

X

On the configuration webpages you can also define how to synchronise the clock. Options for manual setup and SNTP Server
synchronisation are possible. If you use utility drivers to synchronise the RTC you must disable SNTP on webpage by setting it to manual
sync.

6.11 Modem Functions
WorkSuite provides a range of modem control Functions. The DialUp library includes:

- Functions to control and monitor A PSTN/GSM modem dial-in/out

6.11.1 Dial functions for GSM and PSTN Modems
Dial functions for communication with serial drivers over PSTN and GSM modems are provided.

The low level modem handling (send AT commands, connect detection etc.) is done by firmware. However, it is up to the application
programmer to decide which protocol driver should be activated, when and where to dial, and respond to the modem connection
state. A number of WorkSuite functions are available for this:
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6.12 Data Logging

RTU32M Series User Guide

WorkSuite provides functions for logging data into one or more file(s) in the RTU32M. In general 2 functions are available:

1. LOGCSV Function - a dedicated RTU32 Series logging function. You can find an example of this being used in the WorkSuite
Demo examples installed together with your WorkSuite Package. This data log function handles the read/write functions in a
background scan and does not interfere with the general PLC cycle. You will find details of the LOGCSV file function below.

2. LogFileCSV — simple function for logging data into a CSV-file. It uses a standard file write function and it is not recommended
to use for data logging as a standalone Function.

LOGCSV Function
The LOGCSV Function is found in the Brodersen Function library folder.

T n Eass
77 b 277
77 LIST FifeCnt g 277
777 PATH LogCnt | 277
LogERR o 277
FileSize 277

The LogCSV function block generates a log file in CSV format for a list of variables. Each log operation is saved in a FIFO buffer and the
file access is done in a separate thread to ensure that the file access will not block the PLC runtime cycle. The depth of the FIFO is 10
log operation entries. LOG and RST operations are ignored if the FIFO is full and Q is then set to FALSE. This can happen if log
operations are entered faster to the FIFO than it can be written to the file.

Note: File access over network can be time consuming, especially if the file server is not available.

| LOGCSV.blt - Notepad = | B ||

File Edit Format View Help

The LogCSV function block generates a log file in CSV format for a list of o
variables. Each log operation is saved in a FIFO buffer and the file access is

done in separte thread to ensure that the file access will not block the STRATON

scan cycle. The depth of the FIFO is 10 log operation entries. LOG and RST operations
are ignored if the FIFO is full and Q is then set to FALSE. This can happen if log
operations are entered faster to the FIFC than it can be written to the file.

File access over network can be time consuming, especially if the file server is

not available.

m

INPUTs
LOG:BOOL; Variables are saved on any rising edge of this input
RST:BOOL; Reset the contents of the file
LIST:DINT; ID of the list of variables to log (use VLID function)
PATH:STRING; Pathname of the CSV file.

QUTPUTs
Q:BOOL; TRUEIfthe requested operation LOG or RST is added into FIFO
ERR:DINT; For each LOG/RST Q and ERR contains the result code. See error list below.
FifoCnt:DINT, Number of pending FIFO operations (logs in the FIFO).
LogCnt:DINT; Updated by the background scan. Counted up when each LOG or RST operation FIFO has
been executed by the background scan. Status for the operation is reported in LogeRR.
LogERR:DINT; Status for each FIFO operation. This variable is updated by the background scan.
See error list below.
FileSize : LINT; File size recorded after last operation (LOG or RST)
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| LOGCSV.bt - Notepad = | B ||

File Edit Format View Help
REMARKs -

The LogCSV function enables to log values of a list of variables into a CSV file.

On each rising edge of the LOG input, one more line of values is added to the file.
There is one column for each variable, as they are defined in the list.

The list of variables is prepared using the workbench or a text editor.

Use the VLID function to get the identifier of the list.

On a rising edge of the RST command, the file is emptied.

The "SetCsvOpt" function enables you to customize the format of the CSV file.
By default the sperator is (";") and the decimal point is ("."). (Available in VM8.0)

When a LOG or RST command is regquested, the Q output is set to TRUE if the request can
be entered into the operation FIFO successfully. If is set to Q=FALSE and ERR contains
a error code.

On each execution of the FIFO entries by the background scan the LogCnt is counted and
the result of the operation is reported in the LogERR output.

m

Possible ERR values are (when Q=FALSE):

Value Meaning

0 No error, (Q=TRUE)

3 Embedded lists are not supported by the runtime.
4 Invalid list ID.

5 Error while building log line.

6 FIFO full

Error reported in LogERR by the background scan thread
Value Meaning

0 Noerror

1 Cannot reset file on a RST command.

2 Cannot open file for data storing on a LOG command.
5 Cannot write to file

Hot restart / Redundancy switch over

Pending logs in the FIFO are not restored during redundancy switch over

In the RTU32Example projects in WorkSuite you will find a WorkSuite Demo project LOGCSV_Demo with a log UDFB (User Defined
Function Block) block named TMultiFileLog. With this UDFB you will be able to control the number of files to log and limit file size. This
allows management of log files in a ring buffer, ensuring that your log files will not fill up the available storage memory.

6.13 Status information functions

RTU32 Series products with firmware version 1.55 and newer have hardware status information available.

[ RTU3ZStatuz
T STATBOARDIMFO [*Main interface board info®)
STATIMTEATTERY [*Returms intermal batteny statuz®)
TF STATINTTEMP [*Returns intermal termperatur of the AT
T} STATLOCALEUS ["Returns localbus status, same as 5T-07)
STATMEMORY [*Returns memory statuz of Windows CE*)
STATSUPPLYWOLT [*Feturns supply woltage to the RTU if supported.®)

Although most of these status functions are supported in the RTU32N/RTU32M firmware, only some of the status functions are
available/relevant in the RTU32M (ie. many are available directly from the RTU32M modules). The following sections list the functions
supported by the RTU32M.
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6.13.1 RTU Memory Status (STATMEMORY)

The function StatMemory returns the RTU32M memory status.

RTU32M Series User Guide

| STATMEMORY.blt - Notepad | S

File Edit Format View Help

h’he function StatMemory returns Windows CE memory status. =
It uses the Windows CE function GlobalMemoryStatus to retrieve the
information.

Qutputs:
dwMemoryLoad
Specifies a number between zero and 100 that gives a general idea of current
memory use, in which zero indicates no memory use and 100 indicates full memory use.
dwTotalPhys
Indicates the total number of bytes of physical memory.
dwavailPhys
Indicates the number of bytes of physical memory available.
dwTotalPageFile
Indicates the total number of bytes that can be stored in the paging file.
This number does not represent the physical size of the paging file on disk.
dwavailPageFile
Indicates the number of bytes available in the paging file. Lo
dwTotalVirtual
Indicates the total number of bytes that can be described in the user mode portion
of the virtual address space of the calling process.
dwAvailvirtual
Indicates the number of bytes of unreserved and uncommitted memory in the user mode
portion of the virtual address space of the calling process.

m

The commonly used monitoring functions are dwMemory Load, dwTotalPhys and dwAvailPhys.

The dwTotalPhys tells you how much RAM program memory is available in the RTU. The rest of the RAM memory up to around 64MB is
used for storage (file system etc.).

The dwAvailPhys tells you how much available program memory you have in your RTU. The rest is used by the Operating System and
your PLC application.

The dwMemorylLoad tells you in percent the actual RAM program memory load. With a medium PLC runtime application you will see a
load of approx. 50%. Only applications with multiple driver connections and a lot of logic will require larger amount of memory. The
maximum load recommended on a RTU is 90%.

STATMEMORY STATMEMORY {Inst_STATMEMORY) x
dwMemonylosd | dwhamonyLoad 46
dwTotalPhys 1 | dwTotalPhys 125115840
dwhvailPhysD | dwAvailPhys GT203072
dwTotalPageFilel  |dwTotalPageFike 4]
dwhvailPageFie |dwAvailFageFilk o
dwTotalVirtual N | dwTotalVirtwsl V]
dwhvailituall | dwavailVirtual 0 =4

Typical memory status in a running RTU32M
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6.13.2 RTU Project Information (STATPROJECT)
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The STATPROJECT function block returns information about the active project, as shown below.

Inst_STATPROJECT

STATPROJECT STATPROJECT {Inst_STATPROJECT) X|
Mamel  [Mame RTU3ZM_DemoZs
BuikiTime 1 | BuildTime 2018/08/24 01:18:12
RuntimeStart 1 | RuntimeStart 2018/08/24 01:18:27 472
Versionl  |Version ]

6.14 Reading Text Files from WorkSuite

To provide the functionality to read variables and strings from an external file in the RTU32M, a few simple read file functions are
supported. The functions are found in the IniFiles folder of the WorkSuite logic blocks

3 IEEE C37_118

1 IniFiles
T} GETFILETIME [*Returns the time stamp of a file as LINT®)
TF GETIMIFILEINT [*Read an integer value from an 1M1 fle®]
T} GETIMIFILESTR [*Read a string value fram an =IM| file]

1 Maths

1 Mizcellaneous

Note: You have to place the text file in the RTU32M file system manually — use sFTP to do this and use the Storage Card location (SD
Flash). A SSH client SFTP interface (such as BitVise) can be used to explorer the RTU32M files — enter in the address field, like:

ftp://192.168.0.1/.

The file structure must be the same as other RTU .ini files (such as SNMP.txt and RTU32.ini). The structure is simple and looks like this:

[ABC]
def=123
ghi=456

ABCiis called the section and def the item. NOTE: all are case sensitive. The functions available are:

e  GetFileTime

GetFileTime *Returns the time stamp of a file as LINT)
With this function you can check the time of I
the file so you only read the variables in OS'_:_BNE“’”BSTR'NG
i
case of changes. QrLINT
e  GetlniFileInt

Read an Integer value from a section and GetlniFilelnt *Fead an integerwalue from an *.IMI file®)
. 1M
tem.
tem Section STRING

ftermSTRING

DefaultDINT

FileMame:STRING

auT

GetlniFileStr EHl
Read a String variable from a section and GetlniFileStr *Read a string walue from an * NI file™)
item. I

Section:3TRING

term:3TRING

Default STRING

FileMName:STRING

ouT
DSTRING

The idea with these functions is that you can place your ‘dynamic’ variables outside the RTU runtime application program. You can then
use the same application program for several sites and manage the differences for each site in the file.

You can edit the file from the web editor with your browser or directly send a new file to the RTU32M with FTP. More help is found in
WorkSuite by pressing F1.
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7 Distributed Event Binding Protocol / Redundancy Binding Communication
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7.1 General

The Distributed Event Binding protocol is a proprietary protocol for fast time stamped event based data transfer directly from one
Brodersen RTU runtime to another. The Binding protocol is communicating directly from one RTU32 to another RTU32 in a LAN/WAN
network. It can run regardless of any other application. In a network with several Brodersen RTUs you can use the Global Binding Editor
to bind any global declared variables together. Binding can be used between any type of RTU32 Series product and even with STRATON
PC runtimes (soft PLCs).

Redundancy Binding is used in a redundancy network connection using 2-6 separate network segments. Both the unit publishing
variables (producer) and the unit subscribing variables (consumer) has to be equipped with 2-6 Ethernet network interfaces. Each
network connection must be setup on the units as separate network segments using different TCP/IP subnet masks. The compiler also
takes care of handling the sorting out of timing issues of any changes in values. This means that you on the subscriber side always will
get the correct value. The first received event will be reported at the subscriber side and the same event with the same time stamp
received on other network interfaces will be ignored.

7.2  Network settings in RTU32 (redundancy binding)

If you want to run redundancy Binding using the RTU32 you must configure all Ethernet interfaces. No additional settings are necessary
as the networks is seen as direct accessible parallel networks. Routing to the networks is done as default. If you ping an address on any
of the one of selected network segments, the ping request will find its way to the correct segment automatically.

7.3  Procedure for setting up binding/redundancy binding in WorkSuite

You need to configure all the RTU32 (and PCs with STRATON runtime) before starting to bind (link) I/Os together. |/Os and variables to
bind must be declared as Global variables. Use variable naming that makes sense for you. You could for example call all input variables
published for binding BindInput_DIO and BindInput_DI1, and you could call outputs BindOutput_DOO. After defining the variables for
use in both comms direction for all relevant projects (RTUs), you must start the Global Binding Editor (find it in WorkSuite under the
Tools menu). Note that in WorkSuite you will need all Projects used for binding in the same project list.

[@ Brodersen WorkSuite - RTU32ExamplesW5L =@ = ]
File Edit View Insert Project Tools Window Help
Sl =Gl X ali=l | & @ Ofonangz <]l & WE AR G M| S'%%A
Wiorkspace Global Binding Editor - Binding2
4 Binding & | Binding | Binding2 T _Mame | Type |
2l Binding2 - Binding [192.168.0.1:9000] {2} Global variables
2l ClkSyncTest Connection Status Dio_2 BOOL
) GraphicsTest 1010 Doz DI1_2 BOOL
() IECE18505 erver Erar Status DO1_2 BOOL
(3 IECa50MapT o870 Date Stamp DO0 BOOL
2l LogCsY_dema Time Stamp JAIN variables
) Modbushl_RTUE 2001 Do1_2 n
() ModTCPserv Erar Status nBadindex
2l Profibust aster Date Stamp a pOnDivZero
4 ProfiBusSiv (RTUZ <> FLY) Time Stamp _] pShutDown
) RedundTest L pStartup
2l SelClockDemo Connection Stat s
@ Tempaiaure 3DI1_2 [-Exchang|Bdn2 192 168 0 25000]]

4DI0_2 [+ Exchange data]
Error Status
Date Stamp
Time Stamp

<> Main | Gilobal Binding Editor.
Build X

4| *| Buid Cross references Runtime Cail stack Breakponts. Dwartal sampiing trace Prompt | HMI
Ready Offline 127.0.0.1:502 Al o0 100x18 0,0 100% @4

You assign the IP addresses to each project. If using redundancy Binding, you add up to maximum 6 x “IP:TCP port” to the address of
the RTU. If two network interfaces are used for binding (dual redundant binding), the two IP addresses are defined with a separator “|”
— like 192.168.1.222:9000|192.168.2.21:9000”

As shown above, the OUTPUTS from Publishing RTU project are linked to the subscribing RTUs INPUTS.

After configuration you download ALL projects to the relevant RTUs. Use the “Download All Projects...” in the Project menu,
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8 RTU32M cycle / scan time

All tasks run independent of each other. The two I/O cycles are running as fast as possible to ensure that the basic RTU32M 1/0
database reflects the physical 1/0s — both internal 1/0 and 1/0O on the expansion modules. The PLC runtime program cycle time depends
on the size of the application program, and can vary from less than 1 msec to >100 msec. At runtime application start, all inputs are
read from the I/O database and at the end of each cycle the outputs are written to the I/O database.

RTU32M Series User Guide

8.1 RTU scan time

The RTU scan time can be set to 0 (zero) which automatically assigns some time for operating system household activities between
each runtime program cycle. In this case the program runs as “fast” as possible. The automatic assignment of household execution time
ensures all necessary operating system processes can be maintained with a good margin.

PLC cycle
; Household time

F N

‘ ‘ (t) PLC
» Program cycles

>
14

PLC scan time

If you set the PLC scan time to a fixed value, you can in some cases obtain a better general scan time for your application program. But
it is IMPORTANT to realise that you are then responsible to leave time for household operations.

IMPORTANT NOTICE: If you leave too short time for household operations, the firmware will automatically ensure that your PLC
program does NOT compromise necessary household time. It also means that you will get a slower scan cycle time than adjusted. If
your RTU/PLC application includes many TCTP/IP based connections over LAN connections, it is recommended to fix the scan time to
a value leaving more time to the OS household than automatically assigned.

8.2 LB2 Bus and Internal I/O Bus scan time

The scan time of the RTU32M internal I/O is running as fast as possible (in micro seconds).
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9 RTU HMI

9.1

Creating and Viewing RTU Graphics

The RTU32 Series support simple HMI functions developed in WorkSuite. You can easily add graphic displays to your application and
monitor data online from your PC using the WorkSuite HMI Viewer, or publish the page as an html document for remote viewing.

Example — Hardware Overview:

The page below can be built using the standard WorkSuite graphic tools.

Fle Edit View Inset Project Tools Window Help

m

& Test_Structure
§g Global defines
(i Wariahles
E Types

The page can include static text,
shapes and a range of items that

provide the animation.

The example here shows the setup
of a horizontal bar graph that moves
from left to right and uses the value

from the variable

August 2018

named
‘Slot2_Al_01" to show the value as
both a text value and a scaled bar.

[
2 [

=
3

| ME = = = | B S| @ | riusav pemozs MEWME CF §o| 3"
Workspace Users|PubliciDocuments\RTU32MIRTU32M_Demo2a - Overview1.gra * . . . L . . . . BEX
B Main - 7| Mame 4 [Type [ Dirn. T+
[ Map_DNP3 Y : LI ] = Slot1_PS_01 BOOL .
Params] =l RT U 32 M Ha rdwa re Ove rVI ew . Siot1_PS_02 BOOL
Prafilest Slot1_PS 03 DINT
[ Test! Slot1_PS_04 DINT
Test? BL-08AI BL-12DO BL-10CIO Slot1_PS_05 DINT
4 Watch (for debugging) o Slot1_PS_06 DINT
& Overview! = 1 1 [ 1 ol BPS 07 _B0OO
£ oot : ; ;
¥ Soft Scope :‘: 3 b 3 T— -
£ Test_Stucture e 4 4 Slot2_AI_03  REAL
§4q Global defines 2 : s [ : Slot2 Al 04 REAL
{ul WVariahles Slot2_AI_05 REAL
E Types i!]E ; « - ; Slot2_ Al 06 REAL il
4 B RTU32M_DemoZa w 9 s [l 9 ‘c'”‘"'r‘ AL AT nEAl v
! Ei.f;ﬂ?ﬂ programs 2 © jp G KRl Frooeries 2 Orer
Ana_Limits1 -
) LB2_Info ("LB2 Bus®) @ [ 1 [ 4 Bar Graph E
S Main 2 Bottom To Top
[ Map_DNP3 € o : :
Farams1 N | 5 Right To fﬂﬂﬁm
Prafiles] 8 TOR oD
) RTU_Status o [ 7 v Binary
[ Testl & b_Bitmap =
5

RTU32M

\ic'.Dpct_lm_ent_s '.R_TU_32_r.fILRTlJSQ_I.ﬂ__De_m 92 a- Q\re_wi_ewj ara_

RTU32M Hardware Overview

BLOSAI ([T uRa—"

[ eerrrreriy
15 o
R S

2 I
3 I
+« I

Hame

Ohjecttype
Yariable symbol
Spying delay
Border size
Border calor
Border style

Data format

Data calor
Background colar
Background mode
Text

Text color

Text mode

Font name

Font size
Minirnum value
Meximum value
Direction

Setgain
Setoffset

| Value

OPAQUE

1

Arial

0.000000

E5535.000000

1.000000
0.000000

L 1
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The pages can be viewed when simulating or debugging
a logic application and can also be published for use by
the X5 HMI Graphics Viewer (a free client application
shipped with WorkSuite), or published as a .htm file for
use within web browser applications such as Internet
Explorer and Chrome.

The X5 Viewer installs in the same location on your PC
as WorkSuite eg. Programs>Brodersen>WorkSuite.

The WorkSuite generate tools create a .zip file for use
by the X5 Viewer and a .htm file, based on your Export
selection .

The X5T graphic file is now ready to be generated
Press Mext to start process.

Graphic file: CA\UsershPublictDocume....\Overview1.gra
Destination folder: C:\Usersh\Public\Doc.. \RTU32M_DemoZa
X5T file name =x

Target name: KSMETS.DLL

Connection settings 152.168.0.1:502

ZIP file name Fete/Mud2/hmi zip
Include symbol table v

< Back “ et > ]‘ Cancel Help

Export graphic for display in the X5Wiewer tool

@) Export graphic as HTMLS file — requires the data server on the runtime

ok ||

RTU32M Hardware Overview

Slot 00 Slot 01 Slot 02

RTU32M BP-51 BL-08AI

1 14755
2 61385
3 12157

4 32656

[ ]
[]
]

BL-20Cl

[NV ST RN

Slot 03 Slot 04

BL-12DO BL-10CIO

1 [
2 .
3 .
« N
5 [
o [
7 [
=
o
o [
«
« [

LR RN T RN

W e WM

The published files look the same when viewed in the X5 Viewer or a browser, as shown above.

Note: the initial release of the RTU32M supports reading only of variables for the .htm version (both read and write for the X5 version)
and requires manual transfer of the published file to the RTU32M ‘/www/pages’ folder.
functionality and manage the download process for the .htm version.
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10 RTU Monitoring Applications

RTU32M Series User Guide

10.1 Creating and Viewing RTU Monitor Applications

WorkSuite allows publishing of the RTU32 Series logic applications as pages that can be viewed online using the Monitoring tool.

From the Tools menu select ‘Build Monitoring Application’.

File Edit View Inset Project Window  Help

| Ml B[ | ¥ ) A etons RTU32M_Demo2a MWEHME O F §| B3
Workspace Customize... U32MRTU32M_Demo2a - Profiles1
[T hain File date/time has changed *)
@ tap_DMNP3 _.-'a:-:_.-"*:::_f“_.-"d 3 iles.txt';
Pararms] T_FllE_Tlck, b
Profilest File Tm=.Q:
[T Testt { | Generat= Monitoring Appiication ﬁ
Test? Snap Shot Document Fi
4 Watch (fDr debug Senerate Himl Document This assistant will guide you through the steps for corfigurating the
& Overview S — generation of a monitoring application.
E Overview? — Project path
W Soft Scope | @ B & C:\Users'Public\Documents\RTU32M\RTU32M_Demo2a
& Test_Structure $g  Glebsl Binding Editor = —
§g Global defines @ Compars Project : kA
“ariahl - £ Demo_Man 1
F‘ Tarla es — >
yRes 5 x| Configuration
4 B RTU32M Demozq & & 5% o)
b Exceptlon progral Communication Settings ,
Fagrams <
o i 3
Ana_leltS1 Runtime Parameters
BB Info (1B
“I Main 5
[ Map_DNP3 Export- 2
Params1 o I r .
E@ Frofiles Automation Script_ Select type of tree ﬁ
B RTU_Status 27 END_IF;
[ Test! 28 II Select type of tree:
259 PRINTIF ('Analo ]
Test? : : ( Defaut
“ Adlotob fiowclale =— Local variables under programs
Programs only

Variables only

The Generation Tool will then prompt for a name to
use eg. ‘Demo_Monl’is used here.

The next menu allows selection of the contents Options
Include symbol table
eg. can include/exclude programs and variables, or [ Insett variables before
simply accept the default settings.
p y p g Generate Monitoring Application ﬂ

The monitoring application is now ready.

When complete a ‘project name’.k5m file will be
generated and by default, this file is stored in the

In file:
I C:\Users\Publc\ Documents\RTU32M\RTU32M_DF . \RTU32M_Demoza Kam |

same folder as the other logic application files.

Fun application

Configuration
Save cument settings
Mame: {none)

[] Generate monitoring application when download

[ Fnsh | [ Cancel | [ Heb |

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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The monitoring application can be viewed using the “‘W5Monitoring.exe’ application that is located in the same folder as the WorkSuite
application eg. Program Files(x86)\Brodersen\WorkSuite3.9.2. Use the folder icon to select the monitoring application.

v
B Monitaring l
| & open

e ———
‘ | .. » Libraries » Documents » Public Documents » RTU32ZM » RTU3ZM DemoZa »
s ]
Organize * MNew folder
- | Communication Settings — M
i Favorites — Documents li =
Bl Deskiop RTU32M_DemoZa _
. @ OK
] Recent Places — @ Ethernet TCP/IP
4 Downloads o IF adress: 192.768.0.1
#@& OneDrive & - eno |
 bimap e -
Bl Desktop SD=tault
: .. NewFolder
4 Libraries
B Documents I | L] RTU32M Demoza.ksm |
& Music Type: KM File
[ Pictures Size: 83.6 KB
. Date modified: 24/08/2018 4:50 PM
B8 videos

You will then be prompted for the RTUs | |®&B8 M| ?
communications settings. The example above %ﬂ?\;ﬁfﬂs Mame [ Value [ Ta
am
shows setup of the IP address and port number. B pStartup 4 Anslog_Poini[l]
B pShutDaown _ID 74148
Bl ponDivZero _MName 'DNP3_AIOD"
Bl pOnBadindex _PointDesc "
Once connected, you can view variables B Map_DNP3 _PaintMurr 0
B Profilest _PointType g
(local/global and complex/structured tags), B Poramet “Class 5
programs and runtime information as shown Bl Ana_Limits1 _OhjType 286
B Testt _Objvar 0
below. B Test EwventType ?
[ LB2_Info (*LB2 Bus ™ EventDew 1
@ RTU_Status DevDB 5
Wariahbles Hhyst 0
E& Global varishles Persin 0
B RETAIN variahles PersOut 0
E& tain ZeroTh 0
E& Profiles] OutRgChlk 0
E# Paramsi TuneAlwd
B Ana_Limits1 4 HighLimit
EH Test] HighLimit[0] 8001
EH Test? HighLimit[1] 8002
E& LB2_lnfo HighLimit[2] 8003
Lists HighLimit[3] 8004
Configurations b HiLimPrlD
s DMNP3 Master b HiLimEn
% DMP3 Slave Level 3 (w3 Brodersen b HiLim3td
ws Brodersen RTU3Z10 b HiLimTuned
% Runtime messages b HiLimEwt
b LowLimit
b LolimPriD
ANY_TO_R... | b LoLimEn
Skit1_PS_08 = 2650 IN Q IN1 Qp————  PS1_SupplyVolts = 26.5 b LolimStd
e —_— 4 LolimTuned
AR ID. B LoLimTuned[1] TRUE
IN Q INT QO P51_OutputVolts = 12.045 LalimTuned[1]
R — L LoLimTuned([2]
ANY_TO_R... LoLirmTuned[3]
Slotl_PS_05 =274 14 Q PE&1_OutputCurrent = 274 I LoLlimBEwt
SunPriD -1
ANY_TO_R... ManFrD -1
Slot1_PS_03 = 23 IN Q PS1_Load = 23 TueFriD -1
WedPrlD -1
ThuPrlD -1
FriPrD -1
SatPriD -1
[1]1 2018/08/24 07:57:44.324 - Bnalog Profiles - new update file received [ RTU32M DEMOZR ]
[2] 2018/08/24 07:57:44.335 - Lnalog Profiles Updated (3 tags, including 156 parameters) [ RTU32M_DEMOZR ]
[3] 2018/08/24 07:57:44.3386 - Point Parameters — new update file receiwved [ RTU32M DEMO2R ]
[4] 2018/08/24 07:57:44.358 - Point Parameters Updated (26 tags, including 572 parameters) [ RTU32M DEMGZA ]
[5] 2018/08/24 07:57:44.358 - Lnalog Limit=z - new update file receiwved [ RTU32M DEMOZL ]
2018/08/24 E £ c Znalog Limits Updated (6 tags, including 288 parameters) [ RTU32M DEMO2A4 ]

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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11 RTU32 Utilities and System Event Log

RTU32M Series User Guide

11.1 General

Brodersen provide some utility programs for the RTU32 Series on the RTU32 CD included in each package. The tools include:
e  Software Bulk Update Tool
e  RTU32 Search Tool
e  Event Viewer for RTU32 maintenance and configuration and Event Viewer for RTU32 system log monitoring

e  Remote Display Tool

11.2 RTU32 Software Bulk Update Tool
See the Bulk Update Tool User Guide on CD for details.

11.3 RTU32 Search Tool

The RTU Search Tool is used to find RTUs on an Ethernet network. It will search using the network card/interface you define under the
LAN Interface. Be careful that you select the right one before you start the search procedure.

w:n

The Local Subnet will automatically detect the network details and if you place your cursor on the “i” you will get network details.

B Search for RTU32 on Local Subnet...(2011/06/15) l =|ulE] é
LAN Inteface | Realttek PCle GBE Family Controller v]
Local Subnet  192.168.1.0 i

IP Address Application Name State
1592.168.1.232 BoardID_2 Running
192.168.1.242 RTU_2 Running

I Search for RTU22 on Local Subnet...(2011/06/15) l ==l éj
LAN Irteface | Realtek FCle GBE Family Controller ~|
Local Subnet  192.168.1.0] i

Netwaork Calculation
IP Address Application Nai Mask  255.255.255.0
192.168.1.232 BoardiO_2 | Network 19216810
152 168 1.242 RTU 2 Broadcast 192.168.1.255
N HostMin 192.168.1.1
HostMax 192.168.1.254
#Hosts 254
P 1921681124
L ]

When you start the search process, the network will be scanned for Brodersen RTUs. Only RTUs with their RTU PLC runtime running will
answer. If you select an RTU on the list of RTUs found on the network and right-click, you will be able to open either the Webpage or
the Event Viewer (status Log info).

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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11.4 System Log/Event Viewer

RTU32M Series User Guide

The system log provides you with information about started processes in the RTU32M, errors and status information. You can also view
debug or information text from your WorkSuite application program which will be printed in the system log. COM port communications
can be logged if you add the right parameters to the COM port setup (,LL extension) — see COM port settings for details.

The System Log can be viewed by using the Brodersen Event Viewer utility or a standard Telnet window. The RTU EventlLog Server is
enabled by default in the System Configuration>Services menu.

Services Settings
System Owverview System Services
WM Runtime Settings
1/O Board Settings Enable Web Server Http Access o
System Configuration Enable Web Server Hitps Access O o
j i:;‘::;" Enable SSH Server (i}
.+ Netwark Redundancy Enable RTU EventLog Server (i}
= Time
Maintenance
Utilities Aply Cancel
DNP3 Slave
User name: admin
User group: Administrators
CPU Temp: 61.6 °C
Load: 1.29 1.32 1.27
Memory Ussge: 65.5 %
Board Temp: 33.5 °C
The event logs look like this in the Event Viewer:
M RTU32/RTUBE Event Viewer (2011/06/08]xe '
[~ Add Time stamp | Cannect | |1E|2.1EE!.D.1 j |9‘|1 Disconnect |
192.168.0.1(311) }

08724 01:58:3
08/24 01:58:3
08/24 01:58:3
0B/24 01:58:3
0B/24 01:58:3
0B/24 01:-58:3
0B/24 01:-58:3
08/24 01:58:3
08/24 01:58:3
08724 01:58:3
08724 01:58:3
08724 01:58:3
08724 01:58:3
3
3
3
3
3
3
3
3

§€.281 Brodersen RTU3Z LINUX RBuntime PID(378) s
©.281 Firmware 93304¢ V1.€5.5.54 Z018/08/2Z 13:15:30 (c) Brodersen A/S
©.287 =«3ll» Starting RIU3Z System Message Server

£.288 Linux imxeul-wvar-dart 4.1.15-2.0.0.1110+g0=z8ckb4d

©.2Z88 #c8 PREEMPT Wed RBug ZZ 15:53:1Z CEST Z018 (armw7l)

@.290 VM Based on: B.7.1501Z1 (TT=3Z bit)

§.290 RTU _ID:43924bld2e04Z81Z8

£.29% Binding HeartbeatPeriod/Timeout = 3000/3000

£.23% 2Attach (1) Main Comm Thread :Timecut: 120000ms, Total Threads: 1
&

&

&

&

i

i

i

i

i

i

i

7

298 Configured Startup: Warm Start (load RETAIN wvariabkles)
-310 LBZ: Entering STOPPED state

-348 LBZ: Imit IO scan

-384 LBZ: Starting ID scan

08/24 01:58: 202 LBZ: Applying datzbase

08724 01:58: 202 LBZ: BE-51.105 accepted as BL-$1 (28332)

08724 01:58: 202 LBZ: BL-0BRIC.D zccepted as BL-$Z (3220)

08724 01:58: 202 LB2Z: BL-20CI.D& zccepted as BL-$3 (1560)

03724 01:58: Z02 LBZ: BL-12ZDC.R1 accepted == BL-£4 (51z24)

08724 01:58: 203 LBZ: BL-10CIC.P& accepted as BL-$#5 (1&408)

08/24 01:58: 203 LBZ: BL-S5PRARE =zccepted as BL-$& (1&)

08,24 01:5B8:37.203 LBZ: BL-5PRRE zaccepted as BL-#7 (1l&) R

The RTU32 allows a maximum of 20 continuous connections and the log FIFO includes a maximum of 100 messages.
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12 RTU32M Technical Description

12.1 General

The RTU32M Compact RTU/PLC is based on a 32bit i.Mx6 CPU architecture running an Embedded Linux operating system. An industrial
power supply is integrated to support industrial supply levels. The basic RTU32M includes a range of communication and other
interfaces. The RTU32M provides interfaces like LocalBus and LB2 Bus for expansion 1/0 and integrated 1/0.

The RTU32M software is stored on an internal Flash or micro SD card. During start-up, the operating system and applications are
moved to RAM where it is executed. Retained variables are stored in NV RAM.

Using the Ethernet network for primary communication provides all the advantages of existing TCP/IP networking communication
facilities. Fast, reliable and secure communication is the main features and all networking components (software, routers, switches,
etc.) are available. In addition, serial ports for interfacing to application specific protocols (e.g. Modbus, Fieldbus, utility and traffic
proprietary protocols etc.) are available.

Detailed technical information about the RTU32M hardware is provided in the RTU32M Data Sheet and in the RTU32M Wiring and
Mounting Instruction manual.

12.2 PLC Runtime

The WorkSuite programming tool fully supports EN/IEC61131 and is used for developing PLC programs in the RTU32M. The application
program kernel is implemented and runs in the Windows Embedded CE real-time task. WorkSuite offers complete PLC functionality as
found in both normal PLC runtimes and in SoftPLCs, and supports all features needed in today's industrial environment. WorkSuite
supports programming languages including Structured Text, Function Block, Ladder, Instruction List and Sequential Function Chart. The
VM PLC runtime supports cold restart, hot restart and on-line changes.

The Brodersen WorkSuite is used for configuration protocols, programming and debugging. It supports several tools for multi-program
handling and documentation. It is also a powerful tool for complete system design and programming, providing unique functions for
event based communication. The Global Binding Editor makes it possible to publish and subscribe variables in a large network with
minimum communication load. The events are time stamped and can also be used directly in ZenOn SCADA HMI applications.

Programming, debugging and upload and download of application programs can be done remotely via Ethernet or RS232.

The RTU32M application kernel is used in many products and applications worldwide. More details about WorkSuite including training
and help can be gained by contacting your local Brodersen distributor or Brodersen support.

12.3 Software Versions

The Settings overview page in the RTU32 includes the software version for the actual build.

RTU32 Version Information

RTU32 Firmware Version 1.65.5.40

RTU32 Firmware Date 2018/06/15

RTU32 Firmware 1D 93046

WM Runtime Version 8.7.150121

RTU32 Linux Image Date 2018

RTU32 Linux Version 4,1.15-2.0.0.1069+g0a8ch4d
RTU32 Linux Build Version 1

If you contact Brodersen or your local distributor / system integrator for support, it is important that you have the RTU32M Version
Information ready together with the serial number of your device(s).
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Appendix 1 - RTU32M Factory Reset

RTU32M complete Reset

You can make a complete reset of the RTU32M that will reset it back to factory default settings. Note that during reset process all
settings in the RTU32M are lost.

To make a complete reset you will need a small screwdriver, pointed pen or paperclip for activating the reset button.

On the front panel of the RTU32M you will find a small 3mm hole located between the SD card and LAN 1. Behind this is a small push
button that is used in the reset process.

Procedure:

Power down the RTU32M.

Use a small pointed device to push/activate the reset button while you apply power to the
RTU32M. Keep the reset button pressed for a minimum of 9 seconds before it is released.

The RTU32M logic application will be erased and the RTU32M will then start-up with factory
default settings. LAN IP address = 192.168.0.1 and password at default setting.

Brodersen A/S, Islevdalvej 187, DK-2610 Roedovre, Denmark, Tel: +45 45 35 26 27, Fax: +45 45 35 26 29, Email: sales@ Brodersen.com
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Remote Management Remote Access and Wireless access
Remote Data

Products: Products: Anybus Wireless Bridge

eWON Netbiter Products: Anybus Wireless Bolt, IXXAT CANblue Il
eWON Flexy & Cosy ‘

CAN infrastructure

Products:
IXXAT CAN products

/ ) PC Interfaces
= Products:
IXXAT PC cards
IXXAT INpact

7
'

Functional safety

Products

- _
Connectivit

____solvedi

Embedded
multi-network
connectivity

Products: Anybus CompactCom

Multi-network connectivity

Products: Anybus  at  ay
Anybus Communicator

e-SO+T

Industrial Control &

Communication Systems

Todo en Redes Industriales, Buses de Campo, Comtrol de Proceso.

ER-Soft, SA,
C/ Comunidad de la Rioja, 3
28231 LlasRozas [Madrid)

www.er-soft.com, info@er-soft.com, Tel: 916 408 208
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