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Important User Information

Liability

Every care has been taken in the preparation of this document. Please inform HMS Industrial Networks AB of any
inaccuracies or omissions. The data and illustrations found in this document are not binding. We, HMS Industrial
Networks AB, reserve the right to modify our products in line with our policy of continuous product development.
The information in this document is subject to change without notice and should not be considered as a commit-

ment by HMS Industrial Networks AB. HMS Industrial Networks AB assumes no responsibility for any errors that
may appear in this document.

There are many applications of this product. Those responsible for the use of this device must ensure that all the
necessary steps have been taken to verify that the applications meet all performance and safety requirements in-
cluding any applicable laws, regulations, codes, and standards.

HMS Industrial Networks AB will under no circumstances assume liability or responsibility for any problems that
may arise as a result from the use of undocumented features, timing, or functional side effects found outside the
documented scope of this product. The effects caused by any direct or indirect use of such aspects of the product
are undefined, and may include e.g. compatibility issues and stability issues.

The examples and illustrations in this document are included solely for illustrative purposes. Because of the many
variables and requirements associated with any particular implementation, HMS Industrial Networks AB cannot as-
sume responsibility for actual use based on these examples and illustrations.

Intellectual Property Rights

HMS Industrial Networks AB has intellectual property rights relating to technology embodied in the product de-
scribed in this document. These intellectual property rights may include patents and pending patent applications in
the USA and other countries.

Trademark Acknowledgements

Netbiter® and eWON® are registered trademarks of HMS Industrial Networks AB. Java is a registered trademark of
Oracle and/or its affiliates. All other trademarks are the property of their respective holders.
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1 Preface

1.1 About This Document
This manual describes how to install and configure Netbiter EC150/220/250 gateways.

For additional related documentation and file downloads, please visit the Netbiter support web-
site at www.netbiter.com/support.

1.2 Related Documents
Related documents
Document Author
Netbiter EC150/250/220 Installation Guides HMS
Netbiter Argos Administration Manual HMS
Netbiter Remote Access User Manual HMS

1.3 Document history

Revision list
Version Date Author Description
1.00 Nov. 2012 SDa First official release.
1.10 March 2013 SDa New chapter on Ethernet installation.
2.00 Nov. 2013 SDa Added EC350.
2.10 Jan. 2014 SDa Removed EC150-M. Removed info on relay in EC150.
2.1 April 2014 SDa Minor correction to dimensions.
Added Japanese approval information.
2.20 May 2014 SDa Added EC310. Updated LEDs for EC350.
2.30 Sep. 2014 SDa Certifications updated for EC310/EC350.
2.40 Nov. 2014 SDa Added EtherNet/IP support. Updated specs for EC3xx.
2.50 Dec. 2014 ThN Changed tolerance values.
3.00 May 2015 ThN Multiple corrections and updates.
Revised document structure and layout.
3.10 June 2015 ThN Added info on symbolic segment addressing.
4.0 Sep. 2015 ThN New layout
Misc. corrections and updates
41 Dec. 2015 ThN Updated for new firmware
Misc. corrections and updates
4.2 June 2016 ThN New IP configuration method for EC310/350
Updated compliance section
5.0 2016-10-03 ThN Removed EC310 and EC350
Summary of changes in this version
Change Where (section no.)

Removed sections about EC310 and EC350 —
Corrected typos and minor errors —

Updated Technical Data appendix
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1.4 Conventions
Unordered (bulleted) lists are used for:
+  ltemized information
* Instructions that can be carried out in any order

Ordered (numbered or alphabetized) lists are used for instructions that must be carried out in
sequence:

1. First do this,

2. Then open this dialog, and
a. set this option...
b. ...and then this one.

Bold typeface indicates interactive parts such as connectors and switches on the hardware, or
menus and buttons in a graphical user interface.

Monospaced text is used to indicate program code and other
kinds of data input/output such as configuration scripts.

This is a cross-reference within this document: Conventions, p. 4

This is an external link (URL): www.hms-networks.com

@ This is additional information which may facilitate installation and/or operation.

' This instruction must be followed to avoid a risk of reduced functionality and/or
° damage to the equipment, or to avoid a network security risk.

Caution
This instruction must be followed to avoid a risk of personal injury.

WARNING

This instruction must be followed to avoid a risk of death or serious injury.

A
A
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2 Description

This product contains parts that can be damaged by electrostatic discharge (ESD).
Use ESD protective measures to avoid equipment damage.

@ Field wiring terminals shall be connected with minimum wire size 24 AWG.

Netbiter EasyConnect gateways can be connected to Modbus devices via various interfaces
and physical connections. Which interface(s) to use is selected in Netbiter Argos.

21 Netbiter EC150
211 Terminal block (12-pin)

-
—
Wod>
Lia
zia
—
ano
+uIp

RS-485 RS-232 DI
Fig. 1 Terminal block
Terminal block connections
Pin | Label Function Note
24 Vin+ Power 9-24 VDC/VAC EC150 can optionally be powered by 9—24 VAC.
23 Vin- PE ground
22 DI:DI 2 Digital input #2 Low = 0-2 VDC, High = 10-24 VDC
21 DI:DI 1 Digital input #1 Low = 0-2 VDC, High = 10-24 VDC
20 DI:COM Digital input common
17 RS-232:RX RS-232 Receive
16 RS-232:TX RS-232 Transmit
15 COM Serial interface common | Shared between RS-232 and RS-485
14 RS-485:A RS-485 Line A
13 RS-485:B RS-485 Line B

Netbiter® EC150/220/250 Gateways User Manual
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21.2 D-sub Connector

The 9-pin male D-sub connector provides an RS-232 interface for Modbus RTU.

D-sub connector pin layout

Pin Function

CD (Carrier Detect)

Rx (Receive)

Tx (Transmit)

DTR (Data Terminal Ready)

GND

DSR (Data Set Ready)

RTS (Request To Send)

CTS (Clear To Send)

O oo N OO B~ W[N| -

RI (Ring Indicator)

21.3 Ethernet Connector

Fig. 2

1 (male) 5

-

6 9

D-sub connector

The RJ-45 socket provides Ethernet network connection. It also supports Modbus TCP via
Ethernet, which can be used at the same time as Modbus RTU units on another interface.

Ethernet connector pin layout

Pin Function

1 TD+

2 TD-

3 RD+
4,5,7,8 Termination
6 RD-

Netbiter® EC150/220/250 Gateways User Manual
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2.2 Netbiter EC220
2.21 Terminal Block (12-pin)

Fig. 4 Terminal block

Terminal block pin layout

Pin Function Note

+Vdc Power 12-24 VDC

GND PE ground

AO:OUT Analog output 0-10 VDC

AO.COM Analog output common Internally connected to GND
Al:AL1 Analog input #1 PT100, current or voltage (selected with internal switch)
Al:Al 2 Analog input #2

Al:COM Analog input common Internally connected to GND
DI:DI1 Digital input #1 Low = 0-1 VDC, High = 9-24 VDC
DI:DI2 Digital input #2

DI:COM Digital input common

Relay:COM Relay output common

Relay:NO Normally open connected Rated load: 1 A @ 24 VDC

Analog Input Configuration Switches

[~] PT100
‘ ‘ 0-20 mA
|| o-10v

A2 AN

Fig. 5 EC220 DIP switch

The analog inputs are configured with two DIP switches inside the unit. Take care not to dam-
age the antenna cable when opening/closing the cover.

EC220 DIP switch setting

Setting Function Note

PT100 Temperature sensor (default) | -50 to +150 °C

0-20 mA Current Input resistance 270 Q
0-10 VDC Voltage Input resistance 280 Q

Netbiter® EC150/220/250 Gateways User Manual

HMSI-168-92 4.3



Description

8 (44)

2.2.2 RS-485 Serial Interface (3—pin Connector)

The RS-485 serial interface can be used to connect Modbus RTU devices.

/ Eject

SIM

U

®

= &

A

B CO
RS-485

5
©©©©©
@@@@ @
o

RS-232

Fig. 6 RS-485 connector

RS-485 connector pin layout

Pin Function

A RS-485 A line

B RS-485 B line
COM RS-485 common

2.2.3 D-sub Connector

The 9-pin female D-sub connector provides an RS-232 interface for Modbus RTU and for con-

necting a GPS receiver.

D-sub connector pin layout

Pin Function

CD (Carrier Detect)

Rx (Receive)

Tx (Transmit)

DTR (Data Terminal Ready)

GND

DSR (Data Set Ready)

RTS (Request To Send)

CTS (Clear To Send)

O oo N OO Bl W[N| -~

RI (Ring Indicator)

224 Antenna Connector

5 (female) 1

Fig. 7

6

D-sub connector

The antenna connector is a standard SMA screw connector. Optional external antennas are

available from your supplier.

Netbiter® EC150/220/250 Gateways User Manual
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225 SIM Card
Installing the SIM Card

1. Push the yellow button next to the SIM card holder and remove the holder.

Fig. 8 Removing the SIM card holder

2. Place the SIM card into the holder and insert it into the EC220. Observe the correct po-
sition of the cut-off corner and the contact surfaces.

Fig.9 Inserting the SIM card

SIM Card configuration

The SIM card must be configured in Netbiter Argos before it can be used.

When using a SIM card not issued by HMS, make sure that the SIM card has a mobile data plan
and allows text messaging and that PIN code security has been disabled.

See the Netbiter Argos Administration Manual for further information.

An SMS text message will be sent to Netbiter Argos when a new SIM card is inserted into the
Netbiter gateway.

Netbiter® EC150/220/250 Gateways User Manual HMSI-168-92 4.3
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2.3 Netbiter EC250
2.31 Terminal Block (12-pin)
1I3 14 15 18 17’ 18 19 20 21 22 23 24
8 9,8 8,8, ®||2 2 8/ ¢ F
s 2 8 3 2 ~ - 8%
RS485 RS422 RS232 DI
RS422
Fig.10  Terminal block
Terminal block pin layout
Pin | Label Function Note
24 V+ Power 9-24 VDC
23 GND PE ground
22 DI:COM Digital input common
21 DI:DI 1 Digital input #1 Low = 0-2 VDC, High = 10-24 VDC
20 DI:DI 2 Digital input #2 Low = 0-2 VDC, High = 10-24 VDC
19 RS-232:RX RS-232 Receive
18 RS-232:TX RS-232 Transmit
17 COoM Serial interface common | Shared between RS-232/422/485
16 RS-422:RD(A) RS-422 Receive A
15 RS-422:RD(B) RS-422 Receive B
14 RS-485:TD(A) RS-485 Line A
RS-422:TD(A) RS-422 Transmit A
13 RS-485:TD(B) RS-485 Line B
RS-422:TD(B) RS-422 Transmit B
2.3.2 D-sub Connector

The 9-pin D-sub connector provides an RS-232 interface for Modbus RTU and for connecting a
GPS receiver.

D-sub connector pin layout

Pin

Function

1 (male) 5

CD (Carrier Detect)

Rx (Receive)

Tx (Transmit)

DTR (Data Terminal Ready)

GND

DSR (Data Set Ready)

6 9

RTS (Request To Send)

CTS (Clear To Send)

Fig. 11

D-sub connector

O oo N OO B~ W[IN| -

RI (Ring Indicator)

Netbiter® EC150/220/250 Gateways User Manual

HMSI-168-92 4.3



Description

11 (44)

2.3.3 Ethernet Connector

The RJ-45 socket provides Ethernet network connection. It also supports Modbus TCP via
Ethernet, which can be used at the same time as Modbus RTU units on another interface.

Ethernet connector pin layout

Pin Function
1 TD+
2 TD-
3 RD+
4,5,7,8 Termination
6 RD-
2.34 Antenna Connector

1 8

Fig.12 Ethernet connector

The antenna connector is a standard SMA screw connector. Optional external antennas are

available from your supplier.

Netbiter® EC150/220/250 Gateways User Manual
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2.3.5 SIM Card
Installing the SIM Card

1. Push the yellow button next to the SIM card holder and remove the holder.

Push

Fig. 13 Removing the SIM card holder

2. Place the SIM card into the holder and insert it into the EC250. Observe the correct po-
sition of the cut-off corner and the contact surfaces.

Fig. 14 Inserting the SIM card

SIM Card configuration

The SIM card must be configured in Netbiter Argos before it can be used.

When using a SIM card not issued by HMS, make sure that the SIM card has a mobile data plan
and allows text messaging and that PIN code security has been disabled.

See the Netbiter Argos Administration Manual for further information.

An SMS text message will be sent to Netbiter Argos when a new SIM card is inserted into the
Netbiter gateway.

Netbiter® EC150/220/250 Gateways User Manual HMSI-168-92 4.3
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2.4 Power Supply

' Always make sure that the power supply is correctly connected and of the
® recommended type. Connecting power with reverse polarity or using the wrong
type of power supply may damage the equipment.

241 Netbiter EC150/EC250

200222

Fig.15 EC150/EC250 power supply connection

Connect 9-24 VDC to Vin+ (EC150) or V+ (EC250), and connect ground to GND.

@ Netbiter EC150 can alternatively be powered by 9-24 VAC.

2.4.2 Netbiter EC220

Fig. 16 EC220 power supply connection

Connect 9-24 VDC to +VDC, and connect ground to GND.

Netbiter® EC150/220/250 Gateways User Manual HMSI-168-92 4.3
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3 LED Indicators
3.1 Netbiter EC150

netbiter’

Fig.17 EC150 LED indicators

Module Status

Serial Link Status

Activity/Collision

Link

LED Indication Meaning
OFF No power
Orange/green System is starting up

Green (3 flashes)

System is operating normally

Red (2 flashes)

Module Status

Invalid network settings

*  DHCP: Check that there is a working DHCP server on
the network.

+  Static IP: Check that the IP address, default gateway and
DNS are correctly set.

« Ifaproxy is used, check that the proxy settings are
correct.

Red (3 flashes)

No connection to Netbiter Argos
*  Check the network settings.

« Ifaproxy is used, check that the proxy settings are
correct.

*  Check that at least one of ports 443, 80 or 5222 are open
in the firewall.

Flashing green

Receiving serial packet

Serial Link Stat
enatt us Flashing red

Transmitting serial packet

» » Flashing green
Activity/Collision

Receiving Ethernet packet

Flashing red

Ethernet collision

Steady green
Link

10 Mbps Ethernet network detected

Steady orange

100 Mbps Ethernet network detected

Netbiter® EC150/220/250 Gateways User Manual
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3.2 Netbiter EC220

All LED indicators will be lit while the gateway is starting up. After the startup sequence has
completed they will indicate system status.

Power @

netbiter’

Status

Running @

EasyConnect EC220 GSMSignal @

Fig.18 EC220 LED indicators

LED Indication Meaning
Power Off No power
Green (steady) Unit has power
Status Off Normal operation
Red (1 flash) SIM card not registered on HMS Home Network'

*  Check that the SIM card is correctly inserted and undamaged
and that PIN security is disabled.

+  Check that there is mobile network coverage for your operator.

Red (2 flashes) Invalid network settings
»  Check that the correct APN (Access Point Name) has been set in
Netbiter Argos.
Red (3 flashes) No connection to Netbiter Argos

*  Check that the mobile network provider grants access to port

5222.
Running Off Contact Netbiter support
Green (flashing) Normal operation
GSM Signal Off Contact Netbiter support
Green (1 flash) Poor mobile network signal

*  Make sure the antenna is correctly installed and pointing
upwards.

»  Try adifferent antenna placement.

. Use an external antenna.

Green (2 flashes) Acceptable mobile network signal

Green (3 flashes) Good mobile network signal

1. The Netbiter SIM card will automatically try to connect to a network in the global HMS “home network” group of opera-
tors. A list of these network operators can be found at the Netbiter support website.

Netbiter® EC150/220/250 Gateways User Manual HMSI-168-92 4.3
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3.3 Netbiter EC250

Module Status

n2tbl.ter ? Serial Status

Fig.19 EC250 LED indicators

Ethernet Activity

Ethernet Link

The Module Status LED alternates between displaying system status and mobile network signal
strength for 2 seconds each in a 4-second cycle. If a mobile network connection has not been
set up, the LED will stay unlit during the second part of the cycle.

Module Status (1)

LED Indication Meaning
OFF No power
Orange/green System is starting up (ca. 40 seconds)

Red (1 flash)

SIM card not registered on HMS Home Network?

»  Check that the SIM card is correctly inserted and undam-
aged, and that PIN security is disabled.

*  Check that there is mobile network coverage for your
operator

Red (2 flashes)

Invalid network settings
Mobile

+  Check that the correct APN (Access Point Name) has
been set in Netbiter Argos.

Ethernet

*  DHCP: Check that there is a working DHCP server on
the network.

»  Static IP: Check that the IP address, default gateway and
DNS are correctly set.

» Ifaproxy is used, check that the proxy settings are
correct.

Red (3 flashes)

No connection to Netbiter Argos
Mobile

*  Check that the mobile network provider grants access to
port 5222.

Ethernet

»  Check the network settings.

« Ifaproxy is used, check that the proxy settings are
correct.

»  Check that at least one of ports 443, 80 or 5222 are open
in the firewall.

2. The Netbiter SIM card will automatically try to connect to a network in the global HMS “home network” group of opera-
tors. A list of these network operators can be found at the Netbiter support website.

Netbiter® EC150/220/250 Gateways User Manual
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LED Indication

Meaning

Module Status (2)

Green (1 flash)

Poor mobile network signal

*  Make sure the antenna is correctly installed and pointing

upwards.
»  Try adifferent antenna placement.

. Use an external antenna.

Green (2 flashes)

Acceptable mobile network signal

Green (3 flashes)

Good mobile network signal

Serial Status

Steady orange

System is starting up

Flashing green

Receiving serial packet

Flashing red Transmitting serial packet
Ethernet Activity Flashing green Receiving Ethernet packet

Steady green 10 Mbps Ethernet network detected
Ethernet Link

Steady orange 100 Mbps Ethernet network detected

Netbiter® EC150/220/250 Gateways User Manual
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4 Installation
' This product contains parts that can be damaged by electrostatic discharge (ESD).
° Use ESD protective measures to avoid equipment damage.

4.1 Netbiter EC150/EC250

Netbiter EC150 and EC250 are supplied ready for mounting on a DIN rail.

411 Mounting on DIN Rail

Mounting
1. Hook the unit onto the upper lip of
the rail.
2. Press the unit towards the rail until it .
snaps into place.
Fig.20 Mounting on DIN rail

Removing
1. Pull the tab at the bottom of the unit

gently downwards (using a screw-
driver or similar tool).

2. Pull the bottom end free and lift the i 1
unit from the rail.

Fig.21 Removing from DIN rail

4.2 Netbiter EC220

Fig.22  DIN rail mounting kit (optional)

Netbiter EC220 can either be screw-mounted directly to a flat surface using the screw holes in
the metal housing, or on a DIN rail using the optional rail mounting kit.

Netbiter® EC150/220/250 Gateways User Manual HMSI-168-92 4.3
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5 Wiring Examples
5.1 Netbiter EC150/EC250
EC150/EC250
9-24VDC O O\C
ovDC O
Fig. 23 Digital Input
5.2 Netbiter EC220
EC220
+ PT100
0-10 VDC 0-20 mA
- 0-10V
Fig.24 Analog Input — Voltage Sensor
EC220
+0O 0-20 mA PT100
0-20 mA
e 0-10V
Fig.25 Analog Input — 2-wire Current Sensor
EC220
+0O 50T PT100
-0 0-20 mA 0-20 mA
[ 0-10V
Fig.26 Analog Input — 3-wire Current Sensor
EC220
+0 0T PT100
0-20 mA 0-20 mA
-0 GND 0-10V

Fig.27 Analog Input — 4-wire Current Sensor

Netbiter® EC150/220/250 Gateways User Manual
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Fig. 28

Fig. 29

Fig. 30

Fig. 31

PT100

EC220

PT100
0-20 mA
0-10V

Analog Input — Temperature Sensor

9-24VDC O

ovbC O

Digital Input

EC220

o o

EC220

Analog load 0-10V
Max load resistance = 2 kQ

Analog Output

24V DC/AC O

ov O

Relay Output

EC220

Relay:NO

Relay:COM

The relay output must be supplied from an isolating transformer using a secondary
listed fuse rated at maximum 3.3 A and minimum 30 VDC.

Netbiter® EC150/220/250 Gateways User Manual
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6 GPS

GPS functionality must be activated in Netbiter Argos before it can be used. See the Netbiter

Argos Administration Manual for more information.

6.1 Connecting GPS Devices
6.1.1 Netbiter EC220

Connecting a GPS device to a Netbiter EC220 requires a cable with a 9-pin male D-sub con-

nector to connect to the RS-232 port.

1 (male) 5

Fig.32 D-sub connector

GPS cable pin assignment

EC220 RS-232 port GPS device
2 Rx (Receive) Tx

3 Tx (Transmit) Rx

5 GND GND

6.1.2 Netbiter EC250

Connecting a GPS device to a Netbiter EC250 requires a cable with a 9-pin female D-sub con-

nector to connect to the RS-232 port.

5 (female) 1

Fig. 33 D-sub connector

GPS cable pin assignment

EC250 RS-232 port GPS device
2 Rx (Receive) Tx

3 Tx (Transmit) Rx

5 GND GND

Netbiter® EC150/220/250 Gateways User Manual
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7

71

Ethernet Network Setup

Netbiter EasyConnect gateways should only be installed in networks with firewall

® protection. Contact your network administrator if in doubt.

Netbiter EasyConnect gateways require outbound (outgoing) access on TCP ports 5222, 443
and 80 to connect to Netbiter Argos. Connection attempts will be made to 3 different servers
with a timeout of 30 seconds for each server. This means that it may take up to 4%z minute to es-
tablish a connection (3 ports x 3 servers x 30 seconds).

The following ports may also need to be opened in the firewall:

502 (TCP) Default port for Modbus TCP
8080 (TCP) Alternative web server port
53 (UDP) External DNS

IP Addressing

Netbiter gateways can use static or dynamic IP addressing (DHCP). When using DHCP, the
TCP/IP settings will be configured automatically. DHCP is the default setting.

The TCP/IP settings in Netbiter EC150 and EC250 can be configured using IPconfig, a Win-
dows-based configuration utility that automatically detects Netbiter gateways on a local network.

If the network uses a proxy to connect to the Internet you also need to set up the proxy configu-
ration in the local configuration web interface. See Local Configuration (EC150/EC250), p. 26.

Netbiter® EC150/220/250 Gateways User Manual HMSI-168-92 4.3
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7.2
7.21

7.2.2

IPconfig
Installing the IPconfig Utility

1. Download IPConfig from www.netbiter.com/support.

2. Extract the contents of the zip archive in a folder on your computer and double-click the
executable file to run it.

Scanning for Connected Devices

Make sure that the Netbiter gateways to be installed are connected on the same Ethernet sub-
net as the computer running IPconfig. Use standard Ethernet cables.

When the IPconfig utility is started it will scan the Ethernet network for Netbiter gateways. All de-
tected units will be presented in a list in the main window. To refresh the list, click on Scan.

=

IF | M | Gw | DHCP | Wersion | Type | MaC

101013164 2552652660 1010131 an 3260 ABX EtheMetAPScan  (0-30-11-0E-36-6C
101013204 2552552560  OLLOD aif 1051 Anpbus MET Gateway 00-30-11-1330-13
101013166 25525526650 1010131 an 1341 EC2E0 00-30-11-FE-30-40
192166083 2562652660 1921630254  OF 1220 ModbusGw 00-30-11-FE-7F-13

Settings | Scan |

Fig. 34 IPconfig main window

Main window columns

IP IP address of the Netbiter gateway

SN Subnet mask

GW Default gateway

DHCP Automatically managed IP configuration
Version Firmware version

Type Netbiter model name

MAC Ethernet MAC address (System ID)
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7.2.3 Changing IP settings

To change the IP settings for a unit, either double-click on the entry in the list or right-click on it
and select Configuration.

I8 configure: 00-30-11-FB-7F-13 | |

Ethemet configuration

IF address: | 192 . 168 . 0 . 83 DHCP
" 0On
Subnet mazk: | 285 285 0285 00
o

Default gateway: | 192 . 168 . 0 . 254

Primary DNS: | o.a .0 .0

Secondary DNS: | 0.0 .0 .0

Hostname: |M odbus

Password: | " Change password

Mew pazsword: |

Set Cancel

w

Fig. 35 IPconfig settings

Notes

* Do not enable DHCP if there is no DHCP server available on the network.

*  You can add a name for the Netbiter gateway in the Hostname field. Only the charac-
ters a-z, A-Z, 0-9 and _ (underscore) are allowed.

«  The default password for authentication of the new settings in Netbiter EC150, EC250,
and WS series gateways is admin.

To change the password: check the Change password box, enter the current pass-
word in Password, enter the new password in New password, then click on Set.

For security reasons, the password “admin” should always be changed.

@ The password in IPconfig is not related to the password for the local configuration pages.

Click Set to save the new settings and restart the Netbiter gateway. Please note it that may take
some time before the gateway is online again after a reboot.
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8 Activation
8.1 Adding the Gateway to Netbiter Argos

Before a Netbiter EasyConnect gateway can be used it must be registered and activated from a
user account in Netbiter Argos.

For instructions on how to add a Netbiter gateway to Netbiter Argos, please refer to the Netbiter
Argos Administration Manual which can be downloaded from the Netbiter support website www.
netbiter.com/support.

2,7 kVAR

oactive poner

Fig. 36 Netbiter Argos
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9

9.1

Local Configuration (EC150/EC250)

Local configuration is normally not required and should only be carried out when
® necessary. Please read the instructions below carefully.

Netbiter EC150 and EC250 have a built-in web interface that can be used for initial configura-
tion and troubleshooting.

Netbiter Argos is the preferred way of configuring the gateway. The built-in web interface is pri-
marily intended for informational purposes and troubleshooting. The only configuration changes
that should be made using the local web interface are:

*  Proxy settings (if required)

*  Modem/Ethernet connection mode (EC250 only)

*  PIN code settings — if using a PIN code for the SIM card (EC250 only)
*  Firmware updates

Other configuration changes that are made locally will not be synchronized with Netbiter Argos.

Connecting to the Web Server

The computer used to access the local configuration must be on the same Ethernet network
subnet as the gateway. The computer can also be connected directly to the gateway using a
crossover Ethernet cable. This may require the IP address for the Ethernet interface on the PC
to be changed.

Use IPconfig to detect the IP address of the gateway, then right-click on the entry for the gate-
way and select Open Web Interface. This will open its local web server in your default browser.
See also IPconfig, p. 23.

If the IP address is known you can also type it directly into the address field of a web browser.

s, - - ==

P [sn [ Gw [ DHCP [ Version [ Type [ Mac [
10701354 2562852850 1010131 n 1320 EC2E0 00-30-11FB-96-75
101013164  ZEE2E52EED 1010131 On 3260 ABX EtherNet/PSoan 00-30-11-0E-36-60
101013204 ZEEEZEED 000D it 1051 Anpbus NET Gateway 00-30-11-13:30-13
101013164 2552652550 1010131 On 1320 EC250 00-30-11FB-90-40
192168083 2562552650 1921680254 O 1220 ModbusGw 00-30-11FB-7F-13
10.10.13,124 0 1010131 in 1028 FC7AN 00-30-1FB-F.C2
101013125 255, 0 1010131 Configuration 00-3 B
101013153 255, 0 1010131 -3
101013230 2552552550  0.0.0.0 Open Web-Interface 00-30-11-FB-38-22
101013231 2552552550  0.0.0.0 Wink 00-30-11-FB-6F-2D
101013232 2552852550 1040131 00-30-11-FB-90-65
101013233 2552852550 1040134 oif 1331 EC250 00-30-11-FB-95-30

Settings | Scan Exit

Fig. 37 IPconfig

Netbiter® EC150/220/250 Gateways User Manual HMSI-168-92 4.3



Local Configuration (EC150/EC250) 27 (44)

9.2 Login

Enter the IP address of the gateway in a web browser to log in. The default user name is admin,
and the password is the activation code supplied with the unit.

EasyConnect
EC150

netbiter

Device I 002011FBSBBC

Fig. 38 Local web server login

9.3 Status

The Status page presents an overview of the current connection status.

Valid Responses Serial Timeouts i Exceptions | CRC Errors Buffer Overruns Frame Errors

Optidrive P2

Modem connection status Connects on ethernet fail
Netbiter Argos status Connected to server
GPS status Not installed

Fig.39 Status page
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9.4 Modbus Settings

Settings for Modbus communication. These settings should normally be made in Netbiter Argos.
See the Netbiter Argos Administration Manual for more information.

Serial Settings (Modbus RTU/ASCII)
Transmission Mode RTU Iz‘
Slave Response Timeout ms:
Fhysical interface RS-485 [+]
Baudrate 9600 bps Iz‘
Character Format No Parity Iz‘ 1 Stop Bit Iz‘
Extra delay between messages ms:
Character delimiter (0 = Scand! ms: |0
Use function code 15 when writing single bits (coils) Disabla El
Use function code 16 when writing single registers Disable Iz‘
Transparent Modbus settings (Modbus TCP)
Transparent Modbus/TCP to Modbus/RTU Disable Iz‘
Port number 502
Internal module registers via Modbus/TCP Enable: Modbus Slave Address:
Server Idle Timeout Enable: Seconds: | 60
1P Authentication Enable: IP Number: . . .
Mask: . . .
e
Found modbus slaves
No Modbus slaves found
Fig.40 Modbus Settings
-
9.5 Ethernet Settings
Status Modbus | Ethernet System Netbiter Argos About
Ethernet Settings
DHCP @ DynamicIP (" Static IP
Host Name
IP Address 10 o| 200
Subnet mask 255
Gateway
Primary DNS
Secondary DNS
save settings

Fig.41 Ethernet settings
These are the same settings as those entered in IPconfig, see IPconfig, p. 23.

When DHCP is enabled the unit will automatically receive the settings for IP address, subnet
mask, default gateway, and DNS. Contact your network administrator if in doubt.
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9.6 System Settings
Status Modbus Ethernet System Netbiter Argos About
Firmware
Select an update file (.nbu or .nbp) Browse_ | Mo file selected update
Version Informa tion
1:3;,0 (build 314)
Tools
Get system lag files sava
Restart module reboot
Reset to factery default settings reset
User interface
Language English =
Password Change password: [~
Repeat password
==
Fig.42 System settings
This page is intended for troubleshooting and for updating firmware when there is no connection
to Netbiter Argos.
9.6.1 Updating Firmware

1. Download the latest firmware from www.netbiter.com/support.

2. Click on Browse and select the firmware file you downloaded.

3. Click on Update to start the update.

Do not close the web page while the update is in progress.

The firmware in Netbiter EC150 and EC250 can alternately be uploaded via the RS-232 serial
interface. See Netbiter Update (EC150/EC250), p. 32.

Netbiter® EC150/220/250 Gateways User Manual
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9.7 Netbiter Argos

This page contains settings for connecting to Netbiter Argos and shows the status of the
connection.

9.71 Proxy Setup

If you are connecting to the Internet via a proxy, select the proxy type in the drop-down menu
Use proxy to connect to Internet and fill in the IP address, the port number to use on the LAN
side, and (if required) the username and password for the proxy server.

Click on Save settings when finished.

Status Modbus Ethernet System |NetbiterArgns About

Netbiter Argos configuration
System 1D 003011FB9675
Activationcede . ssssssss
Use proxy to connect to internet HTTP El
Server 192.168.0.99
Port 443
Username JoeUser
Password ~  ssssssss
save settings

Fig. 43 Netbiter Argos and proxy configuration

WAN Ports

The proxy server must allow traffic on at least one of the following ports:
« Port443

« Port80

+  Port5222

If none of the ports listed above are open on the WAN side, the gateway will not be
® able to communicate with Netbiter Argos.
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9.8 Modem Settings (EC250)

Status Modbus |Mudem GPS Ethernet System MNetbiter Argos About

Modem Settings

Pin code  (Press butron to rest/enter pin code} Enable: [7 test pin code | modem info

Fig. 44 Modem settings

If you are using a SIM card with PIN code security activated, click on Enable and enter the PIN
code (provided by the card supplier). To test the PIN code, click on Test PIN.

' This setting will not enable/disable PIN code security or change the PIN code on
® the SIM card. To do that, install the SIM card in a mobile phone and follow the
instructions from the manufacturer.

9.8.1 GPRS/Ethernet Failover Settings

GPRS / Ethernet failover Settings

Connection mode Ethernet failover to GPRS El
Connection time before restore to Ethernet Try Ethernet after 8 hour [=]

Try Etharnat after 30 min
Access point name (APN) intellicom.apn.telar Try Ethernet after 2 hour

Try Ethernet after 8 hour
User name Try Etharnat whan GPRS fails
Password

save settings

Fig. 45 GPRS/Ethernet failover settings

Netbiter EC250 can be set to temporarily switch to mobile networking if Ethernet fails.

Connection mode GPRS only: Ethernet disabled (default mode)

Ethernet failover to GPRS: Unit will automatically switch to GPRS if Ethernet
connection is lost

Ethernet only: GPRS modem disabled

Connection time before Sets the time before the gateway should retry the Ethernet connection after a
restore to Ethernet failover to GPRS. The cycle will be repeated until Ethernet communication has
been reestablished.

Access point name The identifying name used to connect to a mobile network. This information is
(APN) supplied by the network operator for the SIM card.
User name/Password Required by some mobile network operators.

Click on Save settings when finished.

9.9 GPS Settings (EC250)

Settings for communication with an external GPS device. These settings should normally be
made in Netbiter Argos. See the Netbiter Argos Administration Manual for more information.
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Netbiter Update (EC150/EC250)

The easiest way to update firmware is via Netbiter Argos, with the local configuration pages as
a backup option if Netbiter Argos cannot be used. In Netbiter EC150 and EC250 firmware can

also be uploaded via the RS-232 serial (D-sub) interface using a free Windows-based software
tool, Netbiter Update.

Updating Firmware with Netbiter Update

Requirements

Fig. 46

Null modem cable
Computer with RS-232 serial interface (COM port)

Download Netbiter Update from www.netbiter.com/support.

—PLC Settings

COr Part : ICDM3 vI Baudrate : IAutD vI

—File Setting

File : I

Info

Description : I

‘Yerzion l—

—Progre

Browvese for 2 MEL-file!

Start programming

Exit |

Netbiter Update

Connect a null modem cable between the serial port on the computer and the D-sub
connector on the Netbiter gateway.

Start Netbiter Update. The COM port should already be selected. Leave the Baudrate
setting at Auto.

4. Click on Browse and locate the firmware file you downloaded, then click Open.

Fig. 47
5.

Network
System Folder

B0 MNew folder

i I File folde

Lock in I! Desktop j « & cf BE-

X

Bl

™ Open as read-only

File name: IECZSD_\H 11.3_b528 nbu Open I
Files of type: INetbnter Update (".nbu) j Cancel

Select file dialog

Power OFF the Netbiter gateway.
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6.

Fig. 48
7.

Fig. 49

Click on Start programming and wait for the process to complete.

I = e
1 NethbiterUpdate v2.83 (C) 2005-2009 Intellicom Innovation AB |
—PLC Settings
COM Part : ICDM3 'I Baudrate : IAuto vl

—File Setting

File : |c; W sershSdahDesktophE C260_v1.11.3_b528 nhu

Infa

Descriptian : IECQED

[ritos

Wersion :

—Progre

Update ready for programming. Power off Metbiter, then press *Start programming'l

Start programming |

Exit |

Start programming

Power ON the Netbiter gateway when prompted to do so.

£ NethiterUpdate v2.83 (C) 2005-2009 Intellicom Innovation AB

—PLC Settings
COM Part : ICDM3 vI Baudrate : IAuto vI
—File Setting

File : |c; YW sershSdahDesktophEC250_v1.11.2_b528.nbu

Browse |

Infa

Descriptian : IECQED

[iies

Wersion :

— Progre

Power on Nethiter now!

Cancel programming

Exit |

Power on the Netbiter gateway
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8. Wait for the tool to complete the update.

— PC Settingz
COM Part : lm Baudrate : m
—File Setting
File : |c: W sershSdasDesktophEC250_v1.11.3_b528 nbu B |
Infa

Descriptian : IEC250

‘ersion |1_11_03

—Progre

[ownloading update ko Nethiter....

|

Cancel programming | Exit |

Fig. 50 Updating in process

9.  When the update is finished you will be prompted to reboot the Netbiter gateway. Click
on Yes to reboot.

%]

Fig. 51 Reboot the Netbiter gateway
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A EtherNet/IP Implementation
See also the Netbiter Argos Administration Manual on how to configure EtherNet/IP.
AA1 Client
Connection Type
UCMM (Class 1 and 3 connection not supported)
Adapter Timeout
1000 ms
Services
The following services are implemented:
Code Service Name Addressing Note
OxO0E Get_Attribute_Single | Class, Instance,
Attribute
0x10 Set_Attribute_Single | Class, Instance,
Attribute
0x4C Read_Tag_Service Symbolic Segment Can be used to access Controller Tags.
0x4D Write_Tag_Service Addressing Vendor specific service code (see note below).
Read_Tag_Service and Write_Tag_Service using symbolic segment addressing is only sup-
ported by some PLCs. Please refer to the PLC vendor’s documentation for more information.
A.2 Adapter
A.2.1 Identity Object (0x01)

Netbiter® EC150/220/250 Gateways User Manual

Class Attributes

No attributes are implemented.

Instances

Instance 1 is implemented with the following attributes:

ID Access Name Value

1 Get Vendor ID 90

2 Get Device Type 100

3 Get Product Code 85

4 Get Revision 1

5 Get Status 1

6 Get Serial Number

7 Get Product Name Netbiter
Services

The following services are implemented:

Code Class Instance Service Name
0x01 No Yes Get_Attribute_All
0x0E No Yes Get_Attribute_Single

HMSI-168-92 4.3
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A.2.2 TCPI/IP Interface Object (0xF5)

Class Attributes

The following class attributes are implemented:

ID Access

Name

1 Get

Revision

Instances

Instance 1 is implemented with the following attributes:

ID Access Name

1 Get Status

2 Get Configuration Capability

3 Get Configuration Control

4 Get Physical Link Object

5 Get Interface Configuration

6 Get Hostname

13 Get/Set Encapsulation Inactivity Timeout
Services

The following services are implemented:

Code Class Instance Service Name
0x0E No Yes Get_Attribute_Single
0x10 No Yes Set_Attribute_Single

A.2.3 Ethernet Link Object (0xF6)

Class Attributes

No attributes are implemented (= Rev 1).

Instances

Instance 1 is implemented with the following attributes:

ID Access Name
Get Interface Speed
Get Interface Flags
Get Physical Address
Services

The following services are implemented:

Code Class

Instance Service Name

0x0E No

Yes Get_Attribute_Single

Netbiter® EC150/220/250 Gateways User Manual
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Technical Data

Technical Specifications

Model name Netbiter EC150 Netbiter EC220 Netbiter EC250
Order code NB1001 NB1000 NB1003
Ethernet 10/100 Mbit/s - 10/100 Mbit/s
GPRS N/A Quad band GPRS Quad band GPRS
Class 12 Class 12
850/900/1800/1900 MHz | 850/900/1800/1900 MHz
Alarms E-mail, SMS E-mail, SMS E-mail, SMS
Relay output N/A 1 N/A
(max 24 VAC/DC, 1 A)
Digital inputs 2 2 2, isolated max 24 VDC
(isolated max 24 VDC)
Analog inputs N/A 2 inputs (PT100/0-10 V/ | N/A
0-20 mA)
Resolution: 11.25 bit
(raw value 0—-2400)
Input tolerance 0—10 V:
R=1.55 %, A/ID=2 mV
Input tolerance 4-20 mA:
2.14 %, AID=2 mV
Analog output (0-10 V) N/A 1 N/A

Serial port #1 RS-232 up to 115.2 kbit/s | RS-232 up to 115.2 kbit/s | RS-232 up to 115.2 kbit/s

Serial port #2 RS-232/RS-485 up to RS-485 up to 115.2 kbit/s | RS-485 up to 115.2 kbit/s
115.2 kbit/s (isolated) (isolated)

Antenna connector N/A SMA female SMA female

Protocols Modbus-RTU/ASCII/TCP | Modbus-RTU Modbus-RTU/ASCII/TCP

Connected devices 32 16 32

Baud rates 300-115200 baud 300-115200 baud 300-115200 baud

Wall mounting No Yes No

DIN rail mounting Yes Yes (optional) Yes

Dimensions (W x D x H) 90 x 70 x 58 mm 92 x 115 x 25 mm 90 x 70 x 58 mm

Operating temperature -40 to +65 °C -30 to +65 °C -30 to +65 °C

Storage temperature -40to +85 °C -40to +85 °C -40to +85 °C

Housing class 1P20 IP20 1P20

Input voltage 9-24 V DC/AC 9-24V DC 9-24V DC

Power consumption 2 W (typical) 2 W (typical) 3 W (typical)

Certifications CE, RoHS CE, cULus, FCCI/IC, CE, RoHS, cULus

PTCRB

FCCI/IC (pending), PTCRB
(pending)

Netbiter® EC150/220/250 Gateways User Manual
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All measurements are in millimeters.
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Fig.52 EC150 dimensions
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All measurements are in millimeters.
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All measurements are in millimeters.
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C

Netbiter® EC150/220/250 Gateways User Manual

Regulatory Compliance
EMC Compliance (CE)

C€

The products Netbiter EC220 and EC250 are in compliance with the RED Directive 2014/53/EU
through conformance with the following standards:

EMC

EN 55022 (2011) EN 61000-6-2 (2005)

EN 301 489-1v1.9.2
EN 301 489-3 v1.6.1
EN 301 489-7 v1.3.1

- EN 61000-4-2 (2009
- EN 61000-4-3 (2006

EN 301 489-24 v1.5.1
EN 300 440-1 v1.6.1
EN 300 440-2 v1.4.1

-EN61000-4-5 (2014

)
)
- EN 61000-4-4 (2012)
)
- EN 61000-4-6 (2014)

Effective use of frequency spectrum Safety
EN 301 511v9.0.2 EN 60950-1 (2006)

EN 301 908-1 v6.2.1
EN 301 908-2 v6.2.1

The product Netbiter EC150 is in compliance with the EMC Directive 2014/30/EU through con-
formance with the following standards:

Emission standard for industrial environment
EN 61000-6-4 (2007)

- EN 55016-2-3, Class A (2010)

- EN 55022, Class A (2011)

Immunity for industrial environment
EN 61000-6-2 (2005)

- EN 61000-4-2 (2009)

- EN 61000-4-3 (2006)

- EN 61000-4-4 (2012)

- EN 61000-4-5 (2014)

- EN 61000-4-6 (2014)

The Declaration of Conformity is available at www.netbiter.com/support.

Disposal and Recycling

product contains electronic components, it must be disposed of separately from household waste.
When this product reaches its end of life, contact local authorities to learn about disposal and recy-
cling options, or simply drop it off at your local HMS office or return it to HMS.

For more information, see www.hms-networks.com.

Ef You must dispose of this product properly according to local laws and regulations. Because this
]

UL Certification

US LISTED

The products Netbiter EC220 and EC250 are Listed to applicable UL Standards and require-
ments by UL. See complete marking on product.
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FCC Compliance Statement (EC220, EC250)

The design of this equipment complies with U.S. Federal Communications Commission (FCC)
guidelines respecting safety levels of radio frequency (RF) exposure for Mobile devices.

This product contains FCC ID:

QIPTC65i

QIPTC63i

(EC220)

(EC250)

RF Exposure — This device is only authorized for use in a mobile application. At
least 20 cm of separation distance between the device and the user’s body must
be maintained at all times.

Any changes or modifications not expressly approved by HMS Industrial Networks
AB could void the user's authority to operate the equipment.

This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with
the instruction manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at
his own expense.

Industry Canada Statement (EC220, EC250)

This product contains IC ID:

7380A-TC65i (EC220)

7380A-TC63i (EC250)
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